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Abstract

To make information ubiguitously available 1o the
people in the world requires not only the Information
Superhighway, it also requires a new compuling
paradigm to overcome the imfermitlént commecion
problem inherent in mobile enviranmenis as well as
many commercially viable service networks providing
various information services to the wsers. This paper
proposes an open architecture thai allowsi Rew zer-
vices and facilities easily be added into networks,
and an intelligent messaging service network on top
of that architecture. Many issues regarding o the
operation, adminisiration. and maintenance are dlis-
cussed with some solution provided.

L. Introduction

Because of the maturity of computer and communi-
cations technologies as well as the promotion of
Mational Information Infrastructure (NIT) initiated by
the U.S. Vice President Al Gore, the progress of Per-
sonal Communication Systems (PCS) and mobile
computing is accelerating ino a revolutional speed
making the ideal of ubiquitous information service,
information anytime anywhere, a reality [6]. A layer
of service system w0 help user 1o utilize the informa-
tion and computing resources on this NII is the key
to really bring the power of NII 1o the users.

To fit into the popular client-server model, the
users can be viewed as clients and service providers
can be viewed as servers. Theoretically, the problem
can be greatly simplified if all servers in a network
can be unified into a single server using distriboted
computing technology so that clients can access o
the network resources mansparently by inleracting
with @ single server. Unforunately, distributed com-
puting echnology in such a scale will have 10 take &
much longer time to realize in the real world, Thus,
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clients have to access network resources ino 3
prescriptive fashion by interacting with individual
gervers step by step to accomplish a single task. It is
very difficult 1o accomplish a complicated task that
requires an intensive interaction with multiple servers
in mobile computing environments due 10 its inter-
mitient communication nature and its batlery eneTgy
limi. A new computing paradigm, imelligens mes-
saging, that allows clients o interact with multiple
servers in a dynamic fashion is created wo cope with
this problem [21.131.[41,[5].

Simply speaking, an intelligenl message is an
electronic message that cames i CoMpuker rogram,
whether procedural o declarative, which can be exe-
cated by the computer system of the recipient on
behall of the cliem who submits the message. The
program can instruct the recipicnl computer 10 for-
ward automatically the message iselfl o another
server to execute the program in a pipeline fashion,
It is also known as intelligent agent in other fields
[2)05]. Im Telescript terminology, &n intelligent
message is called an agent [T].

2. (pen Service Network Architecture

2.1. Reguirements of Killer Services

There iz mo doubt that having some killer services is

the most critical facior to establish a commercially

viahle service network. A killer ublquitous informa-

fion service requires at least following elements:

o some killer applications

e cost effective operation, adminisiration  and
maimenance (DASLM)

o adequae financial reward

It used to wake national resources o esiablish a ser-
vice network such a8 Postal system and (elecommun-




jcations networks becayse wraditional infrastrocture
requires a very expensive OA&M system o guaran-
e the required quality of service. It will be almost
hopeless 0 acquire similar resources (o establish
many expecied information serdces. An architecture
is meeded w allow services of any scale and any
quality 0 be added into the network easily. (OF
cause, some kind of firewall must be provided w
protect good quality services from the interference of
poor quality services.) Service operators ¢an choose
whatever operation model they want depending on
their available resources,

In this paper, we propose a simple high level
open architecture that scparates logical archilecture
from physical architeciure and allows new services
and facilities be easily added into the network shown
in Figure 1. Fumther refinement can be made for
demiled implementation based om this high level
architecture [4].

3.3, An Open Archifeciure

Basic entities are servers cach providing a specific
service connected by various logical or physical
communication networks such as Intemet, PSDN, or
ARDIS radio network. To avoid confusion, they are
referred 0 as transport aetworks, Any number of
gerver can be imtcgrated together 1o form a service
network providing higher level services (o their
clients. A server can participate inbd more than one
service network, Terminal is a physical device that
allows a client 1 intcract with a ransport network,
A terminal could be a wlephone, a PDA, a deskop
PC, or a workstation, cic. (A terminal i3 associated
with a transpont metwork, while a client is associated
with a service network. There is no fixed relatonship
between a client and a ierminal.) This architeciure
provides physical ransparency 0 the logical layer of
the service networks as well as the required flexibil-
ity. The relationship between service nefworks and
servers is very similar to many real world systems
such as wavel agent nerworks and airlines. An air-
line can be viewed a5 a server and a travel agent net-
work can be viewed as a service network. A travel
agent indcgraics many airlines together o offer s
cusiomers Gotal solutions; and an airline can give
ticket selling comracis o many travel agent net-
works, (A complete rraveling package may consist of
several fights from warious airlines and probably
with hotels and rental cars reserved. Not only the
packages are more compleie, it may even be cheaper
as compared o DIY solutons.)

Theoretically, the physical location of a server
can  be fexible. However, it's mobility is
insignificam compared to other issues. Therefore, we
assume that every server has a fined physical loca-
ton.

Followings are the openness characteristics of
this architecture:

&  With respect o a (ransport Refwork, every fermi-
nal (server) has a wnigue 1D,
Transport networks are assumed independent o
each other.

o With respect fo a service nebwork, every clieal
{zerver) has a wnigue client (server)] 1D,
Similarly, service networks are assumed indepen-
dent v each other.

» A server may connect fo multiple fransporl nel-
warks.
{A server must have an independent ID for each
network it connects because wransport networks
are independent o each other. For cxample, one
will mot be able o send an E-mail o a phone
number, although their destinations may be the
Same. )

® A gerver may parlicipate into muliiple service
networks,
(Similarly, the server must have an independent
ID for each service network it connects.)

e A service merwork may be supported by multiple
[ranspart REMWOrks,
That is, a client may access o the service nel-
work through different ranspont networks. For
example, a PDA may use either Intemet or phone
i access the information provided by the same
siock information service network. A client may
submit a request from a cellular phone on the
way o his officc and then get the result back
from a PC in his office later through Inernet,

o A (mobile) terminal may access o a trangpor

network from more than ome physical location
wring ihe same terminal D,
(In fact, a werminal may be able to access w mul-
tiple transport networks, However, it is treated as
different terminals. For example, a FDA may be
equipped with both cellular phone and ARDIS
modules, but this PDA must have a separated
phone number and a scparated ARDIS ID, If Per-
sonal Communicarions Network (PCN) wechnol-
oiry can unify these two networks together in the
future, they will be treated as a single network.)

o A cliear may use different terminals in the same
transpor! network o submil requesis to @ service
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rietwork,
That is, clienis may not necessarily identified by
terminals, (For example, one can use any phone
v make long distani phone calls and charge 1o
hiz’her own account, a phone number or a credit
card.)
Mote that many of these characteristics are only
optional. Network operators may construct their own
metworks hased on their own necds. For instance, a
gervice network may choose not 1 offer mobility or
maultiple network access capability 1o its clients.

25 MName Server and Mobility Management

In this architecture, an entity (server, clignls, tenmi-
nals) may have many IDs cach comesponding o a
network, either service or ranspont network, For sim-
plicity, we refer ranspont metwork [Ds & physical
1Dz, and service network 10 as logical 1Ds.

Within a service network, we must be able 1o
reach cach entity, either a client or a server, by i
logical ID independent of the transport network it is
being connectad. Therefore, in a service network that
suppons the proposed polymorphism, a service s
needed W convert a given logical [D into its physical
[Ds, including transport network 10 and werminal 1D,
Once its physical 1Ds are known, the werminal Joca-
ton can be detesmined by the anspom nepaork
itself, For instance, if a service network knows that a
client is accessing the network via a cellular phone
systems, the network can direcily use his cellular
phong number © reach that client without knowing
his physical location.

2.4, Operation Modes

There aré many ways 0 operate a service network.
Among them, centralized and fully distributed opera-
tion modes are two extremes. Prodigy and American
Online are typical centralized operations, while the
World-Wide-Web (WWW) is a typical fully distri-
buted operation that every WWW server is auto-
nomous, In general, a commercial service nepwork
that guarantees a certain quality of service wsually
uses centralized operation, while a voluntary service
network that doesn’y guaranee any quality of service
wsually uses distributed operation for a lack of fund-
ing and liahility.

3. Intelligent Messaging Service

On top of the open architecture shown abowe, 3 ser
vice network that is able w suppont inelligent mes-
saging service can be casily created. We follow the
Telescript werminology to call an intelligent message
as an ageni. In many cases, an agent can be viewad
as a representative of a client. It ravels in a service
melwork acting as a client o request services from
servers it visits, However, because a client can sub-
mit more than one agent 0 accomplish a single task,
an agenl may nod be always equivalent to a client.

In the following examples, we assume ihai
TravelNet, an intelligent messaging service network,
that provides travel services, consists of the reserva-
won servers of airlines, car rentals, and hotels, eic.
These servers are all on the Iniemet and using Inter-
nei addressing scheme, Thus, Iniemet serves as the
transpont network for TravelMet

31. An Example

The following example of intelligent message, writ-
ten in a hypothetic language, tries w book a Aight
from Mew York o Chicago, reserve a rental car and
a hotel room in their individual reservation servers
[4]:

1. Global DATE = 4/20/95

2. GOTO reserved@airline A com

3. Flight = RESERVE first class from MNew York to
Chicapo on DATE after 12PM

4. GOTO reserve@chicago.avis.com
5. Rental car = RESERVE | midsize for 2 days on
DATE at Flight.amive + 00:30

6, GOTO reservei@chicago.hilton.com
7. Lodging = RESERVE single room for 1 night on
DATE m Flightarmive + 02:00

. GOTO SHOME
9. SAVE Flight, Lodging, Rental_car into Trip
10. DISPLAY Trip

Line 1 sets the global variable DATE to 4/20/95;
Lines 24,6 move the agent 1o the reservation servers
of airlineA, Avis Car Rental, and Chicago Hilion
Hodel respectively; Line 8 moves the agent back o
the originating terminal; Lines 3,5,7 make the reser-
vation; Line 9 saves the result; and Line 10 displays
the result.

The execution of above message has no

magic, The clisnt terminal executes the program
until it hits Line 2, it then packs the the program




with the program counter marked on Line 2 and
sendds the message to reserve@airlineA.com. When
meserve(@airlineA com receives the message, it con-
taEes the execotion from Line 3 ontil ot hits Line 4.
It then packs the program with the program counter
marked on Line 4 and sends the message w
reservelE Ricogo, avis.com, Thi SEIVET
reservei@chicogo.avis.com and all succeeding servers
cxccute the message in the same manner,

As wi can se¢ from above cxample, an inibelli-
gent message is nothing more than a program whose
execution place can change during the course of exe-
culion.

3.2, A More Complicated Example

A salesman wanis 3 ravel agent to make a trip plan
from D.C. w San Francisco and w0 LA, within a
budget limit while he is visiting a customer in D.C,
He wants the agent 1o book flights, howls, and rental
cars. The hotel he can stay depends on the expense
on airfare; and the type of rental car he can rent
depends on the todal budget left. He might have wo
stay in Motel & rather than Hilion Hotel of he
couldn't get a cheap airfare; he might have to take a
limo rather than a rental car if he has no budget leii
A tradiional human travel agent might be able W
offer this type of services without his intervention.
The trip plan becomes more complicated when the
Man needs to be more flexible adapting to his
dynamically changed mecting schedule, He might
have o choose 1o visil customers in 5an Francisco
first then LA, or the other way around depending on
his meeting schedule. Some customers might not be
available for some reason or simply a bad weather in
his scheduled visits. Therefore, he has w make his
travel plan dynamically adapting to other conditions.
Assuming all these activities can be done electroni-
cilly, a program can do a much betier job than a
human travel agent. Intelligent messaging paradigm
will be suitable for this type of services,

3.3, Minimum Configuration

One may wonder it may have 1o take a long lime
and a capital investment o establish such a network.
In fact; it only takes a PC connecting 0 a network,
Internet or phone network, o form a service net-
work, The popular mail-fip is a typical free intelli-
gent messaging service network, One can send an E-
mail 10 a mail-fip server w "fip” a file. Many other
smple IM service networks can be established in a
ﬂ{ﬂ#wruhlgumayﬂlwumnapmm-
col.

34, Intelligent Messaging vs. Infelligent Metwaork

Recenily in pelecommunication nefwork area, fmeelli-

gert Nemwork (IN), has been proposad 1o offer its

cusiomers "informaion based advanced services” [1].

Typical IM services are:

e rmute a phone call o a destination based on time
of day and day of week;

# route a phone call io the nearest pizza store and
automatically provide customer’s profile o the
sore; and

s [Eleviting.

One may wonder ther: might be a major overlap
between Intelligemt Messaging Service (IM) and
Inielligent MNetwork Service. In fact they are quite
differant:

1. Most IN services only offer connectivity services,
while IM offers general informanon services and
doesn’t necessarily have the knowledge of
telecommunication networks. IM may use [N a8
ils ranspon network, though.

2. IN usually does nod distinguish clients from ter-
minals, while T does,

3. An IN network tends to be offered by a single
vendor in a highly centralized manageméent
environment, while IM tends o be offered by
individual service providers.

4. DA&M Problems

To make an iniclligent messaging service network
commercially viable s nol simply grouping all
gervers together, A good OA&M environment must
be in place w provide a cenain quality of service,
To operate, administer, and maniain 4 serice net-
wirk 18 non-trivial that requires a major cagital
mmvesiment. Followings are some problems that any-
body who is familiar with network OASM would
comcern with,

How o locaie & service?
How 1o know the status of an agem?
How 10 locale an agent in a service network?

How to control the execution of an agent that had
already been submitied info a service network?

How 1o support transactions?

How 1o trace the execution of an agent (2.g. for
debugging or asditing)?

oW N =

o




7. What to do if an agent can creae another agenl

{eoncurrent execution)?

8 How o handle the exceptions thal might happen
in the middle of a ransaction?

{a) an error is found in a task;

(bha server goes down in the middle of a sk
execulion;

{c) the server of a requested service is not avail-
able;

{d) the originating client is not available when an
interaction is needed. For example, an agent
|smspumihimnnmhwiﬂkﬂmmi-
ginating client goes down (or lose batery
power, stolen, busy, ewc). Without an ade-
quate auditing and garbage collection mechan-
ism, the network resources will be all ted up
eventually,

5. Infrastructure for OA&M

5.1. Basic Definitions

5Ll Atomicity
Because an intelligent message may travel in 3 net-
work to accomplish a single task in several prescrip-
five steps, some notion of alomicity is peeded ©
maintain the ntegrity of service network in facing
exceptions. Following terms are defined 0 suppor
atomicity. Further details are yet 1o be addressed.

» primilive service - @ service that is defined ahead
of time and is known by all clients and servers.
 prescriptive service - a service that is not defined
ahead of time and requires the service provider 1o

fulfill the request in specified sieps.

e alomic service - @ service, whether primitive or
prescriptive, that must be cither fulfilled or
denied completely as a whole, Each primitive ser-
vice must be atomic by definition; and any seg-
ment of consecutive steps in a prescriptive ser-
vice can be designated as an atomic service.

£.1.2. Agent Identification

Every agent must have an identfication that is
anique with respect o a paricular service network.
A simple two-segment [D  structure, {client-1D»,
message-1D), would be sufficient in many Coses,
where message-1D is a unique sequence pumber gen-
erated by the client.

513, Agent Status

The following is the list of agent status observable
by external entities such as clients or other author-
ized entibies:

® running - an agent is being executed by a server,
A running agent may actually be blocked waiting
for local resources or is wailing for an external
message such as client's input. In general, it is
not observable by external entities. However, for
reference puspose, we call such an agent o be in
spinming state, although, W exwemal enlities, i i
still in running state.

s hopping - an agent is being forwarded w another
SCMVET.

s ferminated - an agent is terminated.

s suspended - an agent is suspended in the middle
of or before an execution by an authorily extemnal
o that agent.

s frozen - an agenl in 4 server is nol being exe-
cuted, but is waiting 1 be forwarded w ancther
SCIYET.

The different between “spinning” and “suspended” is

that a spinning agent can resume its execution by

iself without an  external permission, while a

suspended agent can't (Ewven if a spinning agent is

waiting for something, it can always resume isell if
it decides nol o wait.)

51.4, Execution Record

The exccution staws of an agent such as which node
it came from and which node it was forearded W
might have to be saved in each of the servers visiled
by that agent. This is especially useful for tracing
purpose.

5.2 Metwork Facilities

£.2.1. Network Management Center (NMC)

There might have some central facility providing net-
work management funciions, such as client and
server registration, authentication, name server, COOfr-
dinations, or client specific services. Although, it
looks like a single node, it may actually be a number
of nodes distributed over the network.,

Mote thal a service network may nol neces-
sarily need a WMC. For example, the WWW which
uses distributed operation mode doesn’t have a
NMC. In general, 8 commercial service network
usually needs a NMC for such functionality as bil-
ling, authentication, securily, lc.



£3. Home Base Node (HEN)

Even though a client may change its location from
time o bme, it usually has a home location and a
most frequently used terminal. (Because a mobile
ierminal device is vulnerable i a hostile environ-
mant, it is mot wise o save all personal data on such
a device without a bhackup information repository.)
When a client subscribes o a service network, a
howee base node, can be assigned 1o the client, either
by the NMC or clients themselves. The HBM for a
clicnt can be any nixde on the network such as the
MMC, or a personal computer belonging o that
client. In general, it would be better (o assign 1o the
most frequently accessed node w reduce the waffic.
A ot of overhead in managing a service network can
also be saved by using this facility. For example,
when rying o locaie a client in & service network,
one can start the search from that client's own HBM.
A client can also keep reporting hisher locations 1o
the HBN so that it can be easily located, A HBN can
also offer auxiliary computing resources W help
mobile ferminals 0 cope with their residential
respurce Lmitation. For example, a fax sent o a
client can be converted inio text daia and then for-
warded to client’s mobile terminal. Followings are
some example applications that HEN can perform:

* location regisier

+ OCR server

e« f[ax server

* jnswenng machine

« nmews filier

A3 a matter of fact, if a large portion of the work-
Ioad is on the HEM itself, a mobile terminal can be
treaied ax an indeligent ierminal for that HBEN,

54, Status Holder

The siatus holder for an agent is a place to siore the
status of an agent so that the client or other author-
ized entitics can access this information easily, It can
be any mode such as cliem's HEN or the original
sccess node, or even the NMC iself. A system may
require each agent o réport its status to iis siatus
holder on the designated cvenis such as armive-a-
node, suspended, frozen, ctc. A client can also
choose whatever the events hsfshe is interested when
hefshe submits an agent. An alicmative status holder
may be noeded when the availability of the original
satus holder is & comcermn, These all depend on
implementation details.

E5. Access Nodes (AN)

Simce a client may access o the network from

different werminals and from different locations, there

may be more than one access node during the life of
an agent.

o Origing! Access Node - the s2rvice node through
which the agent was orginally submited by the
client

® Current Access Node - the service node through
which the client accesses to the network most
mecently.

» Regintered Current Access Node - the current
acoess node of an agent shown S status
holder. A& regstered currenl access node may be
different from the real current access node due io
the information update and message latency.

56, Current Execution Mode (CEN)

# Cwurrend Execution Node - the node thal an agent
currently resides.

* Registered Currend Execution Node - the curment
execution node of an agent shown in its status
holder.

6. Fulure Work

Based on the proposed infrastructure, it will bz much
easier w0 solve many OA&M problems for intelligent
messaging services, For example, a client can easily
inguire current status of an agent by sending an
ingquiry ageni to its satus holder, Nevertheless,
many issues, such as privacy and security, are yel
be resolved before a service network can reach cer-
wain bevel of service quality.

7. Concluding Remarks

To make information ubiquitously available o the
people i the world requires not only the Information
Superhighway, it alsp requires & new computng
paradigm to owercome the intermiticni connection
problem inherent in mobile environments as well as
many commercially wiable service networks provid-
ing various information services to the network users.
It will take a major elfon 10 creaie such an environ-
menl. Among many challenging issoes, a service
infrastrocture  like today™s telecommunication net-
works or banking networks is definitely a wvery
importand ooz, The open architecture and OASM
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