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1. Bruce Sterling, "THE HACKER CRACKDOWN: Law and Disorder on the
Electronic Frontier", http://www. farcaster. com/sterling/partl. htm.
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5.2 NGN (Next Generation Network) Z_i&
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"A packet-based network able to provide telecommunication services and
able to make use of multiple broadband, QoS-enabled transport
technologies, and in which service-related functions are independent
from underlying transport-related technologies. It enables unfettered
access for users to networks and to competing service providers and/or
services of their choice. It supports generalized mobility which will
allow consistent and ubiquitous provision of services to users."
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[PSTN/IN [Internet | All-1P Network |
|Mu|timedia services ||No ||Yes ||Yes |
QoS-enabled Yes (voice) No Yes
|Netw0rk intelligence ||Yes ||No ||Yes |
|Intel|igent CPE ||No ||Yes ||Yes |
Underlying transport network Circuit switching||Packet Switching|/Packet Switching
|Service architecture ||Semi-distinct ||Ad hoc ||Distinct |
Integrated control and management||No Yes Yes
|Service reliability ||High ||Low ||High |
|Service creation ||Comp|ex ||Ad-hoc ||Systematic |
Ease of use of services Medium High High
|Evo|vabi|ity/modu|arity ||Low ||Medium ||High |
Time to market of services Long Short Short
|Architecture openness ||Low ||High ||High |
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6.2 %# (CODEC)
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#6.1 sS85 8k
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iLBC (internet Low Bitrate Codec) & - f& 4 $2HE s EHE o iLBCE 7 ¢ f 4 chif 2 T o
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iLBCE : & Z B nIPF F i m B8 angf Y%fg » @ * 8kllzerB 4k & o iLBCH 345 B £ ¥
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4% 6.2 Frame Size

ISampleing Freq 18000 Samples/Sec|
\Bits Per Sample ||8 bits
Bits Per Second |64 Kbps

IG.729 Frame Size (ms) |[10ms

IG.729 Frame Size (bytes)||80 bytes
IG.729 Frame Size (bytes)|[10 bytes
iLBC Frame Size (ms)  |[20/30ms
iLBC Frame Size (bytes) |[160/240 bytes
iLBC Frame Size (bytes) |[30/40 bytes

6. 3 Packetization

kG = = {6 » CODEC #5:1 2 — K- RS ERY ﬁmframe v ipd frame % ff4c Fheader - & & ¢ %
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I IPgeR? pF o A sb%”%IPWh_ﬁiiﬁ 3 m’* o FI7 P e fZRIP #e 218> 2d UDP &k
%s‘f YRR > Bfs £ J RTPEjcficef2 R 7 |frame o Frame cp F B~d11¢ > d Codecf#s ¥ 3] PCM
EH A Bisd § 2t man D2A (digital-to-analog) converter ## 3% (¥ w3iZ 3 L -
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MERPER o RGBS Y TR o T 0 - B3te N A ik § frame o 321LBC HnAB @

T 0 EZ#HA20msE L 30ms hframe > 87 & 3% Bframe o @ H @ # * 10ms frame s > 7

%22 3 frame » ¥ #-F F3 L PR 4] 220ms £ 30ms 2 P e

| RTP [T 1|

-UDP | TP [FEFTETT |||I

H16.5 ¢ $ RTP/UDP/IP header ¢#if#

RTP ¢ header i * 12 bytes® # & 7z 3 A 5L% timestamp 4ok L ipd T A7 3] (hUDP4Y
¢ ¥y A g B e @ UDP header i%* 8 bytes #2% 7 7 & i = B«fsocket¥%t o [P header P
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# 6.3 Header Size

Protocol (Sbijtees)
RTP |12 |
lubP  |[8 |
P leo |
| Total |l40 |

(B) IP Addressing



VoIP 4t+# 516 PS Network@:iE3| p e shenf — B IP W& o 4o P o 2 8 d%5 [P 0T 7%
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49

1. U.S. Patent 5664055 ," CS-ACELP speech compression system with adaptive pitch prediction filter
gain based on a measure of periodicity", http://www.freepatentsonline.com/5664055.html.

2. G.729, http://www.itu.int/rec/T-REC-G.729/e
3. iLBC, http://www.vocal.com/ilbc.html
4. Echo Cancellation, http://en.wikipedia.org/wiki/Echo_cancellation

5. Echo Cancellation, ﬁﬁ%ﬁﬁfﬁ
http://www2.okisemi.com/site/productscatalog/telecomics/echocancellers/EchoCancellerDesign.html
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8. SIP: The Protocol and the Application

SIP= & 3 VolIPei & @b 2 R ApMA § % itfhob > p 589 o A § 1 R SIPhRh2p
BT AR5 ARG RIR T 0 FEA 4FH 5 0 frF SPSIND BB B A ) ASIP
1 45 %0 SIP-T ~ SIP-T + 1+ gt ik B -

switching domains &2 2 ¢t > 3% 5 {3 Fenfi * PRIFZ Pt B > 0 2 R B e 2 Fnde NS = -
& & s s o
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EIPE Al MR o FREKE- BERBEE Bl - B LR
% & ¢ o SIP(Session Initiation Protocol) & ¥ & H ¥ eh— B 2 > RAEF b - B3
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e g R o £ R K (application layer)dh- 83 s n % o @ SIPS 7 36
BR* FH > FF Y REE 8 NG 3 Repbka Fafd 2o FlaF 4420 SIPahut # 42
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8.2.1 SIP
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By (e FHMEF s g d) 0 § A8 B Enfradap o B Y el g 2 3
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2. 1% F A agmHTTPeIE » #a b L v 3 (Text) & & 8 % {3 hF < 56m o 4e
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Proxy Server :

* I PR A SIPIE e pFein? v o Proxy Server § #-ef v s R E T ¥ b - 5 v b pE G 4
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Redirect Server®* % BiEin {fof M ixn oo g > & B * Hie - BEER ROGEEL
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AT Ll get e X il 4R 11 29 B Redirect Serverf friked v & chf % =4 o Redirect Server
w ok kg 3R Call Forward @3+ it o 55d Redirect Server:hif it » ghef el 3fF ¥ ihixph ¥ 1 A
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# (Session) A > flkﬂ F A o P RESIPE A BB F w4 o

Hi - FIRE{HLocation ServerfrMedia Gateway % > B2 Rigut T?FR;‘;%’KX ¢ e d2 ISP
v il ¥ - BSIPe % BtE FEF FlEE PIRE > A aE 2 RO

I

d
S
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Start Line :

M Requestst 4@ % 0 fStart Linetmi—- B+ Benm >~ 3 Heg > N4 7% st i o weINVITE ~
ACK ~ BYE ~ CANCEL ~ REGISTER ~ INFO4=OPTION % = ;* - Responseit i Bl &Start Line ™ - B = =
Feent g mw 5 fh (Status Code) BEE A 4 2 Few B34 > dolXX £ 07— 27 ¢ R L g p
(Provisional) 5 2XX # 77 = # 5 3XX # 7 # % (Redirect) sy in 5 4XX4 7 5 Fad inds 2% (Client-
Error) ; bXX# 7 PR7%#4 e94% 3% (Server-Error) ; 6XX& 77 — & > & 94528 (Global -Error) -

Message Header :

1 & % KPP RequestfrResponseit i cgim F Al o
Message Body :

Al & £ diE € b4 it 2 (SDP) s 4 o

SIP## =t e g 3k ¢ fiv 2 3k (Dialog) - &Dialog® ¥ it ¢ ¢ 7 3% 7 3 4 2 % (Transaction) » #73f
dilransactiont & d FF=38 5K e 4 ¥V - Bwv Ra LaiEcx 2 51k - ® BTransaction
FgF BREID . * kFEES BB VTR Z v M G

R FR e e Rt o SIPY ik B el > S 4N 8 3 A BUASE hE s e
(]Birect Call) ; frisiBProxy Server enixi@ef el (Proxy Call) ~ % & v3@e¥ e | % iFRedirect
Servershg T ¥ v (Redirect Call) o ¥ *hiB 3 %@ % = = h e 3241 (3rd Party Call Control,
3PCC) » * % = & REFER ~ CONFERENCE % jis # o ¥ *FiB§ — B igfFens it > do— 3548~ - 48 5
5.~ 37 474 (Do Not Disturb) ~ p #+ 44 (Call Forward) ~ p # w &~ 2 v g {oid ¥ Fi 5 5
ie A — @ &_o Frmenp % R 44 IETF RFC 32612 4p B e9RFC= i o H s 22 SIP#: 2 4p B e oy R

ERF S

SDP :



T RS S SR o) :\,Q A KR p g2 Jam T A s :@(Traffm channel)z_ % - g
¢ tdgi(Invite) L hz » L #E (hand shake)iE 427 < 4E kb ¥ 10 * g 32 58 TR o

RTP :

£_

I P g
i F ok e

LDAP :

R R TR i § TR 0 VoIP g T 5 3
%EEHE o SEr 1 RTPAB AR & Sodt A 0 2 WERZ R THN G 0 s B3 -

PR P A R bR o AR A & FERSIP server™ k¥ -yl PR i R B (Location Server)if
o e PR RBAMP il o

8.4 SIP-T

7 EVOIP IR+ B » VolPe e 21 34 e (4o B2 # @ pePSTN) th3 i il 5 - B £ & o5k
3 - T’F:%VoIP%i‘—liiﬁvi%M%fiSIP % ’*\’ﬁ B Ao N > I E L frd 8 eRdiEaa oo SIP-T
(SIP for Telephone)fi FaprghTan g AT K3IETF 3372 242 2% 44 IETF- J~ | Z_eh
R r]nj]p 7 e R Aed| TSIPH: el — 224 5 $SIP 7 f32BUR » o d B P kA TR L E o
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1. SIP Bridging :

% _d PSINen* = ¥ 4=(origination) » ¥ R 58 2 SIP 174 T aVolPae it » £ o PSTN g 2 2
termination) - (Phone-to-Phone) -

PETH MACE#l  Proogy HoCE2 PSTN

8P Bridging (PSTW - IF - PSTH) I ------- IAM------>» | I I

wmnee JEVITE= == =2

.................... | | | - |

| <--100 TRYING---| |

| | | o m =AM == o |

------- | [£mmmem Ll eeee| |

| pros | ALH- -=| | | |

¢ s | | [ <- == -ANM- o= |

|===] | I 200 OK- | |

! |mae| olP NHetwork MEc| |2=mmmnn ANM-- - an- | | |

/ \ | - me ACK === - | |
|mmmem e r e CONVersat ioNessssssnseen s e |

4 [ Fo=mme REL------2 | | |

| preacy| N | RLC- | -BYE | |
--------------- R — | | R | PR |
| PaTN i ol | peTH | tmmnn200 OKenma-] |
srsssss | | --RLC |
| | | |

%®18.2 SIP in Bridging Mode . o
®8.3 Call Flow of SIP in Bridging Mode

2. PSTN origination

IP termination: i*w‘i’\d PSTN## = g 4= » o [PRepsaSIP* = %% o (&]4r: Phone-to-PC VoIP)

PETH {irnd Proxy SIP phone
IAM== === »|
| Con T INVITE | |
FETH origination - IP termination | | IHYITE s seemman
| == 100 TRYING |
llllllllllllllllllll | I o g, o i i i
L | == 1fx===mz=ua= |
ACM= === = | |
| | 200 Of=n=nmna
| E—— 00 OF- |
~AHM- === | | |
By | Eiveren | =====m e ACY = == | |
fmEc | VolP Hetwork | praxy |\ | | ACH- x|
f oo LR LR e e s ses COAVETBAL lONesss s s as nee an o mes ae e
) [-1- | P | |
/ \ | BYE |
! \ =RLC | | =e=BYBercazznay
--------------------- | | -=200 OK
| PaTH | - SIP phone | I ------- 200 OF=====-= I




8.4 PSTN Origination Mode ®8.5 Call Flow of PSIN Origination Mode

3. IP origination :

PSTN termination: i*u{v* [Pie e e SIP* = 24z » d PSINe* = % % o (H)4r: PC-to-Phone
VoIP)

2IP phone Proxy MGEC P3TH
IP criginaticn - PSTH terminaticm |-----IFVITE-~---- 2| | |
|-==mmmm- INVITE | |
P | - --100 TRYING--- [ TAM-—--3|
------- 100 TEY¥ING------ | |
| ~ACH- ===~ |
- L I 18%-=mmmmmmm | |
lg---nnn- | |
|®==m- A== -- |
|==m== — 200 oK | |
I lproxy VoIP Mabtwork MEC | | s 200 OF----- | |
¥ i e e D mmeme e RACE--m - | |
----------- O == == s o | |
------------------------ Conversationess ssesssses =sans = |
- BYE------3 | |
---------- BYE----=-===3| |
8IF phona | | paTH |-=-=--- EEL----» |
------------ rain - e T & mmmm—-=200 BK--=----=| |
------ 200 OK----- |«----BLC |

®8.6 IP Origination Mode o
®18.7 Call Flow of IP Origination Mode

= faes e enfica] o Y i & el g 3 (e A (ESIP{RISUP(ISDN User Part)it & s frid & -
ISUPEPSTN Y & f 3 3545 4lenis 4 42 2 42 &> [TU-TaN. 761-Q. 764 - “ﬁ% 3 ISUP » SIP-T» % 3#%
% PBX(private branch exchanges)#Z#7ié * il 353K QSIG > %53k 5 — fBdF s N ehi £ drdlah
s e

5 W AcHPSING = 6 enfie* L322 & [SUPens s 2 > SIP-T» s f62 2 > A%l i 3K
(Encapsulating)£ & (Mapping) > 4 %] %_& **RFC3204£2 RFC3398 o #73} ehdt 23k £ #-ISUP«n
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8.9 SIP-1

SIP-I~ # % SIP with encapsulated ISUP - st 2 & d ITU-Tenx i/ e (ITU-TSGL1) #r4] %_» # p
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8.7 IMS

IMS(IP Multimedia Subsystem)®_d 3GPP$r3GPP2;Eﬁ BT v - BEH A TR
(packet-switching domain) ¥ =3 k%t » ¥ SIP % zé&i*”*’ 764 8 g g et iy o

r13GPP % & > 23GPP R52- 15 | 5 1 IMSe4fta) » ApBE en % K2 Hojivim &A% ?;%'2 #3GPP TS 22.228 -
dMS?m & IPRERALZ BEE S F AR BRI € & * DR MfoAe A o T * SIP R Ay

o2 3k g AT RS o R IMSTHE AR Y & € & gl ’&*"(Entlty)f TG TS x«#"’ﬁ |# % (Call
State Control Function, CSCF) - 15#5\7 (=3 zz~ v i CSCFr 7 % 4 5 = fé PRARIE 38510 s 3]+
it (Serving CSCF, S-CSCF) ~ ivz2id 35k fa 4 it (Proxy CSCF, P-CSCF) ~ #5343 35k Aa 241 =4
it (Interrogating CSCF, I-CSCF) -

Serving CSCF :
Jﬂﬂd&l—fe"*—‘kgpi FIPRF: > f F sl sk f b e 3o mfe”**—‘ﬁ’?m“rpw‘-ht‘ gk o

T8 T AR o &P‘J_Jl' B~ SIPﬁ Fﬂ#"*’ﬂ* #I 2 g ESIP L~ 2 SIP R FJ;’-‘?(Proxy
Server)mﬁ fe 2 H s I%\n\:@ &P e 8 (Call Detail Record COR)fePRixAp Bl 2 F 23 4v > ¥

*+S-CSCF» ¢ .‘fr PR B (Application server) 2z B AR ehfim o
Proxy CSCF :

T L2 [MSeE s g ~ B> U nE A ﬁ*&{#}iﬁ'%’%ﬂii S g ISIP R L e RRE
Proxy Server » ettt x & 7 - BARILHI# i (Policy Control Function, PCF)z & & % ié;‘#ﬁ;
GGSNJ& 4 i %ﬁd Bk il i ok ByR A > P-CSCF+ f fdazap s & &8 s SIP3 40 £ et
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AU FP @R o
Interrogating CSCF :

TR A - AL RAEEPID TWH B BTN BT RRP) EPIRE
Z o & E 7 ke (Operator Network) 2 R PRE chid 4% > FRA R [-CSCF % = & » [-CSCF 4>
Bov i indk & o § £ aSIP LA P-CSCRe 16 » € £ d  [-CSCF » 1-CSCF ¢ i 4% - % S-CSCF
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F18.8 IMS 7%
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9.1 NAT 2 L 382 kiR

NAT &_- ﬁﬁf»—F\ IR[P g2 eh 3R ]Pa Apfg e 2 Pojir o H
B RER o P :}?e:}a CHcIP a2 PRI S § S
IP PREFTBTREY cde s hW Len [P A F BA

iv oo @ F 1% ADSLE i > £3]- B IP 2uo

B0 @ ik 5{”
kz\ﬁ\.\w 34

cRAF] 5 [Pvd affEs oo@ s £ F
PgPpE @ gk E % [P mﬁ##—” ERER S
# R T B R Access Point j‘a"i”ﬁ NAT #»
@ [P & % BAWLAN AP R #— 2 & 2 p
R

%

:‘rsfé * h’ﬂvf"ﬁ IP -3 ¥ 2192.168.0.x » # fedb#75 M FRL M P85 0T Hadey - B
192.168. 0. x[P i=nk » wWLAN AP et gre 5 — B d et o @ RS p[P mnb o i ¥ NAT A
#i - T rger* o0 ([P, port number) ° %Vﬁ:—%/ﬂf‘ At T (2 * [P, port

number) > &< FL5 AFEea o @ NAT f g didfe i st R NN N7 1
g b IR AR SUE A o

FERYEVBHRREFET LA AT E ¥ F 2T ARG

#24r% (Access Control)
£ >3 %] (Authentication)

% > P
¥ g3 [P imn &

« 10.0.0.0/8
e 172.16.0.0-172.31. 0. 0.
« 192.168.0.0/24

NAT 2207 ¢ fh ool Penid Sig & (X g » 2 WVOIPA§ ¢ R4 R 11— 3 iif Secitionif
VoIPic % 4217 Ul » A Vb5 5 enie ® Kt p o ehig ¥ VoIP -

0.2 B % 4 /NAT 78 4F

ol K A S ANAT 4G o FR4E 7 b b > NAT 7 1A & B8 o 4 & chr #ide 4
9.1 #7 :

# 9.1 Cone NAT #&#g

NAT Type Operation

Any external host can send a packet to the internal host, by sending a packet to the

Full Cone mapped external address.

Restricted An external host (with IP address X) can send a packet to the internal host only if the
Cone internal host had previously sent a packet to IP address X.

(Address Once an internal address (iAddr:portl) is mapped to an external address (eAddr:port2),
Restricted any packets from iAddr:portl will be sent through eAddr:port2. Any external host can




Cone) send packets to iAddr:portl by sending packets to eAddr:port2
Eg;tt ricted A port restricted cone NAT is like a restricted cone NAT, but the restriction includes port
Cone numbers.
Each request from the same internal IP address and port to a specific destination IP
Svmmetric address and port is mapped to a unique external source IP address and port. If the
N),&T same internal host sends a packet even with the same source address and port but to a
different destination, a different mapping is used. Only an external host that receives a
packet from an internal host can send a packet back.
# 9.2 Cone NAT #{+
Address Port Bindings per UDP TCP Session
NAT Type binding binding session NAT NAT direction
Full Cone no -> 1 yes no <>
Restricted Cone
(Address Restricted [no -> 1 yes no ->
Cone)
Port Restricted Cone|no -> 1 yes yes ->
Symmetric NAT no no 0 yes yes ->

9.2.1 Full Cone NAT

Full Cone ¥ ¥ H & ehiaiiza &4t » & A¥:E D andte ko HiF 72 N 4c@9. 1, 9.2 #r
T oo

IP:202.123.211.25
Port: 12345

B 9.1 Full Cone NAT

sre: 10,0.0,1:20000 NAT/FW | gre: 47.81.127.64:50274
dst: 66.4.5.2:30000 dst: 66.4.5.2:30000
-% arc: 66.4.5.2:30000 are: 66.4.5.2:30000 g
o dst: 10.0.0.1:20000 dst; 47.81.127.64:50274 =
2 re: 66.4.5.2:31111 sre: 66.4.5.2 31111 s
E * T st 10.0.0.1:20000 f dst: 47.81.127.64:50274 %
sre: 68.124.12.18: 30000 arc: 68.124.12.18:30000
dst: 10.0.0.1:20000 dst: 47.81,127.64:50274

B 9.2 Full Cone NAT z :&i%

9.2.2 Restricted Cone NAT (Address Restricted Cone)



Restricted Cone NAT #f3dt& i 14 4o U] o JE P 3Rz D12 3fe e p chp [P mn g 4k5e
o 5 j gl ¥ S RBipl 3 iz 7 it g0 NAT - d Hid impbixie khdfe - 3n g
AT o HT 2 0 R eiBNAT PR kehdt e e uk A A B4 ¢ # ~ Restrict Cone NAT
noo HiFT4eR]9.3, 9.4 froT oo

IP-202.123 21125
Port: 12345

B 9.3 Restricted Cone NAT

sre: 10.0.0.1:20000 NAT/FW | src: 47.81.127.64:50274
dst: 66.4.5.2:30000 | dst: 66.4.5.2:30000

% sre: 66.4.5.2:30000 sre: 66.4.5.2:30000 g
o dst: 10.0,0.1:20000 | dsua7.81.127.64:50274 CE
= sre: 66.4.5.2:31111 src: 66.4.5.2 31111 7~
E dst: 10.0.0.1:20000 dst: 47.81.127.64:50274 %

sre: 68.124.12.18:30000

x dst: 47.81.127.64:50274

Bl 9.4 Restricted Cone NATz i# i®
9.2.3 Port Restricted Cone NAT

Port Restricted Cone #t*t4f# i&dirtRestricted Cone #f4v 7 — i P4 » JEP §0i% 112 3¢
¢ f0p g 0[P a2 Port Number §4Afe o d “HiRizgkindte o ig 0 d 7RI {TE R
FOeriE i ehdte 0[P mnl 2 Port Number #7if kehdfe 2 ¢h > SREAAET T 2 > NGt
WENAT p$R:3% kendte e it 2 Port Number - it #-3#t# ¥ » Restrict Cone NAT p - Hi&
T4r® 9.5, 9.6 #77F o

IP: 202.123.211.25
Port: 12345

B 9.5 Port Restricted Cone NAT



arc: 10.0.0.1:20000 NATIFW | gre: 47.81.127.64:50274

dst: 66.4.5.2-30000 dst: 66.4.5.2:30000
sre: 66.4.5.2:30000 src: 66.4.5.2:30000
¥ dst 10.0.0.1:20000 F dst: 47.81.127.64:50274

sre: 66.4.5.231111
" dst: 47.81.127.64:50274

sre: 68.124.12.18:30000
X &t 47.81.127.64.50274

.

Private Realm
urjeay oljqnd

B 9.6 Port Restricted Cone NATzZ :& i®

9.2.4 Symmetric NAT

IP: 202.123.211.25
Port: 12345

IP: 202.123.211.25
Port: 45678

B 9.7 Symmetric NAT
Symmetric NAT #w fCone NAT® £ 5 B o o = ANAT iz nh 3 pF > Eohdte X Ak
Jaw > NATP 2% — P IRyt ?a"fi?rf,%f'lf‘ﬁ — @b IRiznk > & A Symmetric NATp R|=# — 30yt
7 ap ank o RE BT Rt Itizg .
Symmetric NAT® i3Fhd 5 Jeipp cnig # —‘ﬁ’%ﬁiq‘é’ Tl g g # —‘F*{? v (d &
g > HiF T4 @0.7, 9.8%77 o L F PRL 20k RARKARG > @ % P fANAT G A k4% § ol
%‘l‘t )

sre: 10,0.0.1:20000 NAT/FW | sre:47.81.127.64:50274
det: 66.4.5.230000 T dts645230000

.% sre: 66.4.5.2:30000 ste; 66.4,5.2:30000 g
o dst: 10.0.0.1:20000 T [ ds:47.81127.64:50274 =
% sre: 66.4.5.2:31111 sre: 66.4.5.2 31111 7~
E " &t 10,0.0.1:20000 “dst: 47.81.127.64:50274 %

sre: 68.124.12.18:30000

X ¢ dst: 47.81.127.64-50274

B 9.8 Symmetric NAT
0.3 NAT i = chp* 2g



SIPE &g 7 chip g i@ g § & % VolPd tazk o & ¥ —*Ff:%(CPE)ﬁ%@i%ﬁvAgent Hs
User Agent (UA) » & * —“Ff‘;%f”r% shfe = ac gz § B UA ¢ PRt TR G EAPIRE
FEE S EHRAIRIE > £ FF"L*T#”"— B8 B e FE R o AP uSIP & mJFruﬂ’%NAT 7R :]%,
HVOIPH 5 2 + R 3T o 5 3 P AL > A2 R uSIPIFL e bl & VolPH i -
’@'”'“rféq*ﬁ’lrn’%’#—‘ﬂh’?’?&i—u » & SIPZEHT > ﬁ'ﬁ)l’}q»\#’y},ﬁ UA e & o

aSIPE& P > UA 4 ravreglstrarSI PREZIP > Rregister PR‘-”giﬁUA i o Bz
i FEsessionfF o F A UA Bo o proxy servers foX EenUAZ I INVITEG R - @ &3 fap
AR AU & S '..'rﬁ’i-i‘»gwtl‘ﬁ :}%,“rl‘%}%o “rriregister WIRE F a3k LLFﬁ 4%,% p o 2 UA
i“ﬁ&fﬁ’fﬂ’ ’g/ﬁ—é’ugy#ﬁ@@:‘%h’l\f@lpz%*—)ﬁ{w*“]‘ﬁ VI BT U R F e

wothi B o A 0 B AR IRERER T A ekt o d 2 2 -&r%,)\}a ié iR A = SR
e pr ol gz ool P R # "F}f PR R MR rRZRELTE

9.4 35 FARP X R/NATHE A 5
B AR T AR L R/NATH rde™

UPnP(Universal Plug and Play)

STUN(Simple Traversal of UDP Through Netwoek Address Translators)-RFC 3489
TRUN(Traversal Using Relay NAT)

ALG(Application Layer Gatewqy)

ICE(Interactive Connectivity Establish)

9.4.1 Universal Plug and Play (UPnP > &% )

Universal Plug and Play(UPnP)E ficsic &> @& dienfh 2 > Hpend B @it jaest £ ¥ 79 FE
R eiEsr - % TCP/IP 2Bk p 2 5 1:‘_ Az 0 @ P i EEARY B2 S
oo h ¢ L PIRE > UPnPR BT L p B E R REL T R RE 0K T o B 5 ARNATS

4 F

1. VOIP&* 4238 £ % £ F 220~ B & § UPnPac 4 FNATRK # i (7 448 -
2. B ARV RJEE £ % cPublic [P# &k % Port > 5 NAT#Signaling# media it i€ * o
3. VoIPie * "‘”;]*b? R i;i‘;m 4e » VoIP signaling#® * i 3% -

— & e

4, Pl EiE S @ EF IR (Public IP# & % Port) » u@%}%,&m@@,}
B 9.9 ZUPnP FAxp VA2 & w2 i) -
v iR 382 NAT2 VoIP Client (UA) & /g £ 42UPnP > e UPnP# A # 3| #73 enUAZ NATen A 32

(& JEE 23VA2 NATT‘;\[’@ 223,825 %) £ H FNATHR 11 é%«-‘* M mi’[ﬁ s f"“.{i
NAT #g & % 4% UPnP -



S

S
SIP UA (UPnP client) NAT (1GD)

M-SEARCH * HTTP/1.1
ssdp:discover InteretGatewayDevice
dst: 239.255.255.250: 1900

(1 -

HTTP/1.1 200 OK 1) B NAT &9 Private IPfir 1t
2) | srec ip of 1GD: 1900

POST --- HTTP/1.1
(3) GetbExternallPAddress -_"\

HTTP/1.1 200 OK = 34 W] NAT 44 Public TP {ir ht
(4) | external ip of 1GD

POST --- HTTP/1.]
NewPortMappingDescription a
5y = {ip_of sipua:internal port) external port .-

1L ik ENAT i Port Mapping

(6) e HTTP/1.1 200 OK

B 9.9 UPnP 7 Axpr L g2 i& %
9.4.2 STUN

STUN (Simple Traversal of UDP Through Network Address Translators - RFC 3489 ) - &_
BF LA AR * VolPF ARNATH L g enfz iy o STUN 41 * =3t Internet  eni® R B
Fespr L UAE S PARNAT 4 dB cnvh 30 i nb » F 2858 & cVolPrt e 5 5 17 L b ¥ &
B eUA o

% * & i VolPAzst & 2p #rdg UA A #2dk e p £ [P = % port number - :RVoIP# =
UA w»ﬁbi‘t"iﬁébil"% P 4t % port number © 1 &t 3 ﬁi‘fé’ )i e %rﬁ' Hd 3 o 12 {ﬁr%UA
iR ESTTR R VoIP 18 v -

Client wants to receive Send a query to STUN STUN Server receives packet
packet at port 5060 server from port 5060 from 202.123.211.25 port
12345
IP: 202.123.211.25 V

Port: 12345

AN

STUN Server send a response packet
to client. Tell him his public address is
202.123.211.25 port 12345

B 9.10 UA 2 STUN i JE 4 eh 3% iy
STUN ®PRET (T4 ¢ A KRt UN {310 2 AHEHEE I En > o9, 10977 - UA #- B



message $%STUN ®PRE » @ STUIN ®IREF jf&dte @ 420 k3% VA ceh 3iznk » Tt Faw
B UA et oh > STUN PIRBL V5 - 5']*2?']?4*‘?{& & NAT m’*‘]%« » T B R T

L*k’@9H£9m&TSWNIm¥%?WH ik 2 2 ﬁﬁmﬂ ¥ i > STUN& 2 7 3
Symmetric NAT » @ i & f8NAT @ S5 = 2 NAT® 31 ehi Jin o

T g o WSTUN RPR B enizg o

o stun. fwdnet. net

e stun. fwd. org (no DNS SRV record)

e stun01. sipphone. com (no DNS SRV record)

o stun. softjoys. com (no DNS SRV record)

 stun. voipbuster. com (no DNS SRV record)

« stun. voxgratia.org (no DNS SRV record)

e stun. xten. com

o stunl. noc. ams-ix. net (DNS SRV record on domain ams-ix.net not noc.ams-ix.net)

= Test |
s Tost [
= Test 111
—Test IV

Test Destination | Change IP | Change Port | Return IP:port

Test | 1P1:1 N N IP1:1

Test !l 1P1:1 Y Y P2:2

Test Il IP2:1 N N IP2:1

Test IV IP1:1 N Y IP1:2

B 9.11 STUN PR B RINATA] &G 2 7 4



Destination | Change P | Change Port | Return IPzport
P11 N MN P11
P11 Y Y P22
P21 N M w21
P11 N ¥ P12

B 9.12 STUN PR ZHFRINATA] A 2 /A2
9.4.3 TURN

TURN # &+ STUNZ 5 58 < en® A # i » X0 F & Symmetric NAT & L 4g - — B VoIP session
¢ o g keriE i ahgt e » 0 E BTURN server » £ 4 TURN server #i% &%= o HiF(®
4r@9. 13#77 o & * TURN PR7%ehUA ffcd>pF » 517 — BTURN clienten¥ i»% 11— " TURN
allocate" 7 &% TURN Server - TURN Server ¢ & i iz @ 5K #r % p eh[Pi=ut frPort » ¥ » §
- f#public IP it frPort o A {5 TURN Serverit v 4 fiecipublic portt & FAL i@ » o frd
% & ¢TURN Client )Tk‘»? ¥4t 1% 5904 feshPublic port oo gt B4R g SNEUA 2 TURN
Server = @i o § TURN Server 4c¥|4t# pFpF » TURN Server ¢ &%  3t¢ kihehlPix
ftfeport » R v A & Pl ehizgk e R 542 o TURN Serverz %éi:‘ui'? Lo B ih
2B o KE - BraedoEe TR MR ELY - a > ¥ EF Z e d i
PRy ERBELT - B o S NBART UTAR UGG & 2 7 PP egEd o A
Client-Server #i3' » & i# f §* & ¢ »* TURN Servert - Server { JE-R#E#TH #H > MIRiX
F ERVOIPR F RO * o B o o B 2792 Bz g 2 7 e T A - = s

Call
[ vumiaeny | s

2 - Signalling
G 3-Media

= N

Fintnwall'NAT




® 9.13 TURN

9.4.4 ALG (Application Layer gateway)

Application Layer Gateways (ALGs)# - % 3 SIPi: 4 (SIP aware) (fF L AE 7 % FpF o i5IE
s R ONAT > Flpt e de g 5 535;-&‘ FT] o 51 R PR I L] Mlddlebox
communication(MIDCOM) protocol#t#t &1 > MIDCOM io 27 & * #23% > 54eVolPeUAfr PR B >
FAINAT i e 23 > g 4 R RA FHR Y S DT RS E P ANAT - T A
T T E o

1) S1F message: 2) Sgnaling and modia
Madia source i< pass through Frewal
192.168.61.10:8000 with NAT functon
Corporate Client 3) SIP message:
Still says media
W 168.61.10 source s
:—u 120.16 1 192.168.61.10:8000
lJoz-c
i signaling Signaliing
192168.61.10 ‘—11 120.15.101
B0

4) Actual modia
SOUrce 'S Now
243.120.15.101:5000

B 9.14 ALG
9.4.5 ICE (Interactive Connectivity Establishment)

[ETF# 2 Interactive Connectivity Establishment (ICE)#tjts > 3 & STUN=TURN - 2005
fegr 2 Ciscoz i #-4x * ICE o H 3w 72 N5 L 9. 15 -

—1l]
- —— B
® . *Q
’J'fEl w—— NATES 4 4
B[  stunmms
—
nEH i
-
NATES TURNJfz 25
B 9.15 ICE

9.4.6 Proprietary solution

pow & EeinenP2P VoIP > Skype » 3 — B £ & 0% §1 > VoIP 7 ASNAT/Fsfzib-yiz o« L H 3 v
A& & $738 TURN © i 5 Skypes Client #pt 2 B € 3 4p & 17 > X & Tt o Client ¢
WE TS AREGIEON)  RF- L RIRFh i - UATRIREDE L - & B Client § 37
- S UERF L ATAOND Bro B AP TRY 4 Bipl “%L(SN)’ - 7B - BTCPi £ 1 ¥ iF4F
Tl R AR R R ’iir“ » SN #Skype Client FFaa4F- B7 8P Vil - 5 - B
Clientg %ﬁd SN#F Rl E #1v i I NATE Vg ez & fr 2 473 - Skype Client i@ * TCP: 2

#u
t



BT E o b H ORTT o g kel et ed s B Client #83 o & hPinpF o v ed
Hoperel g2 et - BERATCPERGEL IG5 - RS 5 M ndte ¢ 3 3% * UDP
B i iE o ok el X Rkt el & 0 ANATE Vs 6 0 Pl E 4R er e 2 8o 5 SR et
£ o PR rISN TS 4K SN R o dok B S L R A A ik 41 UDP@ £
5 3o P> Skype ¢ s * TCP#@i% o 4o % TCP» A p > v ¢ & * TCP @ix4te D ¥ * s B
port > HTTP(80)4-HTTPS(443) - — e X 47 € 44#ies B port » @ Skype client -
ﬁpfi‘uﬁ’é FTE e Bport™ & @ % o 4opt > Skype F AR Vidbeni 4 A F B B Aot b

3% 2

1. Solving the Firewall and NAT Traversal Issues for Multimedia over IP Service,
http://www.newport-networks.com/

2. SearchTekTarget.com

3. Newport netowrks, NAT Traversal for Multimedia over IP
4. NGNJ& &3 AV 347, g i P At

5. IETF RFC 3489

6. Network Address Translation (NAT),Advanced Internet Services, Henning Schulzrinne
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% %%, http://www. ncc. gov. tw/chinese/law_detail. aspx?
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