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Abstract

in a mobile compuring environment that supports
mobile agents, a client is able to send an agent 1a visit
a sequence af servers in the metwork Trocking rhe
locations of agents becomes @ crivical rroblem in
managing a mobile agent rervice nénwork It [&], Lien
proposed several blind and inrelligenr search methods
and studied their performances. Since all these search
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strategies are under an arsumplion that the agent 1o be
searched moves ah‘u-rg a pr:-d:rermr'.nr'_rﬂ'c purk. ri thiz
paper, we propose a searchk straregy called Now-
Deterministic  Binary Searck (NDBS) which will
releare this arswmpiion and lecate an agenr through a
non-deterministic patk. The rme complexity of ouwr

NDES [z OF m-!-!z:-.g-[ijl J, where m and n are the
m

nsmbers of visited non-deterministic nodes and ail the
nodes fo be visted by the rarger agent dikring its
lifetime, respectively.,

Kevwords @ maobile agent, intelligent search

1. Introduection

1.1 Agent and Agent Mobility

The goal of an ubiguitous information service
network is (o provide information to the users anytime
and anywhere [8]. Thus, a service network must be
provided with a wircless communication network and
be able to easily access to varicus information
resources [ 10].

Duc o the immaturty of disribuied computing
technology, clients have 1o access network resources in
a prescriptive fashion by interacting with individual
SEFVETS, However, in most mobile computing
environments, the nawre of commupications is
intermirtent and the bauery energy is limited. Thus, it
becomes more difficult to accomplish a complicated
task that requires intensive interactions among its client
and multiple servers. A nom-raditional computing
paradigm, intelligent messaging, allows clents o
interact with multiple servers in a dynamic fashion has
been brought up to cope with this problem [1,2,3,8,10].
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Simply speaking, an intelligent message is an
electronic message carryving a compuler program, either
procedural or declarative, that can be executed by the
receiving servers on behalf of the originating client.
The program in the message can also instroct a
receiving server o automatically forward the message
to another server, upon which the program is executed
continuoushy in a pipeline fashion. We would use the
term. mobile agent, as a substitution for intelligent
mestage through the paper. Good examples are referred
to [3].

Since an agent moves along a service network, the
ofiginating client may not be able fo track or control its
operation directly. A service network must provide
some mechanisms allowing its chients 1o track and
control thess massapes, This problem is referred 1o as
agent mobility management.

1.2 Mabile Agent Service Networks

L2.1 Open Service Network Architecture

Traditional ielecommunication petworks such as
PSTH™ and 200 Toll-Free service uwsed o rake
considerable resources and long deplovment dusation
o establish. One major resource drain in such networks
is  DAEM  (Dperation, Administration, and
Maintenance). It will be impractical to demand the
comparable resources to support OA&M functionalitics
in many_ prospective information services. Thus, the
compuiing community have to develop and deploy
demanded  funcuomalines by themsslves. Al
infrasiructures and solubions must not require any
change 1o the existing telecommunication network, To
achieve this, we employ an open service nebwork
architecture [3] to separate service networks froem
transporl networiks. Under this anchitecture, it allows
services of varied scales and gualities to be introduced
it the network easily, Readers are referred to [3] for
details.

On 1op of this open architecture, Lien proposed a
hybrid operation model [2] that allows a servics
provider 1w offer both centralized and disinbuted
operation models to its subscribers. Subseribers can
choose o use their own Interner facility, e.g., Home
Bass Mode (HEM), to share the OAEM functionalities.
At their own expense, subseribers have aliernatives o
designate  some OA&M funciionalities 10 the
centralized facility manazed by the service providers.
In this paper, we assume that 8 service network that
supports mobile agents i5 based on the proposed open
architecture and managed wsing that operation
infrastructurs.

1.2.2 Search a Mobile Agent

After an apent is submitted into a service network,
the client or the network manager may want 1o know its
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current location for either inquiring its stats or

controlling its execution, etc. An obvious solution 15 1o

send another agent, called search agent, to track the

ariginal agent along the original path. or 1o broadeast a

message to all the servers that the agent may choose w

g to. A couple of problems might zrouse with this

solution;

{13 The cost of sending many messages over a

wireless network is high.

(2) The path that an agent moves alang might be non-
deterrrinistic and this is hard (o race,

(3} A sequential search consumes los of Hime,

Lien [4] proposed several search strategies to cope

with these problems. Howewer, all these EIralEgies
asgume that the path of the targel agent is deterministic,
In this paper, we inroduce a Non-Deterministic Binary
Search { NDBS ) method to release this assumption and
make it non-deterministic. The rest of the paper is
organized as follows:
In section 1, we review thoss search strategies given in
[4.6]. The proposed Non-Deterministic Binary Search
method is incloded in section 3. At least, we have
conclosion apd futsre research in section 4 and §,
respectively.

2. Previous Work

The scarching stralegies proposed in [4.6] can be
classified into o groups: blind  searches  and
intzlligent searches. The intellipent search strategy
makes wse of prior knowledge about the execution of
all tatks, while blind search sirategy doesn't,

The following denotations will be used in the rest of the
paper :
§=1{5.5...5, | the set of distinct servers visited by

an agent,
T : the elapsed time since the target agent was
originated,
T, : the service time af server 5, , it is the fime

duration that the targer agent stayed at server 5, .

We assume that the target agent visits | §,,5,.....5, )
sequentially and non-recursively ; and the time for the

target agent moving from one server 1o another is
considered nominal and is thus ignored.

11 Chase-From-Holder Algorithm

In the hybrid eperational infrastructure proposed by
Lien [2], users are encouraged 1o use their own Home
Base Node (HEN]) 1o participate in the management of
thear agents. One possible usage of HBNs is to store the
currend staius of agents including- apents’ locaticns.
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The path of a target agemt may be cither
deterministic or non-deterministic. In the case of
dererministic, the agent can be found by using BBS,
EBS, IBS and ABS. If every step of the agent is
deterministic, the sequence of servers to be visited by
the agent can be determined beforehand, In cate of
non-delerministic, some sleps of an agenl are non-
deterministic, It means that when an agent goes 1o one
SETver, say server A, there are multiple alernatives 1o
be its next stop. The next s1op won't be clear only if the
agent completes the wask in server A,

For example, if someone plans 1o go form Peking 1o
Taipei. He needs his agent 1o confirm the flight rime
and book a room for him. 5o, the azent goss o the
dirport to confirm the flight time and communicaies
with the information service agent in the airport to get
information about the hotels i Tarpel. Afier interacting
with all hotels, it chooses one of the hotels and books a
room, Here, the path of the agent is non-deterministic
since all hotels in Taspes are possible candidmzs, Thas
path is thus no more a sequential list of servers but a
spanning tree of all alternative servers. An example 15
shown in Fig 1.

Fig. 1 A non-deterministic path represented by a spanning
e,

Diefinition 1 : A node £ is called a deterministic node

if and only if the pext stop of target agent is
deterministic when it stavs at 5 |

Definition 2 : A node 5, is called a non-deterministic

node if and only if the next stop of target agent is non-
deterministic when it says st §,

Definition 3 : A node 5, is called a first nom-
deterministic node { FM node ) if and only if it is the
" first non-deterministic node to be visied by tarpet
agent.
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simply speaking, a node in the spanning tree that
has more than one child is a non-deterministic node, ep.
node §; in Fig. 1. Otherwise, it is a deterministic node,

eg. node 5, Both non-deterministic and deterministi®

nodes have exactly one parent node ; and determintstic
15 @ special case of non-deterministic. By Definition 1,
i the case of deterministic, every step of the target
agent is deterministic and every node in the spanning
tree is a deterministic node. The tres looks like a lineas
list of nodes. Therefore, the spanning tree spanned as a
lingar list of nodes if and only if the components of the
tree are al] deterministic nodes,

Theorem 1 : The spanning tree spanned as a linear list
of nodes if and only if the components of the ree are
all deterministic nodes,

Ey Definition 3, we conclude that every node between
the FN node and the root is deterministic node.

Theorem 2 : Every node between the FN node and the
root 15 a deterministic node.

32 NDES Algorithm

Here we proposs a Non-Deterministic Binary Search
(NDES} wo search the marget agent when the path is
nor-deterministic. It 1akes two steps to complete this
search.

Stepl: Search agemt traces the first non-deterministic
node (FN node) from the roo of the spanning
tree and comes (o the following two alternatives:

Case 1 : If the targed ageni has visiied the FN
node, we will be able 1o know shach child
node 15 the next to be visited from the log
information recorded in server. Then we
prune off all the ancestor nodes and all
these child nodes that won't be visited, Go
1o stepl.

Case2 : If the targer agent hasn't visited the FN
node then we ¢an make sure that the agent
must stay in one of the nodes that between
the root and the FN node, We then prune
off all child nodes of the FM npode, Since
all the nodes betwesn the root and the FM
node are deterministic, the pruned tree
becomes a list of nodes. An example of
the reduced spanning tree is referred to
Fig. 1. Go 1o stepl.

Step2 : We use intelligent binary search, IBS, 10 find
ihe target agent. In order (o prevent targel agent
from passing the end node of the list before the
search agent catches it, we leave the search apent
at the end node waiting for target agent and fork
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Thus, the reported current location of an agent can be
obtained in the status holder (... HEBN) of its
originating user. If the exactly current location at this
moment 15 nesded. the search agent will visit the
reported location first and proceed with a sequential
search from there if the target agent had passed that
server. This agent search algorithm is called chase-
fromm=holder algorithm.

One  major problem  with  chase-from-helder
algorithm is that it requires extra cost to update status
periodically. This cost consists of that induced by
network traffic and resource consumed in the status
holder. The system resources could be very expensive
if the stamus holder is designated to the network
managsment center, Thus, the irade-off between update
cosl and the statws availability must be carefully
balanced. Depending on its status inquiry frequency, a
client inay choose to command an agent reporting its
status gither completely or selectively. The following
search strategies are useful when the current location of
an agent is not available in its status holder.

2.1 Basic Binary Search (BBS) and Extend
Binary Search (EBS)

The Basic Binary Search (BBS) algorithm is similar
o the banary scarch in searching a data object in a
sorted list. The search agent probes the middle server in
the search list and excludes half of the servers out of
search list at a time. The search is performed
recursively until the target agent is found or the list is
exhausted. On average, the number of probes requined
to find the target agent is in the order of legin), where n
is the number of servers in the search list. BES might
be a very good search swrategy for blind search,
However, BBS may fail to find the target agent if it
eontinues to move during the search, During the course
of search, some unvisited servers mayv be excluded out
of the search list afier a server iz probed. This may
cause a slip through problem, which means the targer
agent slips through the search window so thar the
servers to be visited are not included in the search lise
As a result, the search agent fails to find the targe
agent.

The Extended Binary Search algorithm resolves this
problem by mot excluding any unvisited server at the
cost of demanding more search probes, Fortunately, the
average number of probes required io find the rarger
agent remains in the order of fogia) with a larger
coefficiensy.

Without prior knowledge about the states of the
targes apent and servers, the binary search might be the
optirmal solution to search an agent. When the prior
knowdedge i3 considered, other algorithms would have
better performance over binary search algorithm.

2.3 Intelligent Binary Search (IBS)
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If a client has a bener estimation on the service time
tn each probe, he may have a more precise prediction
on the cwrent location of an agent. With this
information, we will be able to reduce the search time
significantly. The intelligent scarch algorithms thag
make use of service time statistics distinct themsslves
from blind search algorithms.

We assume that an agent visits a set of servers,
3,.8,....5, . in sequence, and it stays a1 each server,

say §, . for a time duration, T, . At any elapsed time T,
the curment location of the agent, 5, can be determined
by the following formula:

_Zl?j <TZ Z‘r,

In real world, it is hard to predict in advance exactly
how long the target agent will stay at each server. The
seTvice time in each server is most likely probabilistic
and can be pre-estimated through either samples
collection or experiments. As a result, the location of
the agent 15 also probabilistic. To minimize the number
of search probes, it is essential o calcelate the location
of the target agent with the highest probability, less
high probability, ete., 50 that a search ageni can locate
the target agent with the minimum number of probes.
Assuming that the service time of each task is
uniformly disiribwted, Lien [4] denved a formula o
calculate the {residing) probabality for each server that
a target agent might reside, In their Intelligent Binary
Search algorithm (IBS), the search list is presorted
according to the calculated probabilities. The search
agent probes the servers in the list sequentially. During
a search, the fist is maintained in the following way:

(1} If a rarget agent has visited and left the currently
probed server, all servers ahead of it are
removed from the search list. The original search
order remaing unchanged and the search agent
continues the search following the shrunken list.

If a rarger agent has not visited the currently
probed server yet, the search list won't be
changed. The search agent will probe the server
that precedes the current server with the highest
residing probabiliy,

(1)

Non-Deterministic Binary Search

(NDBS)

3

The search agent algorithms peesented so far all
assuming that the ageni o be searched is along a pre-
deterministic path. We would like to further release this
assumption by uwsing a Men-Deterministic  Binory
Search (NDB5) which is applicable to the case when
the path of the target agent is non-deterministic.

3.1 Dweterministic Path vs.
Non-Deterministic Path
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a child agent using IBS method to continue the
search. This induces two aliermatives:

Case | : The child agent found the targer agent and
reported the location of the targel agent
the scarch agent and terminates the ssarch.
The search agent then reports the result and
terminates the whaole searching process.

Case 2 : The search agent found the target agent. It
means that the target agent arrives af the end
nods before the child apent finds it The
search agent then repors the location of
ftarget agent. Neither the sarch agent noe
child agent will erminate until the search
agent receives the search result of the child
agent.

(5]

Fig. 2 A deterministic path represented by a llst of nodes.,
33 Verification of NDEBES Algorithm

The original spanning tree is reduced in stepl and
won't stop until the tres becomes a lingar list of nodes.
The head of the linear list 15 the last non-deterministic
node that the target agent has visited and the end is the
next non-deterministic node o be visited. In this
section, we use the two theorems in section 3.1 to
verify our NDBS algorithm.

Let §_, be the last non-deterministic node the target
agent has visited and 5__ the next non-deterministic

node to be visited. There is no other nor-deterministic
nodes in between. Let there be &t nodes 5,.5,....5, to
be visited sequentially ahead of 5, .

[n stepl, we send out a search agent 10 locate the
target agent. In the beginning, 5, is the first non-
deterministic node, i.e. FM node, to be visited by target
agent. The search agent comes to visit § first and
finds that the farget apent has visited 5, . 3, s the next
non-deterministic node to be visited. The search agent
then prunmes off both the path betwesn 5, and its
ancestor and all the paths berween other child nodes
that won't be visited,

Afier the pruning, 5, and 5, becomes the root and
FN node of the tres, respectively. Repeating this step
until 5, becomes the root of the tree. Since 5 i5 the
nexl pon-deterministic node to be visited after 5, at

the time when 5, becomes the root of the tree, 5
becomes the FN node of the tree. Continuing with this
process until ssarch agent visits 5 and finds that 5,
has been visited. Then it prunes off the path betwean
5., and other nodes except the one berween 5 and

5_.. At this time, 5_, becomes the root of the ree,
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Since there 15 no other non-deterministic nodes between
5. and 5 .-According to Theorem 2, §_ i the FN

node of the tres. The search agent goes 1o visit 5, and
finds that 5, has not been visited yet, [t prunes off the
path between 5, and its children. :

At this ome, 5 becomes the root of the tree and
5 oo 15 the bottom node of the tree, Both 5, and 5,

are deterministic nodes amd there is no other non-
decerministic nodes in berween. Mow, all nodes are
decerministic nodes and the tree is reduced to a linear

list of nodes, The head of the list is 5, and the end is
5

After stepl, the original spanning tree 15 reduced 19
a linear list of nodes and any of BES, EBS or [BS is
applicable to locate the target agent in step.

3.4 Analysis of Time Complexity

Let m and n be the aumbers of non-deterministic
nodes and nodes 1o be visited by the target agent during
its lifenime, respectively, The worst case of stepl is that
the targer agent has visited the moft non-deterministic
node while the search agent is sill searching for it The
search agent won't take stepZ after it traced these m
non-deterministic nodes. 5o, the tme complexity of
stepl im the worst cose 15 Gym .

After stepl, the original spanning tree becomes a
linear list of nodes. Besides, the head and the end of the
linear list of nodes are non-deterministic nodes. Since,
there are n nodes 10 be visited and m nodes of them are
non-deterministic, The average length of nodes

berwesn o non-deterministic nodes is -J-!-. In ather
Im
words, the average length of the linear list of nodes 15

el Therefore, if we use BBS to locate the targst agent
it

in stepZ. The time complexity of s1ep is O logf E_I- 1L
Summing up the time complexity of step] and stepl,
the time complexity of our NDBS is OF m+log( i] 1

Similarly, if we odopt any one of EBS and IBS 10
locate the target agent in stepl, we will have the same
time complexity,

4. Conclusion

[n & mobile computing environment that supports
mobile agent, a client is able to send an agent to visit 2
saquence of servers in a network. To track the locations
of agents becomes a critical issue in managing a mobile
agent service nefwork.

Lien proposed a number of intelligent search
strategies in [6]. However, all those srrategies base on
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an assomption that the apsnt 10 be searched moving
along a pre-deterministic path, In this paper, we also
propose & search sirategy called NDBS to release this
assumpdion and the time complexity of KDBS is OF m+

i
fapf— ) |,
apl n bl
5. Future Research

We enumerate a namber of other issues o be
covered in this research.

5.1 Exact Search vs. Approximate Search

Diue to the execution of an target agent is kept going,
the exact current location of an agent might be changed
when the client receives the acknowledge sent back by
search agent. To make sure the location unchanged
after it is found, a freeze agent is reguired 1o be sent
togather with search agenmt as explained in [2).
Orherwise, what we get is only &n approcimate location
rather than a exact location.

5.2 Recursive Execution

The search algorithms presenied so far all assume
that the targe1 agent 10 be searched moving along a
non-recursive path, Le., none of the servers will be
revisiied. by the rarger agent. Our search algorithms
exclude those servers once they are visited, it will cause
problem when a server is to be visited a second time.
We have io release this assumpiion in next version of
our algorithms.

5.3 Lost Agent

An agent might be lost becawse of fallures. The
reasons could be the agent itszlf, the server it resides,
or .the network it moves along. Agent lost might be
significant or not. In a real time control system or 2
butiness transaction systerm, agenl lost may cauks
eatastrophe, Tt becomes more complicated when
concurrent executions are allowed,

24 Concurrent Search

Zequential search is simple but consumes time. If &
client is allogwed g submit more than one search agent
to & network, search time may be saved 1o some degree.
We also may consider o have & search agent create
child search agents to cover all possible paths in a nen-
deterministic situation such as in making an if-then-else
decision. The derived issues are as follows:

(1)
(2)

How to converge forked agents?
What to do if either child agents or parent search
agent pet lost?
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(3} How to terminate all child agents?
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