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Abstract

T3 make rrlormalion Whpulousty avaulabie 0 paama o
fhe world requires nod oy Informahion Souervgieay, Dur
alsg a non-fraditional compubng paradigrn. such as e
infalhgent messaging. fo  overcome  fhe  Aderrminent
conmeciion profdem mheried m a8 moble enviommend
This paper descrbes the dessgn of the sener wr e
FiyingClowd mobile agent senice natwork curently under
develapment i fhe Natomal Chengefn University. The
man cdyective of this protofype s lo simulare & real
apevaliona mobde agenl senece netwark, [0 analyze ine
matwork behavior and o exercife ow Solons The
spshem is developed based on the prewously proposed
apan  architeciure and hybed  mobiiity  mranagperend
mitastruciure |7 8.9]

We desgned a high leval scrpl language and & seript
rewriling technology to carmy oul e most SalSmng
fask. agent migrabon, successiuly
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1. Introduction
1.1 Maobile Agent

Duwe 0 e advance of computer and communecaton
technologies as wall as the promobion of Nabonal
Indormation  Infrastructura (ML), the progress of mobile
compuiing 18 accelerating to a revelulionary speed,
making the drearm of ubiquitous nlermation servece a
reality [1,7,14]. The goal ol a ubiquious nformation
sarvice network is to provide information 10 users amytime
amywhera. To accomplish this goal, the Service nelwork
must be suppored by some ubipelously  avalable
commumicalion metworks and be able to conwvenienthy
#ccess 1o vanpus  inlormabion  resources.  Currantly,
wirgless commurication networks sweh as AMPS or GSk
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cellubar networks are able o Suppdod e ubguibous
communicaten requirement [12.16] A% lor he carveemssn
infofmabon  services, disinbuted computing  fechnokgy
seems 1o be an ideal compuling paradigm. In a destributad
system, all servers v a nelwork are integrated inic a
single logical server 59 thal chems, thal can be programs
Or USErS, Can accass the network resources ransparantly
by intEracting wilh a single sareer Unledunalely, apghyoing
destnbwled compuling bechnology in swch a scale and
haterogenaity may have 1o take a much lgngar hime 1o
accomiplish en real waorld

Tharedora, clionts will have 1o access Adlwodk
ragources in & prascriptive fashion by inberacting with
individual servers probe by probe 1o accoenplish a
complicated task Howewver, in mast mobile computing
envrenmeants, the nalure of communications is intermitlant
and the batery energy is limded. Thus, it s sery difficull fo
accornglish a complicated lask which regueras its cliants fo
inberact intengively with mulliple servers. A non-fraditional
cimputing paradigm_ thug ﬁrﬂuﬂi’_l;'n:nr messamng, thal allows
clignis to inaracl with muliple Servers in 8 dynamic
fashion, has been brought up 1o cops with Ehis problam
[2.3,4.56.11,13,15]

Simply speaking, an Fdelligen! message B an
electronic message thal carmes a compuber program.
githar procedural or declarative, which ¢an be execulad by
the receiving servers on behall of the cngnaling cheni
Tha pregram in the message can also mstuct a recerang
saréer io forward automatcally the message itsel to
anadher serser, on which ihe program (s esecuted
contmueusly in a pipaline laghion. Such a message = also
known as an infeligent agewl in others fields [4) For
simplicity, it i called an agent n the rest of this paper.
Good axamples can be foamnd in [7.8]

1.2 Mobile Agent Service Networks

To make a seérvice network commencially viable, £ s
essential to have a high quality and cost efactive
operation,  administration, and mainlefance  sysiam
(DA&M) in place to guarantee a certain QoS (Dualily of
Servica). Howawver, i will be impraclical o acquire huge
resowrces o modity existing talecommunication nebworks
be supgord many prospeclive information senaces.  All



infrastructuras and solulions mus! nod réquire any change
bo the existing telecommunication network. To sabsly this
constraint, wa emgloyed the open sennce  Hélwork
archiechere proposed & (8], which separales sendice
nelworke from ranspor netwarks 10 maindasn the ragquirad
physical network indgpendency. 11 also allows services of
any scale and any qually to be miroduced inta the
netwark easily. Service providers can choose whatever
gperation madel and QoS level based on the resounces
gwadable 1o them  Feaders are maferred o [B9] lor
datass

1.2.1 Hybrid OA&M Supporting Infrastructure

Cenraized OABM suppon s easier lo achieve higher
QoS Hewever, it suffers from higher operation cost and
long deployment time duration, On the other hand,
disfributed support 1S wsually more flaxible in introducing
naw services and has a much lower operation Cost, bl if
sulfers from lower QoS In (8], Lien proppsed a hybnid
OAEM supporing struciure thal can take advantages of
both approaches.  In that hybnd approach, al DALM
funchionalibes are  classfied mio  two  categones:
digiributabla and nan-digtribulable Cristribulakbia
furchionaliies cam be suppoded by any serer in the
network or even chant usars fwn  resdwnces.  Non-
digiributable funchonalities must bBe  supported by
desgnated servers. Crtical functons  thal are  more
appropriale fo be managed centratty, such as securily and
billing. are classfied as non-distriadable and musl be
managed centralby

1.2.2 Physical OAEM Facilities

In FlyngClowd, we assurned there 15 a ceniral Tacility,
calied Melwork Mangement Cenler (WMC) suppording all
nan-digiibulable  management  funchions as  well as
digiributable funchons i o is nesded  Typical OARM
functiong are chent and sanrer ragisiraion, auihenbcahon,
name server, coosdinabon, biling, o wser specific
EEMVICES

We alse assumed thal most of the mobile compuding
users m the fubure will be able 0 access o the INberme
from either thes officks or homes These facilities are
caled Home Base Nodes (MBMi). To further reduwce
operabion cost, Lien proposed to use these personal
facilittes 10 help maneging serace nebworks [9] A chen
usar of the service netwodk can choose 1o use ihe
facilites provided by the serwce providers or hesher own
HBN (o manage the clisnt and agent mobihlies.

1.2.3 Logical OA&M Facilities

One important logical Faclly & the slafus holder of an
agenl, which is a place to stare the slatus of an agant so
that th clienl user of other authonzed enblies can access
this information easily. 1 can be ary node such &g users
HEBM or the MMC fsell. A system may regquine gach agent
repor it stalus 1o its stales holder on the designated

events such as armve-a-node, suspended, frozen, elc. A
ugEr can choose whalewer the evema he'she ig interesied

in when he'she submils an agent. An alernative status
holder might be needed when the availability of the
original slatws holder s a concern, A wser can even
requiest an agent not to report s stalus 1o Eawve
communication cost, These all depend on implementation
details,
1.2.4 Relationship Between Logical and

Physical Entities
Physical entiies such as MMC and HBN: ane lioed with
respec] io the network address. Logical enifies, such as
slahes holder and compading support, can be dymamicaiy
mssigned to some physical entilies. An example
depicied in Figure 1.
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Figwe 1, The designabon of logical entities bo phyesal

gnities, (a) bolh status holder and computing Suppor are
designated to the HBHN, (b} status holder is designated o
NBC and compulmg suppad is designated to the Access
Moda.

2. Current Implementation

The intelspand messaging paradgm = such & nigwly
emarging aréa that we do not have sulficient knowledge
abowt ils behavior under all possible operation condilions,
espacialy in a real operalional system. Thus, there 1S a
need 10 creals a simulated emdrcnmeant to faciidate furher
study in various critical issues raised in [78.9). A project
is cumently under development in NCCU to develop &n
ageni mobility management network prolofype, fhe
FlyingCloud [10). The platiorm will consist of a set of
servers capable of intelligen! messaging suppod, a scripl
language, and an agani managemen syslem.

2.1 Transport Mechanism

To comply with our open architeciure and 1o simplity the
implementation, email system (MIME protocol] over Ihe




Imlernel 15 adopbad 0 the mbal design. Saseers, clients
and agents all communacate wih each other Eouwgh
email. Every agent = wrapped wihin an email message.
[Howevear, the system wall be designed with necessary
Nexibality that the undurl]llng transpan netwark can bDe
ewasily replaced d a better machanigm & avaldabie ) In tha
immediate fulura, we will mvestigabe the hig prolocal,
which s widely available on the WWW  inlormation
netwadk awver the Inlemel. The efficiency and security will
be greatly anhanced.

2.2 Design Philasophy

Im addiben bo the archilecture prnciples we proposed in
[B]. the sysierm was designed under the  following
guidilines

1. In order 1o mainfain the required OoS, system
ritliability i tha main obpeclive with the haghest
prigrity. (45 a consequence, mos! COMPONENES N oW
system will be as simple as possible.

2. The fysiem was d“ign:d wilh flexibility so thal each
ol its compananis can be easily réplaced

d. Since designing a cormplete and sound system = by
no means a troal jab, the sysiem was designed
-Eunlulﬂl'laﬂ',l Dnly  the smplesi plaflorm  was
snplemented initially and will be gradually evalved
mio & moarg complete system. In the imcial sigge, we
dacided o foocws on the 1|_|n|;|i|;|na||l‘hr ol the Sysiem
instaad of & complate systam. In ather words, we
dasigned and implementad a working prolatype 1o
tacilitate furher researches on othar issues such as
security, management, transachon contrel, ehe

2.3 Design Considerations

Based on the design philosophy mentioned abowe, our
first design consiceralion s the selection of script
language. We decided io design a hegh level language
wilh lirmiled capability nstead of choofing a sound and
complete low level language such as Java  Currenily,
thaerg are a faw similar resgarches in this area thal choose
te use Java as the basic programming language because
Java is intended to be platform indepandand and network
mobila. However, our current objective is not to design a
sound and complete language. Ingtead. we onby need &
profotype language fofr us bo wiile varous testing scripls
which may provide some guidances ta the rezearches in &
broader scope. A high level language would allow us
produce lesting scripls faster. Furthermare, the rmobilily of
Java B nof clear yet (i.e to move a Java program from
sarvar ta sanrser.] Furher researches are neadad 1o make
Java really mobile in a network. Meverheless, the
protedype language can be evolved o a mare complete
language in the fulune,

The aecond consideration (& the chaoice of
mmplemeniaticn  language, We chose 1o use “ped”
programming Language lor its porfability and powerfulness.
i is available on vanous ypes of Uik operalng syslems
such as Solaris, HP  UX, Linus, FreeBS0D, edc.
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2.4 Agent

A FlyingClowd agent is designed 1o be sei-confained thal
the anlire conbaxt g encapsulabed in he Scrpd itsell, YWhan
it wigds & Sereas, the serer will execule tho scopd unkil tha
scnpl 15 jerminated or it demands a move. When the
agenl is moving to ancther sendar, the cufrent server wil
wrap the enfire conlext inbe the scripl tsall and farward i
fo the mnext sérver, The mlationship between the servar
and the agent is then terminated. The sarver may recard
the exermal status of the scipt axeculion such as arrval
and deparuna limes, e lermnalion stalus, and e nexd
server d viits, etc.. However, il does nol keep any internal
contaxt of that agent,

This sefl-contained propery 15 quite dilerent Iram the
Ramale Procedure Call (APC) approach, wheng The server
that izawes an APC g anclher sercer vall kaap the condeat
ol thal agent wlil 1he g finishes s sxecubon al the
remide serves and returns fo the orginating sarvar. If an
agent wisits a saguancea o sareers, tha sarvers it had
vigited will all remain active unbil the agant termnates
Much resource will be tied up by the agent Further, the
concept of mobile agents wdll ba violabed, whech will have
a sspmlicant imghcation fo the mobile agent paradigrm Fos
example, the Semantic of recovery will Be quie dilferent
(Mevenheless, P B vl b be studied which way will ba
bestter. )

This self-contained peopery also has  ancther
ssgnificant smplication 1o ihe language design, which will
be dizcussed in lafer sections.

2.4.1 Agent Status

The stalus of an agent is in one of the following Six
diferant states:

= FLFAIG - &N agend is being executed by 8 sarver.

= Spéing - an agent is aclive m a sanvar, but is wating
for some hacal resource.

- hopping - an agent is being forwarded 1o ansther
SEMVET,

= lermunaigd - an agent s tarminaled,

- suspended - an agenl 18 susgended in the middle of or
before an execution by an authorly extermal to that
agent,

+ frozan - an agenl on & server s not being executed, but
% wlitjng bo b forwarded 1o another server.

The diference between “spinning” and “suspended s
thalt a spinning agent can resume (ks execubon by itself
wiihout any external permission, while a suspended agent
cant. ([Even when a spinning agenl (s waitng for
somathing, it can always resuma isedl il 0 decides not o
wail.) The details can be found in [8].



2.5 Agent Control

The managemsant system must be able to contred the
execution of each agent. The contral funclions available in
FlyingClowd are termination, suspension, msumglion, and
freeze. The state fransiticn diagram under the external
confrol evends and two inlermal events, hoplo  and
arrive_a_node, are shown in Fegure 2,
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Figure 2. The conirgl of aganis.

2.6 Agent Script Language

Designing & sound and complete script language can
never be a frivial task, espacially for such & newly
ermerging paradigm. For the reasons mentioned o
Section 2.2, we designad a high level scnpt language for
our platform,

The language we dasigned in FlyingCloud offers anly
ginng lype and a darved type Kl with some smple forms
o list operation. The conirol flow is much like an assembly
language that has sequennal and jump capabilties. It
also has i construct and foog, bul doas nod have funchion
yel.

The following i an example script whach sequantially
saarches & target agent (10 ADA 23} within a list of serens
and lerminates .

name: ghansn

pagawd: XK

LIST={apple.kiwi, lemon, banana, orange |

JUMFP(&]

hoptas STATION

ETATUS="exit ADI23"

IF [ !STATUS) |
HEW_LIST=cuteaili{2,LIST):
ETATION=first [MEW_LIST] ;

10 JUMP (5] :

11 1

12 terminate ADL12Z3

| o] i U e e B

LT e

2

The section between Line 1 and 2 s the basic
authentication mormation. The password will Be encrypied
in the real service network. The meal schipd i in the seciion
Betwesn Line 3 and 12, Steng varables are allowed.

One of the greatest issues in designing such a
language 15 10 fulfill the self-contained requiremend,
Inilially the language did not allow spl-comtext execution,
For example, the following program construcl was nol
allowed:

for i from 1 te 10 da [

hopto next server

computa

i
In this example, the sarver thel executes the “for
statemen] must maintain the script comlext including a
counter bo count how many times i execules the “do
biock™. Within each do block, the script will visil anoiher
senvar o execule a computing job. Therafore, the confex)
of the =cripd may aclively &ast i wo  serers
simultanecusly. This problem has been solved by the
ECNpd rewnling enwirsnment migration fechAnoiogy, which
will be described in next section. In other words, the
caontext o a contred variable is wrapped up by the servar
and rmegrated o the next server when It should move
during & heop contex.

To offer more flexbaly and extensibiity o the
language, we are considering 1o make the language a
complete macro language by adding macro  definition
capability

3. Server Design

In this sectssdn, we will digcuss the design of mobile agen
server in the FlyingCloud sysiem

3.1 Design Issues

Major issues conssdered i fhe current design  of
FlyingCloud servers ane as follows:

1. A platform indepandent widual machine thai can
exacute the incomang agent.

2. The ability of moving an agent with the envirenment
1o anather sarvar.

Actually, the environment migration & e
graatest challenge to the design of FlyingClowd
servers. In 8 hemogeneous environmenl, 8 process
can be migrated lrorm a server o anather by copying
the process image and all associaled stack, process
status, etc., o another machine and restarmg the
process owver there.  Unforunately, this method
cannol be applied o a helerogeneous emvironment,

3. A mechansm 1o lacilitale the communicalions

belween agenis,



3.2 Components of Servers
Each agent server consists of four major componants:
1. Dmpatchar,
2. Agent Control Centar (ACC],
3. Virtual Machina (WM}, and
4 Chent Sarver Center (CSC.
3.2.1 Dispatcher

Wwhen the mail daegmon of 8 FlyingCloud serder raceves
an agend, i will invoke the Dispatcher lo process the
incomang  agent. The Dispalcher first carmies oul an
authentication process to werity the agent. If this agent is
sent directy by & valid cliant, the Dispalcher will assign a
network-wise unique |dentification, called agant 1D, to the
agant. This agent 1D will be associated with the agent
throughout its life time. On the othar hand, if the incoming
agant is sant by a server, its agent 1D and the associated
gecunly information will be authenticated. Finally, the
Dispatcher will forward the agent to the Agenl Control
Caenter by sending a nodificabion message 1o i

There is also a special case that the Dispatcher may
receive a homecoming agenl that has finished ds job and
refumns to #s home. The Dispatcher will delivar the regsul
to the client immediataly or siore the result in an
appropriate place wailing for the original client to retrieve
The details will be discussed in e latter sechions.

3.2.2 Agent Control Center (ACC)

The Ageni Coniral Center (ACC) in a server i really tha
headquarter of a FlyingCloud servar. ACG B & dasmon
procass always running in the background, ANer ACC
recaives a naw agent from the Dispatcher, it will lork a
child process, called Virua! Machine, to execute |he
agent. As implied by its name, 1his child process acls as a
wirtual machine for the agent. The entire script execution
anviraamment (s provided by this Virlual Machane.

ACC also provides exernal communication channels 12
i3 agenis. ACC can manage and conlrol agents through
fhese communication channels, Agents can  also
cormmunicale with each other through these channals.
When an agenl needs to communicate 1o ACC or anothar
agent, il sends a message 1o ACC. ACC will process the
message or forward it fo the target agent. One imposant
managemani function in the FlyingCloud system is the
look-ahead control feature that allows a client or manages
o place a control message in advanced on a Sener
whare the targel agent hasn't reached the server yet. This
communication mechanism is important o suppon such a
featurs. A client or manager can leeve a massage in the
message queus of a server. When the targel agent
reaches the server, the VM thal processes the farget
agent will receive this message and give it 1o the agent

3.2.3 Virtual Machine (VM)

A VM executes the scripl of an agent sagquentially like a
conventional scripl language. it will check ihe message

Lt

gueue before the sasculsn ol sach lin@, Any raguest n
the massage quewe will be execuled firsl. A Sonpt iy
contains sevaral different types of inshuchons: passve
instructions, loop, and achee Iinsluctons. Passiva
instructions will only affect the internal siate ol the agent
itsell, while aclive mabreckons, such as “lreere” and
“suspend”, may alfect other agents. For example, the
fellawing instruction
Suspend ALZ3;

will suspend The sxecution of Agant "A123", The WM of
this agent [ihe one thal execules this instruction) will send
a "suspend” message b ACC. ACC will forward the
message 1o the message gquewe of the VM that s
execuling Agent 4123,

3.2.31 Instruction Alomicity

Every instruction except a loop instruction and “hopio’
rvest be exacuted atomically, In other wosds, it must be
executed in the curent server. However, diffanant
insifuclions within a loop can be execwled in different
servers, Indeed, allowing nstructions within a loop o be
axecubed in diferent servers is a great challenge (o us. All
inharant contral vanables must Be migrated together with
the agen This 5 nof nwvial,

3.2.3.2 Agent Migration By Script Rewriting

The instruction “hopto” is wsed fo megrate an agand from
the current serser 1o another. For instance, the following
msiruclion
Hopto NENT_STATIONM;:

will request the current server 1o migrate the agent itsalf fo
NEXT STATION, which iz the name of another sasver
When VM execules this instructiom, it will first check
whethar tha supervised agent is in “frozen” stake or nat. If
the agent is in “frozen” state, it will postpone the migration
unil receiving a “resume” or “lermenate” message (lrom
ancther agent.) Otherwise, it will proceed with the
respuestad migration.

Whan procaading with a migeation, VM will wrap all the
infernal data belonging te this supervised agent and
conwen the script into a new scripd that represents the
current state of the agent. The current state of the agani
can be automatically restalled by executing the scrpt in
ancihar servers, The modified agent will then be sent 1o the
rnext server by email. The agenf migration is greatly
simphed in this way since # doss not reguire exira
communications batween the preceding and succeeding
garvers. The only things a server needs to do is 1o receive
an agent, execule it and forward it 19 another server by
email. The iask of migrabon is completely done by
rewriting the scogd itself,

3.233 Homecoming Agenl

&  special  instruction  “<script  end>"  dencles the
termination of the agent. The WM will wrap the current
stale of the agent (ie. the results of the execution of the
agent), and send back 1o the chent through another agent,
called homecoming agen!, Please nofe that a client can
designate a server which is diferent from the anginating



sarver 1o recenve the results. For exarmgde, one can send
an agent from hisher PDA and ask fhe agend o daliver
the resulis to his/her HBN, instead of hisfher POA

3.2.4 Client Service Center (CSC)

CSC provides the owner ol an agent a tool te manitor and
control the agent and to retrigve its resulls. To olfer on-
e sarvices, CSC needs to be executed continuously.
Considarning the user Inendiness and the populanty of
WWW Drowers, we chose 10 use HTMLWWW format for
chieni intedface. Users can use any WWW browser 1o
interact with the CSC of any FlyngCloud sarver. In order
e provide the active displey capability to automalically
display e resulls to the clienl’s browser, we implemantad
the “push” technology by using Java applets. A client can
send out an agent and wait on-ine through a WWW
browser. The results will be “pushed” I the browser
aulomabcally by this active display capability,

4. Summary

This paper descnbes various dessgn ssues and the
design of the server in the FlyingCloud, the prodobyping
experiment of a mobile agen! senice network undergoing
in the Malional Chengchi Universdy. Ths prodolype 18
designed based on the prewiously proposed ooen
archilecture thal is independant of physical communication
networks and has grealesi fesibildy for imroducing new
sarvices. |t also employs the hybnd management mode
proposed i [B] to incorporale personal Intemat Taciliy for
reduzing QAEM cost. The agert msgration is the rmost
challenging fask in our server design, We dasigned a hagh
Ievel script language and a scogd rewiting technology 1o
impdgment the agent megration. We beksve This unigue
approagch has opened a new awechon for  herher

rasearches in thes area
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