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Abstract

Mobile Agents have beon shown o be a promising
approach 1o addressing the issues in  ubiguitous
computing: they have advaniages In managing wvast
amount of information avallable in the Gxed network,
relieving the problems of slow, unrelibale connectivity,
and limited capacity inherited in mobdle computers.
However, before the approach can be commercially
vidble, an extensive siudy of the issues involved in the
management support (o provide betber guality of services
Lo the user is needed.

In this paper, we study related isswes of mobile agems and
propose an open infrastructure for mobile agems in
mohile computing. In addition, a prototype is
implemented to demonstrate its feasibility. An examaple
mobile apent that searches files on behalf of a client is
algo presented to show how the a service can be provided
with such an infrastrocture,

Keywords: Mobile Computing, Mobile
Management, Network Infrastirectune, JTava

1 Introduction

Compared 1o the conventional computers with a fixed
connection to wired networks, mobile compwers have
narrow, unreliable connectlivity, limited processing
prower and battery capacily. and have to operate in a
dynamic, heferepencous environment. As a resull, o
support modiles computing [1-4], a new paradigm for
information processing and commuicaions is peeded.

Apgent,

Mobile Agents [5-11]) are shown to be profusing in
alldressing many issues in ubiguitous computing. In this
approach, an agenl that carmies a COmMpuies program,
whether procedural or declarative, which can be executed
by the computer system of the recipient on behalf of the
clienl, is submitted by the client and can navigate

" Thas resvarch was speomsaned by MOES and supponed by Institale for
Informacion Industry, KOO

“Department of Computer Science
National Chengehi University
Taipei, Taiwan, ROC

email: lien@ cherry.cs.necuedu.tw

automously ihrough hetegeneous networks, The agent is
capable of interacting with servers or other agents locally,
moving to another server while carrying the intermediaie
resulls, and resuming execution when it resches ihe
destinsion. After the agent is submitted, the client can be
disconnected from the metwork., The client will be
notified when the apent fAnishes it task or is aboried,
With this appraoch, the mobile clienis are decoupled from
the servers in the sense that instead of getting
imermediate resulls many times, the clienl interacts with
the petwork only when it is submiing the agent and when
the agent relurns with results.

The technical advamages of mobile agents are many: high
bandwidth, support for disconnected operation, support
for weak clients, ease of distributing individual service
cliems, semantic routing, scalability, lower overhead for
secure transactions, and robust remote interaction, Other
than prowiding supporl for existing network services,
mobile agents are also likely o0 offer possible pew
services, Mevertheless, 10 make a mobile agent service
network commercially viable, a high quality and cost
effective agent mobility management system must be in
place to guaranies a certain level of quality of service.

In this paper, we cxaming the isspes of mobile agent
infrastructure for mobile computing, In addition, a
prototype of the infrastructure is implemented to illustrate
the feasibility of this approach and to provide some
insights for the fature full implementation,

The rest of e paper is organized as follows, Section 2
gives an overview of the wireless communication and
mabile computing. Seclion 3 introduces the open
infrastructure we propose o support mobile agents in
mobile  computing. Section 4 discusses the
implementation issues of the infastrecture.  Seclion 5
presents the implementation of an example agent thal
rung in the prototype 1o search files in different hosts,
Concluding remarks and possible future research lopics
are given in Section 6,
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2 Owverview
2.1 Characteristics of Wireless Communication

Wireless communication 5 much more difficult w

achieve iham wired commumication because the
suTounding  enviromment inleracis with ihe  signal,

blocking signal paths and introducing noise and echoes [1,

2]. Asaresult, wireless connections are of a lower quality
than wired connections: lower bandwidth, high
bamdwidth wariability, higher error rate, and more
frequent spurious disconnection. They are also much
more expengive than ihelr wired counterparis, These
Mactors can in furn increéase communication latency due 1o
refransmissions, retransmdssion limeout delays, error
control protocol processing, and short disconnection.

2.2 Maobile Computing

Wircless neiworkingdcommunication greatly enhances
the utility of carrying & computing device. It provides the
mobile user with versatile communication to other peaple
and expedient notification of important events, yel with
much more flexibility than cellular phones or pagers.
Continuous access o the services and resources of the
wired network is also made possible. The combination of
networking and mobility will create new applications and
services. However, the impairments of the underlying
wireless communication infrastructare, along with the
physical constrains of the mobile compulers, handicap the
estahlishing of this paradigm of computing [1, 2].

With the characleristics of wireless communication
discussed in Section 2.1, if traditional proiocols, such as
TCPIF, is used without modification, they may suffer
much performance degradation or even cease (0 function
when used directly in such an environment, For a mobile
compuling service o be accepiled, all these factors st
be taken into consideration and the underlying protocols
have to be efficlent, robust, be able to cope  with
discoppection more gracefully and work around them
whenever possible. In the pext section, we will prageose
an infrastrociure thal takes these faciors inlo sccount o
support mobile compuling.

3 The Infrastructure

As discussed in Section 2, we peed a new computing
paradigm (0 address the issues in mobile environment, In
this section, we propose an open mobile agent
infrastructure, with the focus on the network trasport, to
support mobile compuling.

The infrastruciure is illustrated in the Figs, 2 and 3, for
moving and stationary user agents, respectively, to
suppon ubiquitous computing. Note that the components
in the infrastructures we propose here are “LOGICAL™
entities, ie. thelr physical locations might be
implementation-dependent.

3.1 Entities in the Infrastructure
The major entilies in the infrastructure are:
1.User Agent: [t is invoked by a user submitting a
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request for services, [i can either be stationary of
mobile, depending on which is more feasible for the
requested [ask. The user agent will frst query the
Broker Agent (described later in this seciton) to
obtain the locations of the servicesfresources agents
where the requested services can be fulfilled. It can
either interact with service/mesource apents via an
Agent-Agent prodocol {as shown in Figure 3) or be an
mobile apent that moves (0 imleract with the
service/resource agents locally (as shown in Figure
1)

Figure 3. The Infrastracture with User Agents Interacting
with Service Agents One by One.

Z.Mobile Supporting Server: It is the server that
compensates the limied capacity of the mobile
computers and the unreliable, slow mobile link
between the fixed network and the mobile user, The
Mohdle Supporting Server accepts requests from the
mobile user and invokes an instance of the user agent
on behalfl of the mobile user to carry out the requests.
The user agents in the Mobile Supporting Server hold
the profiles of the mobile users, The Mobile
Supporting Server also holds the final results and
molifies the mobdle user about their arrivals,

3 Service/Resource Agent: It is where the services or
resources are provided for the user. When it first
COMmES [0 service, ar when there's a status change, ihe
agent advertises the invocalions/changes to the
Broker Agent (described later in this seciton). For
the infrastruciure with the mobile user agent, it has to
provide a transport mechanism for moving the agent
Lo 115 next stop, 11 also needs 1o have a mechanism (o
deal with the heterogeneous databases it might have
1o provide,




]

4. The Broker Agent: It serves as a "bulletin board™
where the service'resource apents adwertise the
servicesfresources they provide, The wser agent will
query the broker agent for the serices il fequests,
The interactions between oher entities and the
Broker Agent are as shown in Figure 4,

5. The Management Agent: The management agent
holds the status of the mobile agents and will respond
to the queries from the user about the status of the
apents hedshe submitied. In addition, the user can
instrucl (he Managemeni Agent o carry oul some
action (such as suspend, terminate, eic.) against the
mobile user agents, The interactions between other
entities and the MManagement Apgent are as shown in
Figure 5. ;

Figure 4. The interactions between other entities and the
Broker Agent

Figure 5. The imeractions between other entities
and the Managemenl Agent

3.2 Related Issues

For ihe infrastructure o be feasible in providing the
needed services (o the users, some issues needs o be
addressed, The issues and thelr possible solitions are
summarized as follows,

» Transport for Agents: A transport mechanism is
needed for the mobile user agent as moving e agent
(o Imeract with (he servicefresource agents focally
will reduce the traffic inthe network, The HTTP [12]
protocel is not suitable as the client-server protocol
does nol meet the peer-lo-peer  interaction
requirements for the agents interactions (a request
might results in multiple responses). As a result, a
new transport is needed. One possible solution is
adopt the Agenl Transfer Protocol (ATF) [13] from
[BM Tokyo Research Laboratory. (In our prototype
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implementation, we adopd the ATF wilh our own
extensions. )

# Service Agpent Registration: The imieractions
between (he Service Agent and he Broker Agen
need to be specified for the service agent Lo register
the servicesiresources it provides.

o Control and Management Functions: The
Management Agent needs to hold the status of the
mobile agents and provide some control Renctions Lo
the user agents. For this w0 be possible, (he
management apent need o have a way of locating the
mobile agents and send contro] messages o i, To
summarize, the functions il needs W provide are as
Follows,

i. Agent Location: How 10 locale an agenm in
service nefwork!

b. Agent States Report: How o Ged ool
effectively if an agent is running, hopping,
suspended, frozen, of terminated?

€. Agent Control: How 10 communicate with an
agent and conirol ils execulion in a service
network?

d. Debugging: How 10 trace (he execution of an
agent for debugging or suditing purposes?

In addition, possible conirel actions thal can be
provided are:

* fermimate: Stop cxecwiion of release the
resource held by an agent

+ freeze: stop the forwarding of an agent until a
resume message is received.

+ guspend: suspends the execution of an agent
until a resume message is received.

* pesume: resume the execution of a frozen of
suspended agent.

+ cancel: cancel a previously submitted conire
MESSIRE.

» Information Abstraction and Filtering: For the
information  gathered from the Service/Resource
Agenis, the wser agent should have an information
abstraction and filtering facility corresponding to the
user profiles, especially for the mobile users where
the mobile link canngd sustain high wolume of traffic,
to distill peeded information from the results. In
addition, & user profile will need o be consulted for
the user agent invocation and information filtering
funclions.

» Protecol between the mobile computer and the
Mobile Swpporting Server: The conventional
TCFAP might nolt be feasible for the mobile
environment as the frequent disruption in the mobile
link resels the congestion conirol windows in the
TCPAP and resulis in low handwidih wilization [15].
A new protocol for the wireless link is needed.



gnd delivers the package [o it destination,

Agent Context

Agent Security Manager

T ey

Figure 8. Mobility Enhancement to the Agenl Server.
4.3 Implementation of the Agent Server

Dt 120 ATF
Wi wric ATP M e ATF
i Hawsd ber Uit
Agen Name
il Arpumenic
D from ATF
Htwork ATF M sigs ATF Citter
*|  Handier Parser ATF Opestion
A et
Irdarce
Agral -
Lz i
Ageni Morvees o
Anciter Agest Sereer

comrespanding paramelers and the infermediate results,

Figure 9. The structure of the Agent Server

The structure of the Agent Server is as shown in Figure 9,
Whenewer an Apent Server needs 10 dispatch an agent o
amother server, il will first passes the agent to the ATP
Creator 10 package it into the ATF formai; the package
will be passed 1 the ATP Handler to be forwarded to its
destination. On the other hand, an ATP messapge received
from e network will first be passed o the ATF Handler,
and be parsed by the ATP Parser to retrieve (he agent
code, parameiers, and the imermediate results, if any.
The agent is then instantiated, and be senl 0 the Agemn
Loader to set Agent Context and parameter wvahees, [0 is
then executed on the Agent Context,

For management purposes, cach Agent Server has a
Launch Table that stores information aboul the agents
launched by the server. The format of the Launch Table
is as shown in Figure 10, The Agent ID field records the
undque identifier of the agent; the User 1D field stores the
I of the user who submitied the agent; the Status feld
shows if the agent has been completed; and the Tlinerary
field records the “road map.” the servers list, where he
gent will visit

Agent [D Liser K Status ltimerary

Figure 1 Launch Table of the Agent Server

Another table maintained by the Agent Server is Running
Apgent Table, as shown in Figure 11, Mote that the Status
fiedd shows the status (a5 discussed in Section 3) being
sérved by the corresponding Agent Server, The Thread
Pointer field stores a pointer o the thresd that the agent is
executing on o that the Agent Server can apply some
contrgd, such as “suspension,” over the agents. The fields
Previous and Mext are used to record the previous and
next agent servers, respectively, in the corresponding
agent’s road map.

Apent [D | Status | Thread Pointer | Previous | Mext

= = @ om oW T T " = o® B =

Figure 1 1: Running Agent Table.

4.4 Implementation of the Directory Server and
Road_Map Server

The Direclory Server and Road_Map Server together hide
the locations of the Agent Servers that provide the
requested services from the agents, As a resull, an agent
does not peed o iravel o all of the available Agent
Servers 1o carry oul the requested services.

The Directory Sesver provides regisier, guery,
modification, and de-register services to the Agent
Servers, In our architecture, the structure of the Dircctory
Server i5 as shown in Figure 12,
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Figure 12, The Structure of the Directory Server.

Mote that the Directory Server itself is an Agent Server
and it shares the commoen  parts, such as ATP Handler,
ATP Parser, and ATP Creator, with the Agent Server,
The Reguest Processor accepts the sendces reguests and
interacls with the directory information stored in the
Dratabase through the JDBC imerTace.

Afer receiving a reqguest submined by § mobile user, the
Mobile Supporting Server will first consult with the
Dvireciory Server to gel the information about which
SErvers (o submit the agents to accomplish the requested
services. However, since the requested service might
have to be performed at the Agent Servers in some
specific order, the Road_Map Server will construcl a
“map,” according o the results received fom the
Directory Server and some user profiles, as an indication
of the 15t of servers the agent should visit, The servers
list will be a part of the agenl paramelers,
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4 Implementation I1ssues

We have presented in the previous section the conceptual
dezign of the infrastraciure for mobile agent in a mohile
computing environment. In this section, we describe our
implementation of & prototype o realize the architecture,
The prototype consists of five major components: Agent
Server, Road_Map Server, Management Server, Apgent
Transfer Protocol, and Agenl. The relalionghips among

them are illustrated in Pigure 6.
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Figure 6. The componenis of the protoiype
implementation.

4.1 The Life Cycle of an Agent

We use an example scenario (as shown in Figure T) to
illustrate the life-cycle of an agent,

1. The user selecls & templabe from & el of Service
lemplates from the WWW Server in the fixed
network. The templaie i3 a homepage that has a
corresponding applet in it. The user then can input the
needed information for the appled.

2. The applet then sets up a connection with the Agent
Server al the Mobile Supporting Server (the Host | as
shown in Figure 7), passing the user inpuat to the Agent
Server, and requesting the Agent Server to generale a
comesponding agent on behalf of the client. After the
agent is created, the user can then disconnect fom the
Axed network. The Agent Server will comact its
Road_Map Server, which in nirs will consull with a
Directory Server, o query about which hosts the agenl
shoukd be senl 1o in onder 0 carry oul the assigned Lask.
The Road_Map Server will then build a servers list and
dd the information (o the parameters of the agent. As
an example, Figare T shows that the agent will vigit
Hosts 1, 2, 3, and 4 in sequence

3. The Apent Server al Host | creates an execution
enviromment for the agent, and starls the execution of
the task specified in the agent. After the comesponding
lagk is Mnished, (s agent repors 18 slams o the
management server, records is next destination amd i3
stafus lna local database. The Apent Server then packs
the agent, along with the intermediate results it obdaing
at Host 1, and delivers the agent to Host 2.

Browmr +-_§1l____ WWW Sorver Apina Berver
-T_.
Hamt i Hamt 1
® @
ey W !
Heat & IBart 1

Figure 7. The Life-Cycle of an Agent.

4.-5. The Apeni Servers at the Hosts 2 and 3 perform the
same procedure as specified in step 3.

. The agent finishes execution at all specified hosts and
carries the results back to the Hosi 1, the Mobile
Supporting Server where the apent first started. The
agenl is then terminaled, the results stored, A
notification is then penerated and a mail message (in
HTML format) send to the wser's accound, indicating
where (he resulls can be retrigved,

7. The wser then uses a browser 10 connect to the WWW
server al the Mobile Supporting Server to retrieve the
resulls.

4.2 Lanpuage Selection

We choose Java [14] as the language to implement e
merbile agent environment. The decision is based on the
Mgt thal Java is similar in syntax to Co+, the Java
compiler generates byte codes for the Java Virtual
hachine, which is platform-independent, and the runtime
Is typesafe amd supporis a form of secure loading (o
dynamdcally add code from other sources, In addition, the
Java applet is closely coupled with the browser, making it
easicr (o implement the interface Beiween the mobile user
and the Apgent Server,

However, Java by itselfl does not suppodt the mobility as
described in Section 3.1, where the agent moves from one
Apent Server (o0 another, Since mobility is iImportant in
the infrastructare, in the protodype, we &dd a mobility
enablemant module (o the Agent Server. The structure of
the mobility enhancement is showm in Figare 8. Note that
the mbility support is implemented in the Agent Context
module (e interface beélwasen an agenl and the Agent
Server) by a Java method called “Move™, Whenever an
agent requests a service, such as reading a local file, the
request will be forwarded o the Agent Coniext and
verified by the Security Manager, If the reguest is legal,
il is carried out by the Agent Server, When an agent
needs 1o move from the current agent server (o the next
server, il will invoke the “Move” method; the Agent
Server will package the agent along with (he
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4.5 Implementation of the Management Server

The Management Server is used to provide management
suppors, i discussed in Section 3, for the mobile agents
To retain controls over the apents are submitied into the
network, the user can réquest management functions from
the Management Server. To enable the management
functions, the agenl meeds o located, and the Agent
Servers have o perform the requested management
functions.

There are several methods 10 locale the mobile agents,
For a detailed description of the agent location methods,
the reader is referred to [16],

4.6 Implementation of the Agent Transport
Protocol

To support agent mobility, a protocol 1o transport the
agent in belween servers is needed. We implement this
application-layer protocol base on the Agent Transpori
Protocol (ATP) [13] specification developed by IBM
Tokyo Research Laboratory. The ATF is to provide a
standard for transport of agents in different platforms.
(Note that the underlying transport protocol is still
TCP/P.)

Al the time of this writing, the ATP is of version 0.1, It
covers the naming of the agen! services, format of agent
identifier, agent tramsport, and agenl protection (with
cookie mechanism). In addition, the ATP protocol adopts
the requestreply mechanism and defines three types of
request: dispatch, retract and feich, For o detailed
description of the semantics of the request, refer to [13],

However, the three request types cannot meet (e
requirements Lo support the management functions
defined in Section 3; For example, an agent should he
able to be suspended or terminated by the user, and Agent
Servers should be able w deliver an agent among them
withowt intervention from the Mobile Supporting Server
where the agent Is first created. In addition, we should
allow the user to dispaich an agent directly into the
network, a function mot defined in the original ATP
protocel. We propose to add the following actions io the
message body:

l. lsmunch: In the infrastructare, the user will first
contact the Moebile Supporting Server for a
termplate, which is used (o “launch™ a request o te
Server.  The server will (hen penerate 3
correspomnding apent For the user,

2. suspend: An Agent Server can suspend (he
execution of an agent in another Agent Server by
sending a “suspend” request o that server. The
message body should include the agent and wser
identifiers, The targel server shouwld return a
TESPONEE.

3. restart: An Apent Server can send a “restart”
réquest 1o anothes Agent Server to restart the
previous suspended ageml. The message body

- 66 -

should include the agent and user identifier, The
targel server should return 4 response.

4. report: When the task is done, the last Agent Server
in the road map of an agent will issue a “report”
request to the Mobile Supporting Server where (he
agent was created, The request should contain the
resulis. The Mobile Supporting Server will issue a
response after the request is received.

5 Example Agent Implementation

In our prototype implementation, we have created an
ahstract class, called Agentjava, for agemts, In the
abstract class, setAgemiConlexi() is used to set the agent
contexi al an agent server, and setArguments() is used Lo
sel the parameters of an agenl. In addition, to test the
feasibility of the prototype, we have implemented a
simple SearchFile agent, which inherits the Agent java
ahstract class, 1o search fles in several machines. Note
that the current implementstion of SearchFile agent takes
a file name as a parameler and does not search the
contents of fles. Howewer, the extension to include
conien search should be trivial,

Figure 13: The User Interface of the SearchFile
Apent,

To search files located in different machines, the user can
download an applet from the WWW server (in the Mobile
Supporting Server) and fills in the name of the file to be
searched.  This information will be passed to the
SearchFile agent when it is created. The agent will then
traverse the predetermined list of Agent Servers to see if
he fle resides in them. The collected information will
theen be reported back 1o the Mobile Supporting Server in
HTML format. The user can then retrieve the resull using
a WWW browser. Figure 13 shows the imerface
presented 19 user when the user requests to search files.
Figure 14 depicts the results reported by the SearchFile
ageni. Mote that the agent has traversed four Agenl
Servers to collect information aboul the specified file.

6 Conclusion

Since mobile computers do not have a high-bandwidth,
reliable conmection to the Internet and are limited by
small memory and display area. As a result, o provide
the mobile computers with the compatible power 1o that
of the stations with fixed connections so that they can




participate in the information dissemination in  the
Interned will be an important problem o address.

In this paper, we proposc an open infrastrociure fos
mobile agenis (o allow mobile users to access the vast
amount of information available in the Gxed network, It
it believed that the a mobile compuier can bener cope
with s physical limitations and  frequent  link
dizconnection with the infrasinectige. A prototype sysiem
is used 1o illustrate the feasibility of the infrastructure and
t0  provide some insights  for  the future full
implementation.

SearchlFile Agend
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Flgure 14: The Result Reported by the SearchFile
Agent.
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