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Abstract

To make information ubiquitously available to people in
the world requires not only Information Superhighway,
but also a non-traditional computing paradigm, such as
the intelligent messaging, to overcome the intermittent
connection problem inherited in a mobile environment.
This paper describes a mobile agent service network
prototype currently under development in the National
Chengchi University, called the FlyingCloud. The main
objective of this prototype is to simulate a real
operational mobile agent service network, to analyze
the network behavior and to exercise our solutions. The
systemn is developed based on the previously proposed
open architecture and hybrid mobility management
infrastructure [15,16,17].

Keywords: mobile computing, mobile agent.

1. Introduction
1.1 Agent and Agent Mobility

Due to the advance of computer and communication
technologies as well as the promotion of National
Information Infrastructure (NII), the progress of mobile
computing is accelerating to a revolutionary speed,
making the dream of ubiquitous information service a
reality [2,3,15,22,23,24]. The goal of a ubiquitous
information service network is to provide information to
users anytime anywhere. To accomplish this goal, the
service network must be supported by some
ubiquitously available communication networks and be
able to conveniently access to various information
resources. Currently, wireless communication networks
such as AMPS or GSM cellular networks are able to
Support the ubiquitous communication requirement
[1-18,20,26,27]. As for the convenient information
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services, distributed computing technology seems to be
an ideal computing paradigm. in a distributed system,
all servers in a network are ‘integrated into a single
logical server so that clients, that can be programs or
users, can access the network resources transparently
by interacting with a single server. Unfortunately,
applying distributed computing technology in such a
scale and heterogeneity may have to take a much
longer time to accomplish in real world.

Therefore, clients will have to access network
resources in a prescriptive fashion by interacting with
individual servers probe by probe to accomplish a
complicated task. However, in most mobile computing
environments, the nature of communications is
intermittent and the battery energy is limited. Thus, it is
very difficult to accomplish a complicated task which
requires its clients to interact intensively with multiple
servers. A non-traditional computing paradigm, the
intelligent messaging, that allows clients to interact with
multiple servers in a dynamic fashion, has been brought
up to cope with this problem
[4,5,6,8,9,10,12,13,19,21,25].

Simply speaking, an .intelligent message is an
electronic message that carries a computer program,
either procedural or declarative, which can be executed
by the receiving servers on behalf of the originating
client. The program in the message can also instruct a
receiving server to forward automatically the message
itself to another server, on which the program is
executed continuously in a pipeline fashion. Such a
message is also known as an intelligent agent in other
fields [8,11]. For simpficity, it is called an agent in the
rest of this paper. Good examples can be found in
[15,16].

Since an agent may be traveling in a service
network, the originating client may not be able to trace
or controi its operation directly. A service network must
provide some mechanisms allowing its clients to trace
and control these agents. This problem is referred to as
the agent mobility management.
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1.2 Mobility Management

To make a service network commercially viable, it is
essential to have a high quality and cost effective
operation, administration, and maintenance system
(OA&M) in place to guarantee a certain QoS (Quality of
Service). Followings are some critical OA&M problems
with respect to the mobility management raised in [16]:

1. to locate an agent in a service network
2. to locate a client user
3. to know the status of an agent

4. to control the execution of an agefit that is
traveling in a service network

5. to trace the execution of an agent (e.g. for
debugging or auditing purposes)
They are by no means exhaustive. Furthermore, there
are other issues such as transaction and security
supports which need to be addressed as well [16]. The
initial version of our prototype will facilitate the study of
the agent and client mobility management.

2. Mobile Agent Service
Networks

2.1 Open Service Network Architecture

Traditional telecommunication networks such as PSTN
and 800 Toll-Free service are used to take considerable
resources and long deployment duration to establish. A
major resource drain in such networks is the OA&M
(and provisioning in some cases). It will be impracticai
to demand the comparable resources to support the
OA&M functionalities in many prospective information
services. The computing community has to rely on
themselves, rather than the telecommunication
community, to develop and deploy the demanded
functionalities. All infrastructures and solutions must not
require any change to the existing telecommunication
network. To satisfy this constraint we employ the open
service network architecture proposed in [16], which
separates service networks from transport networks to
maintain the required physical network independency.
It also allows services of any scale and any quality to
be introduced into the network easily. Service providers
can choose whatever operation model and the QoS
level based on the resources available to them.
Readers are referred to [16] for details.

2.2 Hybrid OA&M Supporting
Infrastructure

Centralized OA&M support is easier to achieve higher
QoS. However, it suffers from higher operation cost
and long deployment time duration. On the other hand,
distributed support is usually more flexible in introducing
new services and has a much lower operation cost, but
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it suffers from lower QoS. The open service network
architecture accepts both approaches. However, many
prospective information services will not be able to
afford the expensive centralized OA&M support, while
they need certain ievei of QoS beyond what a
distributed approach can offer. In {17], Lien proposed a
hybrid OA&M supporting structure that can take
advantages of both approaches. In that hybrid
approach, all OA&M functionalities are classified into
two categories: distributable and non-distributabie.
Distributable functionalities can be supported by any
server in the network or even client users’ own
resources. Non-distributable functionalites must be
supported by designated servers. Critical functions that
are more appropriate to be managed centrally, such as
security and billing, are ciassified as non-distributable
and must be managed centrally.

2.2.1 Physical OA&M Facilities

In FlyingCloud, we assume there is a central facility,
called Network Mangement Center (NMC), supporting
all non-distributable management functions as well as
distributable functions if it is needed. Typical OA&M
functions are client and server registration,
authentication, name server, coordination, billing, or
user specific services.

We also assume that most of the mobile computing
users in the future will be able to access to the Internet
from their offices or homes. These facilities are called
Home Base Nodes (HBNs). To further reduce
operation cost, Lien proposed to use these personal
facilities to help managing service networks [17]. A
client user of the service network can choose to use the
facilities provided by the service providers or his/her
own HBN to manage the client and agent mobilities.

2.2.2 Logical OA&M Facilities

One important logical facility is the status holder of an
agent, which is a place to store the status of an agent
so that the client user or other authorized entities can
access this information easily. it can be any node such
as user's HBN or the NMC itself. A system may require
each agent report its status to its status holder on the
designated events such as arrive-a-node, suspended,
frozen, etc.. A user can choose whatever the events
he/she is interested in when he/she submits an agent.
An alternative status holder might be needed when the
availability of the original status holder is a concern. A
user can even request an agent not to report its status
to save communication cost. These all depend on
implementation details.

2.2.3 Relationship Between Logical and
Physical Entities

Physical entities such as NMC and HBNs are fixed with
respect to the network address. Logical entities, such
as status holder and computing support, can be
dynamically assigned to some physical entities. An
example is depicted in Figure 1. Figure 1. The



Figure 1, The designation of logical entities 1o physical
enfities, {a) both status haolder and caormputing support
aré designaled to tha HBM, (b) status holder is
designated to MMC and compuling suppor s
designaied to the Access Nods,

3. Client and Agent Management

A service network must be able 1o manage its cliant
usars. Managernial functions inclide client registration,
authantication, tracking, billings, reguesi submission,
result delivery, eic.. Another imponan ssue is the trace
of agents,

Alter an agent is submitted iMo & service Aatwork,
the user or the network managar might need 19 knaw s
current location in order fo ingQuire s stalus, or o
control its execution, eic. A simple way is to send
anather agen, called search agent, to search tha
original agent along the original path, or to sand a
massage to every sarver where the agant mighl have
visited. The first approach takes a longer tirme, while
the second one might consume too much wiraless
connection resources. Battar solutions that can take tha
advantage of both approaches with  minimum
Compromise are on demand.

In [14], wvarious schdions are proposed. One
¥proach is to have an agem o constantly repen is
slatus fo a designed status holder so that as
approximate location is immediately available from its
Slatus holder. For those that do not have or want a
Slatus holder, several blind search algonthms  are
Proposad. On the olher hand, if the execution time af
Bach task in each sarver can be estimated, sorme
Statistic calculation can ba taken ta predict the location
of the agent to reduce search afforts. Inerestad readers
are refamred to [14) jor datails.
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The main difference between agent search
strafegies and iraditienal data search strategies is that
the targed agent itsell may be moving during the search.
A successlul search strategy must prevent a target
agent iram slipping through the search windows.

4. JFurrent Implementation

The inteligent massaging paradigm iz such a newly
amerging area that wa do not have sulficient knowladge
about its behavior under all possible operation
conditions, especialy in a real operational sysiam.
Thus, there is a need 1o creats & simulated environman
to lacditate further study in various critical issues
mantioned abova. A project B cumenily  wnder
developmant in NCCU to develop an agent mability
managemeant netwark prototype, tha FlyingClowd. Tha
plalorm will consist of a sel of servers capable of
intelligpant messaging suppon, a script language, and an
agen! managameni systam.

4.1 Transport Mechanism

Ta comply with our open architecture and to simplify the
implamentation, amail system (MIME protocol) over the
Internet iz adopted in the initial design. Servers, clients,
and apems all communicate with each other through
email. Every agent is wrapped within an  email
message. [Howsvar, the system will be designed with
necessary lfexibility that the underlying franspaort
network can be sasily replaced if a better machanism is
available.) In the immediate future, we will investigate
the hiip protocal, which i widely available on the WWW
information natwork over the Internat. The efficiency
and security will be greailly enhanced.

4.2 Design Philosophy

In addition to the archdecture principles we proposed in
[18], the system will be dasigned under the lollowing
Qupdafines:

1. In order to maintain the required CoS, system
reliabdity is the main objectiva with the highest
pranty. (A5 a consegquence, most componands in
our system will be as simple as possibla.)

& The system is designed with flexibility so that
each of its camponents can be sasily replaced.

3. The systam will be designed avolutionally so that
only the simplest platform will be implementad
initially and gradualy evolved into a more
coffplate system.

4.3 Agent

An agent is designed to be saf-contained that the enlire
confed = encapsulated in the script itsell. When i visits
a sened, the sarver will axecuta the scrpl umiil the
script is terminated or it demands a move. When the
a3anl i§ moving to anatheér servar, the current sander



will wrap the entire context into the scrpl itsell and
jorward it to the next server. The relationship between
the server and the agent is than lerminatad. The sanser
may record the extarmal status of the script axecution
such @s arrival and depariure times, the farmination
status_ the nexi servar i visils, eic.. However, it does
nat keep any internal confexd of that agent.

This sefi-contained property is quite different from anith b

the Bamote Procadure Call (RPC) approach, whene the
sarver that issues an RPC 1o another servar will keep
the context of that agent unlil the agent finishes ils
gxpcution at the remote server and relums fo the
originating sarver. W an agenl visits a sequance of
sarvars, the sarvers it had visited will all remain active
urtil the agent terminates. Much rasource will be tied up
by the agant, Further, the concept of mobile agents will
be violated, which will have a significant implication 1o
the mobile agent paradigm. For example, the samantic
af recovery will be quite different. (Neverhaless, it iz yat
to b studied which way will be better.)

This salf-contained property alse has  another
significant implication 1o the language design, wihich will
be dissussed in the Sectlien 4.5.

4.3.1 Agent Status

The status of an agent is in one of the following six
differant states:

« FUNG - @n agent i being executed by a server.

. spinning - an agent is aclive in a server, but is
wailing for some local resource,

. hopping - an agent & being forwarded to anothar
BEIVEL

+ terminated - an agent is terminated.

« suspendsad - an agen ig suspended in the middle of
or before an execulion by an authority external to
that agant.

. frazen - an agent in & sarver is not being executed,
buf is waiting 1o be forwarded to ancther server.

The diference between "spinning” and “suspanded” 1=
iha! & epinning &gent can resume its axecution by itself
without any external permission, while a suspended
agent can’t. {Even when a spinning agent is waiting for
something, it can always resuma itself it decides nol
to wail.) The details can be found in [16].

4.4 Agent Control

The management system must be able to contral the
axecution of each agent, The cantrol functicns available
in FlyingCloud are termination, suspansion, resumplcn,
and freeza. The stale iransition diagram undar the
axtemnal control evants and two intemal events, hopto
and arrive_a_node, are shawn in Figure 2.
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Figure 2. The conral of agents.
4.5 Agent Script Language

Designing a sound and complele script language can
naver be a frivial task, especlally for such a newly
emarging paradigm. Currently, there are twe competing
standards, teltk and Java, Meither of them is mature
enough for the mobile computing. For the testing
purposs we designed a frivial language for our platiorm.

The language we designed in FlyingCloud offers
anly string fype and a darived type \st with soma simple
forms of lis operation. The confral flow is much lke an
asgambly language that has only saquential and Jrp
capabilites. I does have ¥ construct and loop, but
does not have function.

Following is an example script which sequentially
searcheg a targat agant (1D AD123) within a list of
servars and terminates it.

name ; shanon

pasawd: XxExx

LIST=[appla, kiwi, Lemon . banana, cranga )

JUHP(G)

hopta STATION

ETATUS="axit ADL23"

IF(!STATUS) |
MEW_LIST=cuttail (2, LIST} ;
STATIOM=first (NEW_LIET) ;

10 JUMP(S) ;

11 }

12 cerminate ADLZA

R R N R U

The section between Line 1 and 2 is the basic
authentication information, The password will be
encrypted in the real service network. Tha real scrpt is
in tha section betwaan Line 3 and 12, String vanables
are allawed. The variablas whose life time span across
sarver boundarias must be axpored and will ba carmed
in the glabal variable secticn, which is not shown in this
axample seript.

T T e
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COne of the greates! issues in designing such a
language = 1o lulill the self-contained requirermeni.
Initially the lamguage did not allow  split-comant
execution, For example, the following program construc
was not allawed:

fer 1 from 1 ts 10 do |
hopta next server
COMpEUTe

1

In thizs exzamgle, the server thal executes the “for-
slatement must maintain the senpt context including a
counter to count how many times @ execules tha "da
block™. Within each dao block, the script will visit another
server to execute a computing job. Therafore, the
contaxt of the script may actively axist in twa servers
simultanaously. According fo  the sel-containad
reguiremeant, this is not allowed. In current design, this
problem hag bean solved by the emviranment migration
technique, which will be described in Section 4.8. In
other words, the context of a control vardable is
wrapped up by tha server and megrated fa nexl server
whan it should mova during a losp canbext,

To offer more fexibility and extensibiity 1o the
language, we are considering to maka the langusge a
complate macro language by adding macra definition
capabiliy.

4.6 Server

When an agent (an email message) reachas a semver, a
daemon will ba asctivated by the amal deemen 1o
process tha incomsng agent, This subsection will
discuss the imglamentation of a servar

The first design consideration is the managemant of
sharable information such ss user profiles, execution
lag, agent status, etec. Considering the refiability
abjective, distributed database technology is rejectad
and a deceniralizead datsbase will be used. Each
Sarved maintains s own local inlormation such as
gxpcution log. Client information will be cemrally
maintaingd and distrbuled fo all  ciher aites,
Censidering its low updating frequency, reghicating client
user information to all servers wonl be a big burden.
Mevertheless, in our initial design, the authentication
process will be camied cut by the Horme Base Mode af
each clent user. To simplify the regstralion process,
avary clienl user axcepl for the network manager can
only register to a server (and will have only aone
authantication sarver for sach cliend user), all those
requesis needad to be authenbcated will be forwarded
o ns HBM first, In the fulure design, authentication will
be distributed to all other servers in the same service
natwork te improve the accessibility preventing a client
fram being rejected by the network dus to a failure
BLCurring in s HBM,

The second consideration is tha environment
Migration lor an agent to move from one server to
Anather. The anvironmental objects balonging ta the
agent and the intermedkate results must be carried by
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the agent isell, while server dependent enviranmental
objects are released Since we do nel assume any
direcl communication mechanism other than amail
between two sarvers, the migration rmust be camied aut
in script format.  In other words, the same script
lamguage is used not only for the implemantation of
elient’s requasts, but alsa for environment migraticn.

Mayerheless, there is a possibility of using an agankt
to retieve a big object such as a image file. The above
approach is obviously nat able to handie i, Twa issues
musl be addrezsed in ordar 10 solve the problam:

1. Where will the retrieved object be stored d the
destination = not available termporarily?

2. What is the machanism to transfer the object?
The status holder seams 12 be a good placa o hold the
ratriaved object temporarily. [This provides a very good
reason to ulilize HBM for this purpase.] To address the
second issue, some mechanism allowing a  direct
connection fram any serdef 1o the destinatian or ia the
status holder must be provided

The network manager who maintaing the asgent
natwork through a management system must be
autherized to access all other servers (via the same
agent transpod mechanigm), It can be sesn as a
supar-usar who has ragistration on all servers.

Mormally, the path taken by an agent is dynamically
defined by the script contained in the agent. The agents
will be travaling autarnatically in the network while the
Cript is being executed. However, an agen! can also
travel through a predefined path with much less
ocverhead. A typical examgle is an agent that performs
routine network management functions such as servar
slalus collection. (MNotea that although a netwark
manager, with a risk of traffic congestion, can broadcast
messagas o all sarvars to  collect their stajus
simultanagusly, il can alse send an agent to collact the
stalus of all servers sequentially withowt risking a traffic
congesdion. |

The communication siruclure bebwean systam
manager, management senver, chents, and regular
sarvers s depicted in Figure 3. While the internal
architecture of tha server & depictad in Figure 4

46.1 Agent Log

In order to trace the execution higtory, 1he execution of
an agenl will ba logged in each sarvar il visited as well
B8 in the agant isell. Basic logged infermation in
sarvers are: (1) user ID [optional if it is pan of agent
D), (2) agent ID, (3] arrival tima, (4) deparure time,
13} resource usage, (6} mext node. and (7] ferminatian
condiiion,

4.7 Management System

Tha manasgemant system acls as & Super user Ugamkg
the sarme emad protocol to communicata with ad



gervers. Basically, the management systam is & facility
provided 1o the service network managers te manage
the network. Major managerial funclionalities are agent
contral and network monfioring. Detailed functionalties
ara described in [16].

Flaguasis|  Mansge
= Server
: Kl Rag.
Manager Onem, | Sener
Ml
Daeman
Fis krewhecdipe Fregualar Agaris
!- Mai
Do har
] Fl g laar
Sarenn
Chen

Figure 3. The communication structure of managemant systam

4.8 Client Mobility

In this platiorm, users are assumed using the Internet 1o
access the service network. Therelors, a user can be
reached by hisher email address regardiess hisher
location H heishe is connected to the intermat through a
location independent communication network such as
celllar phone, In the future, the systemn will allow a
user fa ascesg 1o the service network lnam warious |P
addresses, Under this circumstance, a client meobility
managemeant rmechanism must be in place to assist the
sarvice network to track the Internet location of its cliant
users, The oparational infrastructure proposed in [16]
will be implameamad.

4.9 User Interface

The usar interface is designed using HTML language so
that a network manager could execute hisfhear
managarmend lunction by using a HTML browsar
through WAWW network. In order 1o provide resgonse
information 1o the managar actively, the Java
technology is used to capture the replying message
aclively and inteligently and, then, present to the
netwark manager. The architecture of the mangemant
sysiam is depicted in Figure 5.

4.10 Resource Management
4.10.1 Agent Resource Control

Similar to a process in an operating sysiem, each agent
is allocatad with some resources, swch as size in byte
and execulion cycle time. Thera must be some control
mechanism 1o prevant an agen from over runing the
allocated resources. There afe plenty of policies that
can be borowed from operaling system area o
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resources. This systern will focus on tha
problams that are unique in our envirenmant.

One way to avoid miormation averflow in retreng
large armount of information fram a server is to transfer
the retrieved information back 1o the client immediaaly
before treveling 1o the next sander.

, 4102 Garbage Collection

The memory leak problam may seriously hurt the
reliability of a long running process. Similarly, the
resourca beaks may freaze tha entire system by
exhausting all s resources. The potential sources of
resourca baaks inchids:

1, rup-away agenis,

2. lost agendis,

3. agents whose ownars disengage with the netwark
{ar various reasons, and

4, log and status databases

A garbage collector will ba implemanted to reclairm the
leaked resources. Because the service network allows
long-running job, such as walch-dog agenis thal stay in
The natwork without explic termination condition, 1 15
nol easy lo precisaly distinguish a run-away agent and
a keng-running agant. One way to solve this problam is
to have all long-running agents whose life time are
longer than the network default to explicitly specify their
expeciad duration,

4.11 Atomicity

The execution of an agend may terminata befora n runs
to completion. Exceptional cases include sarver failure,
agent failure, natwork failure, lorced abon, eic.. The
intmgrity ol the service network may be destroyed by
thase abnormal avents and, thus, sorme atomicity and
recovary mechanisms musi be provided fo protect the
enfire senice network. it is yat to be researched to find
appropriate  atormicity  definitions  and  associated
recovery mechanisme.  Apparenty, the atarmciy
definiticn i the database ares is nol sulfcient. in
addition to the atomicity with respect o a database
transaction, the atomicity with respect to a server visi
and to the entire Hetime must also be deafined.
Recovery mechanisms must be provided to dear with
ageni, server and natwork fallures.

4.12 User Interface Design

Considering about the partakbility and maintainability, the
usar interface is designed on the top of the WWW
platiorm 50 thal managers can manage he netwark
through Intemat with a decent GLI mtedace. Java
language will be wsed for graphic and dynames
information presentation, Soma GUI interface frames
ara shown in Figura &
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5. Summary

To ovwercoma the intermittent connection problem
inherited in mobila anvirgnmentis, i also nesds o offer
the agant mobility allowng (ks wsers b access natwork
servicas by sending an inteligent message to cruise the
network. To guarantes the QoS for a service netwark,
an QAEM system s needed o manage both mobiliias.

The OA&M system are ofien the most expensive
and most complex sysiern module i suppoding a
servica network. Due to a lack of real experienca in
operating a ublguitous infarmation service network,
thare are many problams ralated io this new computing
environmaend yat o be sudied,

This paper descibes fthe FlyingCloud, the
prototyping  éxperiment undergoing in the Mational
Chengchi University. This prototype is designed based
on the previously proposed open architectura thai is
independent of physical communication netwarks and
has greates! flewibility for introducing new services. It
also ermploys the hybrid managerment mode proposed
in [17] to incorporate personal Internet facility for
reducing OA&M cost, This experdimaent will allow us 1a
observe this new computing paradigm mare closaly.
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