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Abstract

i mobile computing environment that supports mobile
_ul__’l_rts, a client can send an agent to visit a sequence of
can oS in the network. To track the location of agents
I_Flé'tjl_)mes a critical problem in managing a mobile agent

r'jice network. This paper studies the agent search

::Qlem based on an open architecture proposed by Lien

.., and is currently being implemented in the National
o ngehi University [4].

1. Introduction
1.1 Agent and Agent Mobility

Tha g0al of 2 ubiquitous information service network is to
o1/ 1de information to the users anytime anywhere [6]. To
AecoMplish this goal, a service network must be supported
by @ wireless communication network and be able to

~apfeniently access to various information resources [8].

pue to the immaturity of distributed computing
+a-pnology, clients have to access network resources in a
- rascriptive fashion by interacting with individual servers
'Pmpe by probe to accomplish a complicated task.
Hyever, in most mobile computing environments, the
ayire of communications is intermittent and the battery
anefay is limited. Thus, it is very difficult to accomplish a
~omplicated task that requires its client to interact with
mutiple servers intensively. A non-traditional computing
paradigm, the intelligent messaging, that allows clients to
nteract with muttiple servers in a dynamic fashion has
- brought up to cope with this problem [1,2,3,5,7].

Simply speaking, an intelligent message is an
alectronic message that carries a computer program,
whather procedural or declarative, that can be executed
by the receiving servers on behalf of the originating client.
The program in the message can also instruct a receiving
cazver to forward automatically the message itself to
another server, on which the program is executed
castinuously in a pipeline fashion. For simplicity, it is
called a mobile agent, or agent in the rest of this paper.
finod examples can be found in [3].

Since an agent may be traveling in a service network,
the originating client may not be able to trace or control its
operation directly. A service network must provide some
mechanisms allowing its clients to trace and control these
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messages.i This problem is referred to as the agent
mobility management.

1.2 Mobile Agent Service Networks
1.2.1 Open Service Network Architecture

Traditional | telecommunication networks such as PSTN
and 800 [Toll-Free service used to take considerable
resources and long deployment duration to establish. One
major respurce drain in such networks is the OA&M
(Operation| Administration, and Maintenance). It will be
impractical to demand the comparable resources to
support the OA&M functionalities in many perspective
information services. The computing community will have
to develop and deploy the demanded functionalities by
themselves. All infrastructures and solutions must not
require any change to the existing telecommunication
network. To achieve this, we employ the open service
network architecture proposed in [3], which separates
service ngtworks from transport networks. It also allows
services of any scale and any quality to be introduced into
the network easily. Readers are referred to [3] for details.

On top) of the open architecture mentioned above, Lien
proposed |a hybrid operation mode in [2] that allows a
service proivder to offer both centralized and distributed
operation | modes to its subscribers. Subscribers can
choose tg use their own Internet facility to share the
OA&M functionalities. (Typical OA&M functionalities are
billing, client location register, agent tracking and control,
agent status holder, etc.) At their own expense,
subscribeTs can also designate some OA&M functionalities
to the dentralized facilty managed by the service
providers.

In this| paper, we assume that a service network that
supports |mobile agents is established based on the
proposed | open architecture and managed using the
proposed| operation infrastructure. After an agent is
submitted| into a service network, the client or the network
manager may need to know its current location in order to
inquire its status, or to control its execution, etc. A simple
way is to send another agent, called search agent, to
search the original agent along the original path, or to
send a nmessage to every server where the agent might
have visited. There are some problems associated with
these straightforward solutions:

1. Sending many messages over a wireless network
may be too expensive.

2. The| path that an agent took may be non-
deterministic such that it is difficult to trace.

3. A sequential search may take too much time.



Tharefore, battar ways to locate an agent are in need.
This paper studies the agent search problem with several
algorithms proposed and analyzed. The rest of this paper
is organized as follows: Section 2 will study blind ssarch
where no prior knowledge about sxecution time in each
sarver is available; while Section 3 will study non-blind
search, or intelligent search. Section 4 discusses somea
complicated issues and future rasearch directions,

2. Blind Search

The following notations will be used in the following

sections:
v 5= {35,3g,
by an agsant.

... 5.4 the set of distinct servers visited

« Tp: the point of time whan the target agent arrives 1he
first server,

« T.: the time duration that the target agent stayed at
server 9., It is called the sarvice time at server 5.

In this paper, we assume that the targel agent visits
54,52 ....5,}) in sequence and nonrecursively, Furher,
the time for the target agent to move from one ssrver 1o
another is considerad nominal and is neglecled.

2.1 Chase-from-holder Algorithms

The concept of status holder is espacially usetul in the
search of agents as well as other OA&M functions. When
using a Chase-from-holder algorithrn, a search agant will
visit the status holder of that client first to inquire the
registerad location of the target agent and then routa to
that server, If the target agent is found in that server, the
search agent sends the result back to the client and
tarminates. Otherwise, it uses a trace algorithm to chase
tha eriginal agent along the original route.

Although the use of status holders can greatly reduce
tha effort in searching an agent, it is not free. To maintain
the most currant agent status.in ils status holder requiras
the agent to report its status in each stage it moves,
Thase messages micht be wvery expensive, especially
when the status holder is designated to the network
management centar. Thus, the trade-cfl between messags
cost and status availability must be carefully balanced. A
client may chooss to command an agent to report its
status either completely or selectively. As a consequence,
more search strategies that are not dependent on status
holders are nesded,

2.2 Status Holder Independent Search
Algorithms

YWhen a status holdar |s not available for search, or when
the agent heing searched loses contact with its slatus
helder, a blind search will be inevitable

2.2.1 Binary Search Algorithms

A search algorithm similar toe the binary search in
searching a data object in a sorted list may be good far
Blind search. It can only woark in deterministic roeuting
where the expected visiting servers as well as the visiling
sequence are known [n advance. Several algorithms will
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ha shown inl this section.
Basic Binary Scarch (BBS) Algorithm
|

Main | .
{5193, - .- i
BinsSrh L:;‘- id, Srhset

srhset =

rracedurd BinSrn (target, SrhSet)
(1) 4f {(SrhSet = empty)
[2) I:h.'_-]'] return (NOT_FCOUNE)

{31 5, 5 Middle Server srhSst o

"
|

in the

t4) if {target in server &)

{5) then raturn (5.1 e
[6) elsaif (target had visiced S.)

(7] then ESrhsac = 2nd half of Srhset il
(8] alsa SrhSst = 1st half of Srhset 1o
{ (BinSrhicarger,SrhSat} )

9) xreturn
|

Line (7)lcommands the agent to search forward, called]
forward proba, and line (B) commands the agen to search
backward, |called backward probe. The Basic Bina
Search Algorithm is directly darived from the standard!
binary seafch aigorithm that is used to search a datq§
object in a|sorted list. It has a shertcoming in applying tal
the mobile agent search. Since a mokile agent may mova
during the search, it may slip through the search windmy
such that the search agant fails to find it, For example, In]
the coursa of a search, 2 server 5, is probed bafora it i8]
visited by |the target agsnt, thus the search agentd
procesds with a backward probs while the target agents
continues tb mave: then the target agent visits 5, befora
is found by the search agent, This is referred to as thel
shig-through problem in this paper.  The following @
Extended |Binary Search Algorthm can correct thisg
problam.

|

Extended Binary Search (EBS) Algorithm
| ¥

Main | .'_

grifer|= (5.5, 1

i
|
ExBinSkh|carget

[3) 8y = Middle Serwver in the SrhSst

(44 Af |[icarget in 5

15) theh return (5.0

(6) elepif (target had visited S:1

(7} thep -SrhSet = {5..1, a5

{B] elsp SrhSet = lst half of Srhfet
(8] rethrn [ ExBinsrh|target, SchSst))

The EB:E difiers from the BES algarithm in the forward
probe: when the search agent finds that the target agent
had visited a server, it will s=arch the entire search space

succeeding the current probed ssrver, Since the algorthm e

only excludes the known visited sarvers out of the Seagg
spaca, it can correct tha slipthrough problem in the B8




l algorithrm,

2.2.2 Performance of Binary Search Algorithms

Traveling in a network, a mebile agent nat only consumeas

network  resources, it also consumes  a  significant
overhead on sach server it yisits, such as authentication,
reques! processing,  agent rmigration, as well as

bookkesping overhead, Therefors, it Is @ nature objective
to minimiza the number of probes in searching an agant,

It iz naot difficult ta figure out that it takes Oflog| S| )
probas for an agent using the BBS algorithm to find the
targel agent in the worst case, whare | 5 | s the size of
the search space. The performance of the EBS algorithm
will be analyzed in this saction.

There are three different possible results when a
search agsnt probes a server o see whether the target
agent is in that serven

1. The target agent is right m the sarver stop the
zaarch
2. The target agent had alresdy visited the sarver and

keen forwarded to another server precesd with a
forward probe.

5. The targs! agent hasn't visited the server ysl:
proceed with a backward probs,

Since the EBS excludes fewer candidatas out of its ssarch
space than the BBS in forward prubes, it requires more
probes than BBS. In fact, the worse case happens when
the target agent moves fram servar to server against
EBS's search window. In ather words, it always slps
through the backward probe. In thal unusual case, its
pedormance s worse than a linear search, More
complicated algorithms are needed to dear with such
situgtion it it happens mors frequently

It is essential to assume that the target agent doas hot
move during lhe search period for a meaningful
. comparison between BB2 and EBS. Given a search
space 5, tha EBS algotithm can excluds one quarter of
the search space in svery par of (forward, backward)
probes, After kth (forward, backward) prﬁbn pairs; the size

. of the search space is reduced to i J | & . Thus we

| can conclude that when the target agent doas nol move
during the search, the EBS can find the target agaent in
Oflog | 5|} probes (but, with & larger cosfficient than
£ BBS). Atthough it requires more probes than BBS
Algorithm, it iz in the same order and does not have slip-
through prablem az BES does,

Without a prior knowledge aboul the status of the
ATget agent and servers, by intuition, the binary seaich is
Probably the best way (or close to the bast) to search an
f9ant. However, when there is a prior knowledge, othar
Jrg'lrithn‘-s that can taks this advantage will be better than
HE'TY search algorithms. | will be discussed in the

CWing section.
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3. Intelligent Search

If a clisnt has a good estimation on the service time in
each proba, helshe may have a good gusss on the
currant lgcation of an agent. By using this information in a
search, it may be able to reduce the search time
significantly. The term intslligent search here reflacts the
fact that the class of search algorithms that makes use of
axscution time and thus, is non-blind.

Cons{daring an =gent visits a sst of semvers
S, in sequence staning from time 7o and it
stays at pach server, says 5., for a time duration of T,. Al
any point of time ¢, the current location of the agant, 5.,
can be determined by the following formula;

'!I.T: i = =4 T:':

L}
where AT, denotes t — To - 3.7,

Unfarturataly, in reality, it is impractical to know exactly
how lang the target agent will stay at each server. The
szrvice fime in each server is most likely probabilistic and
can be pre-sstimated through either sample collection ol
expefments: As a result, the localion of the agent is alsa
probabilistic, To rminimize the number of search prohes, it
is essential to calculate the location of the target agen
with the highest probability, nexi highest, etc. so that 5
search |agent can locate the target agent with the
minimurn number of probes. The caleulation will be shawn
in next dection,

3.1 Optimal Location Estimation

For simplicity, we assume Ty =0 and the servica time in
each server iz uniformly distributed over 3 petind of
[ty - tinl Varant distribution will be studied in the future.
Furiher notations are defined as follows:

+ #,(t) probability that the service time for the target
agent at server 5, is exactly f, where t, = f = f,, and
V= sm,

« Pft |probability that an agent is currenily running at
server S; after ¢ fime units from the baginning.

The probability function f (%) indicates the tlime
distribution that an agent spsnds in the server 5,
; )

Therafore, E f{x) =1, for each server 5,
x =T

According 1o the probability calculation, the optimal
searching strategy can be obtained by visiting servers
according o the decreasing order of Py wvalues. [That
means :IargEf the value of P{ is, highar the pricrity o
server S; should be visited.) In other words, the expsacled
number of probes after t time units fram the beginning
can he minimized as long as the search fellows the le.
In thal| case, the problem remains to be solved i= to
calculata Pf,

The| probability value of £/ will be formulated first by
the following recursive equation:
R = £{t) P + FlPE bt P

or




m - m .
Pl= 3 f(ty)PL) =92 fit )P{ 4110, 2
0, =1 1 =1

That means the probability of an agent currently running in
server S; is the summation of the agent spending ty, time

units in server S; and all the previous servers totally
contributing t — ty, time units while t, < ty, < tm. Noted that

the distance between time t91 and the time t; is (9, — 1)

time units. By continuing the same iteration, the probability
P{ will be expressed as

m
Z (i, Q (3)
=1

. m m
Pl= 3 fi(ty) 3 fi(ty
f,=1 §,=1

where Q = P+, -4, -

A

If the distribution function f;(t;) is assumed uniform for
every server S; within the time period [ty,t,], then Eq. (3)
can be reorganized as

1 |7

pl= S 3

Q (4)
m 9,=110,= 0

1

S E

while the function f;(ty) = Aty — t;)=1{m-1). According
to the definition P and the uniformity assumption, we
may conclude that the value of P! is either 1{m-1) for
every time t between t; and t, or zero otherwise. This
conclusion translates Eq. (4) into a new problem that is to
calculate how many tuples (01,92,...,05-1) satisfy the
inequality Eq. (5) when every {; is in the range of 1 to m:

(5)

t S [t=(j-D)t+(=1)] - (01+0+  +Hj4) < £y

or

(t=m) — (t:=1)j < Q1 H0z+ * -+ ) < (-1)=(t4-1)j,
where 1 <¢; <m, for all g;e{04,05, . . . A1}

This new problem now can be easily solved by a
nested for loop algorithm to pre-calculate the P/ value of
every server S;.

3.2 Intelligent Binary Search Algorithm

Intuitively, it seems a good strategy to search the target
agent by visiting all servers according to the decreasing
priority order. Unfortunately, this is not the case.
Assuming S; has the highest probability among the seach
set S and we first visit S,. If the target is not there and S,
had already been visited, we can ignore all preceeding
servers regardiess their probabilities. On the other hand,
if S; has not been visited yet, we can proceed with a
backward probe regardless the probabilities of succeeding
servers,

Based on the analysis shown above, we propose the
following intelligent binary search that recalculats the
probabilities in every forward probe.

706

Intelligeﬂt Binary Search (IBS) Algorithm

Global
Main
OriSrhSet = PrioSort ({S4,5,,
InBinSrh(target, OriSrhsSet)

risrhsSet

Sn}

Procedure PriorSort (SrhSet) {
Sort SrhSet in decreasing order of P/

Procedure InBinSrh (target, SrhSet
(1) if| (SrhSet = empty)
(2) then return (NOT_FOUND)

S| = 1st server in the SrhSet
if| (target in S;)

then return (S,);

elEeif (target had visited S;)
then SrhSet = Orisrhset - {S,,.
else Srhset -= {55, ...,S,}
return ( InBinSrh(target, Srhset))

(3)
(4)
(5)
(6)
(7)
(8)
{9)

As wg can see from the above algorithm, IBS . a
simple extension of the EBS algorithm. In fact, the blind
search can be viewed as a special case of intelligar
search,

3.3 Comparison of Blind Search and
Intelligent Search

Intelligent| search algorithms are much better than hiingd
search algorithms because they make use of prior
knowledge about the service time of each task in aach
server. However, it requires the service time tn s
predictable. In other words, the algorithm assumes ihs
target agent and the service network work norrally
without any exception. Thus, these algorithms have bgttar
be used under healthy operation conditions. They may not
be appropriate to be used in exceptional case handlirs.
For exampls, if the target agent is found far behind tha
schedule, [the client may send out a search agent to chack
the status of the first agent. Apparently, the intelligent
search is |not appropriate to deal with this situation =ince
all prior knowledge is known to be wrong already. In this
case, blingd search strategies may be a better choice. To
determine| when to use appropriate strategies requires
further studies.

-

4. Issues and Future Research
4.1 Exact Search vs. Approximate Search

Because the execution of an agent continues to progress,
the exact current location of an agent might have already
changed when the client receives the acknowledge. To
make the [ocation of an agent remain unchanged after it is
found, a freeze agent has to be submitted together with
the search agent as explained in [2]. Otherwise, only an
approximate location will be obtained.
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4.2 Mon-deterministic Execution

The search algorithms presenisd so far all assume that
tha agent to be searched traveled along a predstarmined
path: it may not be the case when the path it took
depends on real time conditions and 1hus, 5 non-
deterministic. In  this case, the chase-from-haolder
algorithms are more appropriate. 1 is yel o be researched
if the status holder is not available,

4.3 Lost Agent

An agent may get last due 1o 3 failurg in the agent itzelf,
the server it rasidas, or the network it fravels such that no
search agent can find s status, Somstimes it may have
ne harm 1o just ignore the lost agent. However, it may be
necessary 1o recover the lost agent in some  critical
situations such as business transactions, This problam s
further complicated when concurrent execution is allowsd
because it is difficult to know whether all child agents ars
alive and all finish their assignrments. Furher research an
this issue is neaded.

4.4 Race Conditions

Since the target agent may be moving while a search
agent is looking for it, a non-seguential search may fail to
locate an agent. Therefore, it is essential for a search
algorithm to aveid all possible race conditions. One of the
main objectives of tha prototyping experment undergoing
in the Mational Chengchi University is to analyze all
passible race conditions [4]

4.5 Concurrent Search

Seguential search may take much lenger lime than whal =
clignt can tolerate, A client may submit meore than one
search agent Into a network to reduce the search time, A
saarch agent may also creats child ssarch aganls by itsel
to cover all possible paths in non-detsrministic situations
such as an if-then-else decision. (The astual routs an
agent took may depend on real lims conditions or on the
inforration it obtained in the course of its execution.)

We are expecting many open issues under this

siluation. Typical issues ara;
+ How to converge forked agenis?

« What 1o do if some child agents, or even the parent
search agent itself gets lost?

» How to tarminats all child agents?

5. Summary

A ubiguitous information sanvice anvironmeant neads to
affer varicus mobilty allowing its client to access network
through  wireless  communication  netwerks  [2]. Te
overcomea the intermittent connaction problam inharent in
mobile environments, the intelligent massaging paradigm
allows a user to request services by sending 2 mobila
agent to cruise the network., Locating a mobile agent |s
one of the most important OAEM functions that are
neaded by a service network o maintain the desired level
of CoS,
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This' paper proposes and analyzes saveral agen
search strptegies. Al search algorithms can locate an
agent in Allag | 5 |1 probes. Intelligent search algormthms
reduce the nurmber of ssach probes by using ths
knowledge of execution time of indiviual tasks; while blind
search algorithms don't.

Although this paper fays down the fundamsntal agsnt
saarch stralegies, there are some exceptional cases that
may make these strategies nefficient or even failed,
Further researchas are in naead,
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