_

e T oirme

1996 Workshop on Distributed System Technologies and Applications

x

An Infrastructure for Mobile Computing

with Intelligent Messaging: Implementation Issues

Wen-Shyen E. Chen’, Yao-Nan Lien”, and Wen-Yee Hsien”

'In_SI:iluLe of Computer Science
Mational Chung-Hsing University
Taichung, Tarwan, ROC
email: echeni@cs nchu.edu. tw

Abstract

The pasi few pears have  witmesced the mew
developmenis i compuler refworking:  Applicafions swch
ai the World.Wide Web (WHWW) hos become a popular
means of fformation disemiralion for wsers with or
compuier  skills. Stree  the  clientserver
archifecture  for  WWW  have  been  designed  for
worksfaitos connecied by high-speed networks, their fixed
palicies and fived inlerfaces prevent them from workimg
effectively on other computing plalforms.  iv parficudar,
snce wireless mobile complers do mad have .lrjgnl.l-
handwidth conreclions to the fnfernel and are limited by
smiall memory and  display aren, they are guickly
aveFwilie live b_p the data included in mUNTY mpdlfiimedia
WHI dociments i conveniional archilechiore of accessing
WHWW information are wsed

it o

In this paper, we propose am infrasirouiure  that
ermplovs indellipent mestaging/agent lechniques o provide
agert mobilily acrogs helerogensous metwarks fo address
the izares in alfowing mobile users fo access the W, 4
protofype  that  implements ihis infrastruciure is alsa
aeserthed  The cwreend WIVW server strmicture will remain
imtact fo pravide mavismm compalthilify

Keywonls: Mobile Computing, [mtelligent Messaging,
World-Wide Web, Emaul Svsiem, Scmipl, Tel, Java

. Imtroduction

Information dissemination 15 likely 10 be one of the
doving applications of mobile computing  MNew, small
michile devices thar Inlggrans e functiomaly of '|':|||,l:||1|'_‘ﬁ,
faxes, pagers, and oiher communication wals  are
becomang available ot low price Popular informaton
redricval tools weed 10 be suppored on this new wechnology
e allow wsers fo0 have information at their fGngemps
ovenywhere Fecemtly, the Warld-Wide Webh (WWW
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[1,2], wogether with its graphic browsers, such as NCSA
Mosaic [}, have become popular for  information
disgsemination.  Since most of the WWW browscrs have
been designed to run on worksiations connected by high-
specd  metworks, their fixed policies and fixed interfaces
prevent them from being able 1o easily incorporate new
apphicabons or running on other compuating platforms.  Tn
particular, since wireless mobile computers' do not have a
high-bandwidih connection fo the Intermesl and are Hmied
by small memory and display area, they are quickly
overwhelmed by the data included in many multimedia
WY documents.  As a resull, o proside the mobile
compaters with the compatible pover 10 that of the stations
with fixed connectsons so that they can participate in the
imformation distribwtion in the Imlemet 15 an impartant
problem io be addressed.

In this paper, we propose an infrastructure  that
employs intelligent messaging technigques, coupled with
an enhanced electronic mail svstem, to address the issues
in allowing mobile users to access the vast amount of
information provided by the WWW, The current WATW
server strpcture wall remain indact to provide masximam
comipatibility, A prottype svstem @5 implemented W
dlustrate the feasibility of the infrastructure and provide
some msghts for the future full implementation

The rest of the paper is ofrgamzzl as follows.
Section I gives an overview of wircless communication
and mabile computing. Sectsen 3 introduces the currend
appraaches to providing WWW browsers for mobile users
Section 4 discusgses the intelligent messaging approach we
propase. Sechion § presents the implemsentation issees of
our approach. Concluding remarks are given in Section &

"l dhis paper, we sl i the tems neobole compuier o denode 8 poitahls

ranaier o i connaoiod 1o fhee setwk ||||.u:-_|| & matlule link
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3 1 Characteristics of Wireless Communication

Wireless communication is much mare difficult to achieve
han wired communication because ithe surrounding
environment interacts with the signal, blocking signal
paths and introducing noise and echoes [13,14,15]. Asa
resull, wircless connections have lower bandwidil, high
bandwidili variability, higher ecrror ralg, and meore
frequent spurious disconnection, These factors can in Lurn
increase communication latency due 10 relFAREMISSIONS,
relransmission  timeout delays, eror contrel  protacol
processing, and frequent disconmections. They alse mare
expensive han wired counterparns

1.3 Maobile Computing

Wircless netsworking/communication grestly cnhances
the wtility of carrving a computing device I provides the
mobile user with versatile commumnication o other peaple
and cxpedicnt notification of imporant cvent, yel W ikl
much meore Nexibility than cellular phones of pagers
Continuous access 1o the scrvices and resources of the
wired network is also made possible.  The combinataen of
networking and mobility will create new apphcations amd
services.  However, the impaimeenis of the underlying
wircless communication  infrasiraclire. alomg  with the
phyvsical constrains off 1he mobile compaters, handscap 1he
stublishing of this paradigm of computing [13.14]

Compared  with  traditional wired  comummicalion
wircless  commumication  has  low bandwidih,  long
conncclion time and low reliability. Radso signal is casily
alfected by noise and interference. In addition, wircless
computing 15 more  susceplible 10 disconneciinm
Consequemly, traditional profocols sich as TCPAP, may
sulfer mmch perforneancs degradation or cven coss 10
funclion when used directly in such an emvironmen. For
a mobile application Lo beosmne viable, all these facions
must be waken into consideration and b underlying
profocol has i be efficien. robust, b able o cope with
disconnections more gracciully and work arownd dhcan

whenever passible

Imtelligent Messaging

Simply  pul, an intelhgent nessigc [12] & an
clecironic message that carrics 3 compuler Progrms.
whether procedural or declarative. which can be cxecubed
by the computer sysiem of the recipient on behalf of the
ESsE The program can msiocl the mecipaent

compuler o Torward automatically the message sl 1o
anather server o be exocuicd Conscquently, afier
subimitting an inellipent message 10 tse weiwork, Le
mobile compuier can then disconnecied [rom ihe netwark
undil the final resulis are returned.  As mobile compuiers
requiring  wircless network  access oflen fsce maore
frequent  chsconnection,  lower bandwadil,  preate
variation in available bandwidith, and greater neiwork
heteropencity, it 15 argaed that the imtelligent message cin
betier cope with the challenges presciied by mabile
computing. especially i the WWW envitommenl, a5
illustrated in Fig. |
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Fagure | An Environment For Mahile Host 1o Access the
WA

3 Current Approaches

There are several approaches i the lilerature | M-
211 18 help tse mobile compuler 1o connect 1o fhee WWAW
The consensus is that full implementation of the browscr
o the mohile computer. abong with the TCR/F predocol
stk and te HTTP [9] transpen protocol for the WA,
might be inadequate for mobile compuiers becanse Lhe
lardware limitations. In addition, HTTP might perform
poorty with TCP/IP in the mabile epvironment becaus:
ilve wnreliable namare of the mobile link might fend 10
reeet the conpestion comtrol window and resinct the Mow
all daca | 1]

Ome ol the more promising Approacles cmplovs
irehirect eliemi-verver inderaction model, where Llse WWAY
browser applicanan is sphit between 2 miohile compaler
fmahilc ost) and its base station {mobile support host),
called proxy [1%]  Using this approach, a clicwl-scrver
interaction in the WWW environment imvolves al Teast
P scparaie inkcractions - one on ihe wircless mediim
between @ mobile host and s mobile support host, andl
another on the wired medinm between the mohile suppor
hoa and a fixed server (WWW server) A possable
mmplementation 15 shown in Fig 2 To adapt 10 the
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Figure 4. The Mows af the intelligent messaging in WWW architecture
along with the resulis, 19 the second destination, (he therefore requires minimum changes 19 the cxising
WWW server 2. WWW servers 2 and 3 repeats this systems.  The mormal c-mails can be delivered as
operation and then forwards the resalts back 1o the wsual. Only when a message with ihe special content
originating mobile support server. [t then formals the type for the imelligent message is received will a
resull receives and signals the mobile user about (he processing engine be involved 1o process the scripi
arvivitl ol Uhse final resuli, and the mobile wser will retrieve enchosed i the message,
e informuion from dhe mobile support server,  We
expect  this approach, 19 be compact, moare user- When an c-mail message arrives al a server, it is
codomizable and  efficien cnough 1o cxpand  (he forwarded 1o a “parser” specified in the * forward” file
capabality  of  information  retreval i the  mohdle for processing. I the conteni-tvpe [29] is not of
! covirgnment, Fig. 4 shows the flows of the itclligent “applicationdTmielligent_Messaging.” the micssage will
messaging o e WWW  architectung Same be processed normally. Otherwise, the scnipl and the
implemeniation issues of this approach will be descrabed imermediate resolts included in e message will be
b the nexi seciion. retricved and passed 1o the script imerpreter Tor
proceising. When the imlerpreter encounters the
3 lmplementation Issues “mailie” comnand in the scripl, it packapes s scrpl
and the resulis, them sends il 10 the next server
We hove presented in the previous scction the determined by the script or olber conditions.  Moe
conceplual design of the  architcciure for  applying that “maila” i5 an exlension 10 the script language of
imtelligent messaging technique in the WWW, choice.  Since the semdimail! mail delivering svsiem
! docs wd require that te nsobdle cliem 1o be connected
= Intelligent Message Transport Mechanism: Since 10 the mabile support server at all time, the chent can
| e amiclligent messape will be ormveling abowl the disconnect the mobile link 10 the mobile suppon
WWW servers, there must be a3 mechanism o station after it submits the intelligent message.  The
“ cnables ihe shipping of the seripd and the intermediate base mobile suppon statien will notly the mobile user
resulls from one server 1o another.  The mechanism with an email when the final result arrives
should requires minimum svstem moddification, be
available in the current systems. and be compatible An example scripl for retreving two pictures from
! with  exvisting WWW  servers  implementations. twar dillerent servers is shown in the Appendix. The
Some candidates comie 1o mind are remole shell [22) Appendix also shows the email message pencrated for
. i UINIX system and “MIME Extension” [25,26] for wser mdification and the Ninal resolis being viewed by
clectronic  mail (email). since they arc  readily an WWW browser
1 available in mamy svsiems
i » Sclection of Script Languages: Currenily, there are
] In our prodotype implemeniation, we use e-miil as (he Iwo pood candidates: Safe-Tcl [25] and Java [28]
v imellipent mesgages irnspor! mechanism. A special, Their characteristics are described as follows
! content type is defined for the e-mail syslem and
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a. Safe-Tel: A Tcl [23] based language 1o provide the
basic symax and many of the primitives of Tcl. Tl
12 3 well-designed langisagpe to be embedded as o
computational exiension 10 a larger application. 11
has the virtual of being simple, well defined, and
available in a high-quality, extremely poriable
public domain implementation.  Safe-Tcl provides
improvements over wamills Tel 0 meet  the
construns of security, interface portability, and
cross-platform availability presented in intedligent
MESEAgIng syelem, s code i also available in
public domain and offers a X/MIT style license

Auva: A language similar in symiax to C++, The
Java [28] language environmen is inlerpreded anc
dynamic. The lava compler generaies byte codes
for the Java Vinual Machine. The notion of virtual
imerpreted  machings is ol new. Dul the Java
language brings the concepls into the realm of
secure, chstmbuled, welwork-based svaems. The
system includes a byte code compiler and a virtual
machine runtime.  The mntime is typesale and
suppens a form of secyre loading, o that the code
from untrusted source can be added dyvismicalls
he Java language vinual machine is a siricily
delined viriual maching for wiich an imlerpreler
must be available for each hardware architectre
and operating system on which you wish 1o un
lava  language applications. Once the  Java
language interpreder and man-lime suppon becorme
available on a given hardware and operating
system platform, any application in Java language
serpl cam be imporied from anywhere

We wse lava in our prototype implemcntation
because of s descriptive power and rich features in
';l.'\_'llrll:l.

« Secority: Since the intelligent messapes have 1o be
cxeculed ihe remole servers for this mechanism fo
work, the messages have 10 be trusied, ic. they
perform aily actions med harmful to e remote servers
AL g result, when sclocting the scriph lamguage, special
attention has 10 be pind to the security aspect. Three
levels of sscurity need 1o be comsidered

a. Script Lamguage: The script language needs 1o
be designed so that no harmful effects can be done

b, Server Verification: The server needs to be able
to verify the integrity of the script it receives o
enzure no larmful action s embedded in i

¢. Access Control/User Authentication: The server
will want to define actions that are available only for
imdelligen messages from cerain trusted senders.  In
addition, different users might be grven differen:
acoess nplis o varions resources at e server This
implics that the server should be able w understand
and validate authenticated intelligent messapes

= Other service considerations: Mechanisms has 1o be
provided o thal afier the user submitted a imelhgent
neess=pe, somc contrds can still be applied o tha
message  The services for control af the message
include atomecity maintenance, bocation of the agent
sLalus inquiry, ¢ic, |12]

6 Conclusion

amnce mobile computers do nod have a  high-
bandwidih, reliable connection 1o the fixed network and
are limited by small memory and display area, 1o provide
the mobile computers with the compatible power that of the
sations with fived connections sa that they can pancipale
in the information dissemination in the Internet will be an
impariant problem to sddiess

In this paper, we have proposed an infrastructure
that cmplovs mtelligent messaging techniques, topether
with an enhanced electronic manl svstem. 1o allow mobile
users b access the vast amount of information provided
by the WWW. The curremt WWW server struciure will
remain intact o provide maximum compatibility. The
major  difference  between  (his  approach  and  the
comventional information retrieval in the WWW is e
servers collaborate according 1o the scripts travels across
them and perform functions specified in 1he SCTIpls o
behall of the mabile cliem. Therefore, a mobile comguer
can betler cope with its plivsical limies and freguem link
disconnection

A profotvpe system is implemented o illustrate the
leasibility of the infrastruciure and provide some msights
for the future full implementation.  However, for such an
infrastraciure o be viable, more management funclions,
auch as mainienance of Lransacien  atonncily, AgCnis
location and collaboration, need 1o be studied
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