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É’mér�ÜŸ¶� ãl¤ø™Ät05(, øÃ�b°Åq\�œÉDß“äº¯ÏW�

Î7 ISO177995Õ, ñ‡r7˛�rÖ.°í’mér\µ, �[à[ø�
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�è¬ ��, ÅqÕÐ/|ÛÖŸí’mér9K, *��Åq/ø±æ¦}º’eÕ¢� 21�

î×D� æ˜ÁW^ä9K� æ˜‰¼îE×Uò{\¥, 4Bk|¡:±ù˚í Code Red �H

†g� Nimda Worm q�è¥£Sêèƒ. . . . . .��ø©�µ|.¤í’mér9K, .cù–þ

}®äí½e, rÖœÉ$“6Çá½höe’mér½æ, Ì.ı�Todß’mérÊˆ, Jn

AÑ-øš�îÛUíñ™�

;W2002� FBI/CSI |ŒÑµ6N|,90%í$“Êø�ç2{W¿Ú7`§:<ÛU, w2

¨�7èƒÛU� ‡"��ÛU (DoS)� Í$p<� œò’e¥¦. . .��b��5Ö� w2, ¢J

˘$“œò’e\¥¦˙ F¨Aí%È,í¸Ü|×�(Ç[ 1) 6ÿuz, ÖÍ ˘$“œò’e\¥

¦˙ FêÞíä01.u|ò, Í7øïêÞ, ¸Ü%%u|ÑÃ½í�

¥óšÖ´c.�íæ˜ér½æ1.rÍÄÑ�îx�ò¿íxX,J³�Uà6í×<D×

eæ˜érÕ íæÊ, �îíÛUuÌ¶)fí� Wà:±ù˚í Code Red �H†gD Nimda
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COBIT „¿™Ä: ’mxX−„ñ™-Z (Control Objectives for Information and

related Technology)

T|ÀP: ÅÒÚ7��›} (ISACA)

æÜP0: http://www.isaca.org

BS7799 „¿™Ä: BS7799 /c:cure code of Practice 1 and 2

T|ÀP: LÅ™Ä - (BSI)

æÜP0: http://www.bsi-global.com

ISO17799 „¿™Ä: ISO 17799

T|ÀP: ÅÒ™Ä - (ISO)

æÜP0: http://www.Iso.ch

GAPSIT „¿™Ä: øOtw’mÍ$xX5érŸ†Dõ� (General Accepted

Principal and Practice for Securing Information Systems and

Technology)

T|ÀP: 1ÅÅð™ÄDxX - (NIST)

æÜP0: http://csrc.nist.gov/publications/nistpubs/800-14/800-

14.pdf

GASSP „¿™Ä: øOtwÍ$érŸ† (General Accepted Systems Security

Principal )

T|ÀP: ÅÒ’mér›} (ISC2)

æÜP0: http://web.mit.edu/security/www/gassp1.htm
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;Å»TÅN|, âkBbí\�.gov æ�ú×ÐíòQ©(î˛§ƒ�„, FJk<p\�

ÀPíæ¦‘.JÅqw… ISP C TANET çXæ˜dÑ�$� Ä¤`>ÀP, «wu×çÍ�,

ÄÑ¶d\µ.q#„ÏW, Uà6¢ÿˇ!…íæ˜érø…, Ä¤|ñqAÑ’mérÊ¸í§

i� Bb™Ñ×çíÚ7Uà6, J×ð·?`_A‰¾ÑÚ7dß!…íÊˆ¯l, ó]’mér

9KøìªJ×ÙÁý�

Ê×çÍ�FUàíÚ72,Linux £ Windows Ñ|ÖAUàíT“Í$, ¥ù�T“Í$î

�.ýérÕ � Odß!…íÊˆ¯lwõ.Ø�

;W1ÅO±’mérœZ SANS D FBI Fê[íù�×�cæ˜érÕ 1, øO’é9K

íêÞ, ª¦éÑJ-þ×ŸÄ:

· é_vSàT“Í$C@à˙�íãqM

· .GíUà6×U/ò{qìD ¯

· ÿˇ’eeMCueM.êc

· Ç[¬Öíæ˜¦mÎ

· „‡úª|pí IP ¥¨d¬˙

· ÿˇ Logging p“íœ„Cup“.êc

· CGI u¦•−�Þ˙�Õ 

J Windows Vz, BbÉbYÎd¸, qì¯_íò{, ì‚-f_çíyh˙�1ì‚eM,

Zª¾ÎJ,F�×¶Mín/� Bk Linux T“Í$âkªJn‘¦), y‹,w ì4£qà

4, FJÅqrÖ×çíõð�æ¦·uUà Linux V-q� O6ÄÑ Linux uø_ OpenSource

íT“Í$, H[Oøïé_ß Linux, r0äí Hacker ·}ø−5 Server íø~��, ¨ÖF

�Í$í bug £Õ � ˚<í Linux �Üº@vÊ Linux é_êA(, ï,dø<!…íérq

ì�

J-ÿ_AÊ ICRA 2003ûn}£ÊÚ�2-�Ü Ap Server í%ð, cÜ|ø<Ý�!…

íérqì˙å� ¥<qìÖÍ�À, ºªJfn¥×¶MíøOp<WÑ�

· Uà ntsysv  Î..bí��: �ý��Bý, H[Õä©ªVí�−Bý, \p<íœ}ç

Í6óú±Q�øOVz3œ·É}�ø�ù�Ôyà¤, Î7¤à¤5Õí..b��@jª?É

1http://www.sans.org/top20
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£� cq¤ server ÉTX dns ��, µów…��à pop3�smtp C apache �·.âjª? 

Î�

· yh kernel £@à˙�|h�… (openssl�openssh): Linux�-C@à˙�íÕ \êÛ

(, øOî'0ÿ�^^�…, @Óv·< CERN �æéæ¦ê0ím7, ¹v‹J^^�

· ^Z/etc/hosts.allow £ hosts.deny: ^Z¥ù_f�ªÌ„©Qƒ xinetd.d ,í��í

IP�(à telnet)

· Zà ssh dÍ$�Ü: à‹* �AºVÖí LAN =1� ,b telnet ƒ5íœÂ, (à“J),

�'×íœ}ò{}\ sniff, ¥v|ßuN¬ ssh V©,±«œÂ�

· ^Z issue.net: Ê/etc/issue.net uNç5*�«3œépv, FõƒíåÞ, ãqM}z

linux í�…� kernel·�|V� Ñér–c, Bb@vbø…“¥�

· Uà iptables¬˙V%í¥¨: iptables/ipchains2, u}ú�Chains(INPUT�FORWARD

£ OUTPUT), £ù� Policy(ACCEPT £ DROP)�JuøO8”-Éd�Àí INPUT Chain

íqì¹ª�
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’mér×� Bruce Schneier {z:�Security is a Process, not a Product !� íü, …øÆu

−ú7’méríI2 – ³�LSø_’mérxXCß¹ªJdƒ100%íérÊˆ� xXí*

(, ´�˝Aí¡D£�Ü�

¤Õ, ’mérn/Î7VAk Internet 5Õ, *rÖ|ŒÑµ2ªJêÛ, Ä–kq¶íér

9KªW˛%�M�¯òí�‘� dß �Í$µ��� �f�µ�� ÝB �qñµ�� í’mér�−

†uÊ¢éN9KêÞíñøj¶; ¨�×E�Ì� f� (’e) æ¦�� æ¦p“��D�…J"

���

Öbí’méróÉAº�ZwÑéNíœò’eÕ¢9KÊ.�Ê, ÄÑ¢ò6%%Ë�¯¶

�Ì è¦œòf�, ¢ò66ªJ¯¶ËN¬®��−Vf]F¥’m, ¥6uÊÊ�� Êƒ� p

<W¿� ÿõ£›�érœ„Ê¸.7éN9Kí3Ä� Ä¤, úk¬%É·½k �æ˜ér� í�

Ü67k, ’méríh1N˛6@v‹J^£� .�érn/VAkÕ¶Cq¶,�Í$µ����f

�µ�� �−·u’mérí|(ø−Ê(, 6u|'bí’mér�ÜL��
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