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Introduction

Outline

Statistical Multiplexing
Inter-Process Communication
Network Architecture
Performance Metrics
Implementation Issues
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Building Blocks

* Nodes: PC, special-purpose hardware...

— hosts
— switches

» Links: coax cable, optical fiber...

— point-to-point @ == =

— multiple access - -
g ] ]

i
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Switched Networks
e A network can be defined recursively as...

— two or more nodes — two or more networks
connected by a link, or connected by a node
&8 O L

Spring 2002 CS 461 3



Strategies

 Circuit switching: carry bit streams
— original telephone network

» Packet switching: store-and-forward messages
— Internet

Spring 2002 CS 461



Addressing and Routing

» Address: byte-string that identifies a node
— usually unique

* Routing: process of forwarding messages to the
destination node based on its address
e Types of addresses
— unicast: node-specific
— broadcast: all nodes on the network
— multicast: some subset of nodes on the network

Spring 2002 CS 461



Multiplexing

* Time-Division Multiplexing (TDM)
* Frequency-Division Multiplexing (FDM)

L1 \ / R1
— —

E=2 - AN 4_» E=2

L2 — — R2
/ Switch 1 Switch 2 N\

R3
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Statistical Multiplexing

e On-demand time-division

o Schedule link on a per-packet basis

o Packets from different sources interleaved on link
« Buffer packets that are contending for the link

« Buffer (queue) overflow is called congestion

|
4

S—l=-
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Inter-Process Communication

o Turn host-to-host connectivity into process-to-process
communication.

o Fill gap between what applications expect and what the
underlying technology provides.
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|IPC Abstractions

 Request/Reply * Stream-Based

— distributed file systems ~ — Video: sequence of frames

— digital libraries (web) e 1/4 NTSC = 352x240 pixels
» (352 x 240 x 24)/8=247.5KB

30 fps = 7500KBps = 60Mbps
— video applications

* on-demand video
 video conferencing

Spring 2002 CS 461 9



What Goes Wrong In the Network?

» Bit-level errors (electrical interference)
» Packet-level errors (congestion)
e Link and node failures

» Packets are delayed

» Packets are deliver out-of-order
* Third parties eavesdrop

Spring 2002 CS 461 10



Spring 2002

Layering

» Use abstractions to hide complexity
 Abstraction naturally lead to layering
 Alternative abstractions at each layer

Application programs

Request/reply
channel

Message stream
channel

Host-to-host connectivity

Hardware

CS 461
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Protocols

 Building blocks of a network architecture

» Each protocol object has two different interfaces
— service interface: operations on this protocol
— peer-to-peer Interface: messages exchanged with peer

e Term “protocol” is overloaded
— specification of peer-to-peer interface
— module that implements this interface

Spring 2002 CS 461
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Interfaces

Service
interface

—_—
~

- ~
- ~

Peer-to-peer
interface

CS 461
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Protocol Machinery

 Protocol Graph
— most peer-to-peer communication is indirect
— peer-to-peer Is direct only at hardware level

Host 1 Host 2

pel
-
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Machinery (cont)

* Multiplexing and Demultiplexing (demux key)
« Encapsulation (header/body)

A A
Host Host
A

-
i-
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Internet Architecture

* Defined by Internet Engineering Task Force (IETF)
* Hourglass Design
» Application vs Application Protocol (FTP, HTTP)

Spring 2002 CS 461 16



Spring 2002

|ISO Architecture

End host

One or more nodes
within the network

CS 461

End host
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Performance Metrics
« Bandwidth (throughput)

— data transmitted per time unit
— link versus end-to-end
— notation

o KB =210 bytes

» Mbps = 10° bits per second

o Latency (delay)
— time to send message from point A to point B
— one-way versus round-trip time (RTT)
— components
Latency = Propagation + Transmit + Queue
Propagation = Distance / c
Transmit = Size / Bandwidth

Spring 2002 CS 461
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Bandwidth versus Latency

* Relative importance
— 1-byte: 1ms vs 100ms dominates 1Mbps vs 100Mbps
— 25MB: 1Mbps vs 100Mbps dominates 1ms vs 100ms

e Infinite bandwidth

— RTT dominates

« Throughput = TransferSize / TransferTime
e TransferTime = RTT + 1/Bandwidth x TransferSize

— 1-MB file to 1-Gbps link as 1-KB packet to 1-Mbps link

Spring 2002 CS 461
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Delay x Bandwidth Product

 Amount of data “in flight” or “in the pipe”
o Usually relative to RTT
e Example: 100ms x 45Mbps = 560KB

Delay

g

Bandwidth ‘ .

Spring 2002 CS 461
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Socket API

* Creating a socket
Int socket(int domain, int type, int protocol)
e« domain = PF_INET, PF_UNIX

. type = SOCK_STREAM, SOCK_DGRAM,
SOCK_RAW

 Passive Open (on server)
Int bind(int socket, struct sockaddr *addr, int addr_len)
Int listen(int socket, int backlog)
Int accept(int socket, struct sockaddr *addr, int addr_len)

Spring 2002 CS 461 21



Sockets (cont)

« Active Open (on client)
Int connect(int socket, struct sockaddr *addr,
Int addr_len)

« Sending/Recelving Messages
Int send(int socket, char *msg, int mlen, int flags)
Int recv(int socket, char *buf, int blen, int flags)

Spring 2002 CS 461
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Protocol-to-Protocol Interface

« Configure multiple layers
— static versus extensible

e Process Model
— avolid context switches

« Buffer Model
— avoid data copies

Spring 2002 CS 461
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Implementation Issues

Go To Talk Outline



Elements of a Protocol
Implementation

Outline
Service Interface
Process Model
Common Subroutines
Example Protocol
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Socket API

e Creating a socket

Int socket(int domain, int type, int protocol)
« domain = PF_INET, PF_UNIX
e type = SOCK_STREAM, SOCK_DGRAM, SOCK_RAW

« Passive Open (on server)
Int bind(int socket, struct sockaddr *addr, int addr_len)
Int listen(int socket, int backlog)
Int accept(int socket, struct sockaddr *addr, int addr_len)

Spring 2001 CS 461 2



Sockets (cont)

« Active Open (on client)
Int connect(int socket, struct sockaddr *addr,
Int addr_len)

« Sending/Recelving Messages
Int send(int socket, char *msg, int mlen, int flags)
Int recv(int socket, char *buf, int blen, int flags)

Spring 2001 CS 461



Protocol-to-Protocol Interface

« Configure multiple layers
— static versus extensible

e Process Model
— avolid context switches

« Buffer Model
— avoid data copies

Spring 2001 CS 461



Configuration

TCP UDP ICMP

name=tulip;

IP name=eth protocols=tulip;
name=arp protocols=eth;
name=ip protocols=eth,arp;
name=icmp protocols=ip;
name=udp protocols=ip;
name=tcp protocols=ip;

ARP

ETH

TUPLIP

Spring 2001 CS 461 5



Protocol Objects

* Active Open
Sessn xOpen(Protl hlp, Protl Illp,
Part *participants)

o Passive Open
XkReturn xOpenEnable(Protl hlp,Protl Ilp,
Part *participant)

XkReturn xOpenDone(Protl hlp,
Protl 1llp,Sessn session,
Part *participants)

« Demultiplexing
XkReturn xDemux(Protl hlp, Sessn lls,
Msg *message)

Spring 2001 CS 461 6



Session Objects

Local end-point of a channel
Interpret messages and maintain channel state
Export operations for sending and receiving messages

Operations

— send a message
XkReturn xPush(Sessn lls,Msg *message)

— deliver a message
XkReturn xPop(Sessn hls, Sessn lls,

Msg *message,void *hdr)

Spring 2001 CS 461 7



Process Model

[ ~—

[T -
- [

9=
S

— I

(a) (b)
Process-per-Protocol Process-per-Message
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Message Library

e Add header

N\

abcdefg

|

bcopy (“ xyz” , hdr, 3);
msgAddHdr(m, hdr, 3);

m\ l

xyzabcdefg

Spring 2001

o Strip header

"N

abcdefg

'

hdr =msgStripHdr(m, 3);

m\l

defg | +hdr="abc”
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Message Library (cont)

e Fragment message

N

msgFragment (m, new, 3);

defg

Spring 2001

abcdefg

v

¢ new

N

+

abc

* Reassemble messages

m]\\ mz\

abcd efg
msgReassemble(new, ml1, m2)
new ¢
\ abcdefg
CS 461 10



Event Library
» Scheduling Timeouts & Book-keeping activity

e QOperations

Event evSchedule(EvFunc function,
voild *argument,
int time)

EvCancelReturn evCancel(Event event)

Spring 2001 CS 461 11



Map Library

o Demultiplex Packets

e QOperations
Map mapCreate(int number,int size)
Binding mapBind(Map map,

void *key,
void *i1d)

XkReturn mapResolve(Map map,
voild *key,void **i1d)

Spring 2001 CS 461 12



Example

static Sessn
aspOpen(Protl self, Protl hlp, Part *p)

{

Sessn asp_s;

Sessn Ils;

Activeld key;

ProtlState *pstate = (ProtlState *)self->state;

bzero((char *)&key, sizeof(key));

/* High level protocol must specifty both */
/* local and remote ASP port */

key.localport = *((AspPort *) partPop(p[0]));
key.remoteport = *((AspPort *) partPop(p[l]));
/* Assume failure until proven otherwise */
asp_s = XK_FAILURE;

Spring 2001 CS 461
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/* Open session on low-level protocol */
IIs = xXOpen(self, xGetDown(self, 0), p);
1T ( IlIs = XK FAILURE )

{

key.lls = lls;

/* Check for session iIn active map */

iIT (mapResolve(pstate->activemap, &key,
(voird **)&asp s) == XK_FAILURE)

{

/* Session not in map; initialize 1t */
asp_s = asp_init_sessn(self, hlp, &key);
iIT ( asp_s !'= XK FAILURE )

{
/* A successful open */
return asp_s;

}

by

/* Error has occurred */

XClose(lls);

+

return asp_s;

}

Spring 2001 CS 461
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static XkReturn aspPush(Sessn s, Msg *msg)
{

SessnState *sstate;

AspHdr hdr;

void *but;

/* create a header */

sstate = (SessnState *) s->state;
hdr = sstate->hdr;

hdr.ulen = msgLen(msg) + HLEN;

/* attach header and send */
buf = msgAddrHdr(msg, HLEN);
aspHdrStore(&hdr, buf, HLEN, msqQ);
return xPush(xGetDown(s, 0), msg);
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static XkReturn aspDemux(Protl self, Sessn lls, Msg *msgQ)

{

AspHdr h;

Sessn S;
Activeld activeid;
Passiveld passiveid;
ProtlState  *pstate;
Enable *e;

void *buf;

pstate = (ProtlState *)self->state;

/* extract the header from the message */
buf = msgStripHdr(msg, HLEN);
aspHdrLoad(&h, buf, HLEN, msg);

/* construct a demux key from the header */
bzero((char *)&activeid, sizeof(activeid));
activeid.localport = h.dport;
activeid.remoteport = h.sport;

activeid.lls = lls;

Spring 2001 CS 461 16



/* see 1T demux key 1s 1In the active map */
iIT (mapResolve(pstate->activemap, &activeid,
(void **)&s) == XK FAILURE)
{
/* didn"t find an active session */
/* so check passive map */
passiveid = h.dport;
iIT (mapResolve(pstate->passivemap, &passiveid,
(void **)&e) == XK_FAILURE)
{
/* drop the message */
return XK SUCCESS;

}

/* port was enabled, so create a new */
/* session and inform hlp */
s = asp_init _sessn(self, e->hlp, &activeid);
XOpenDone(e->hlp, s, self);
}
/* pop the message to the session */
return xPop(s, Ils, msg, &h);

}

Spring 2001 CS 461



static XkReturn
aspPop(Sessn s, Sessn ds, Msg *msg, void *inHdr)

{
AspHdr *h = (AspHdr *) 1nHdr;

/* truncate message to length shown In header */
iIT ((h->ulen - HLEN) < msgLen(msg))

msgTruncate(msg, (int) h->ulen);

/* pass message up the protocol stack */
return xDemux(xGetUp(s), s, msg);

Spring 2001 CS 461
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Point-to-Point Links

Outline
Encoding
Framing
Error Detection
Sliding Window Algorithm
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Encoding

 Signals propagate over a physical medium
— modulate electromagnetic waves
— e.g., vary voltage

* Encode binary data onto signals

— e.g., 0 as low signal and 1 as high signal
— known as Non-Return to zero (NRZ)

Bts 0 0 1 01111 010O0O0O01O0
I T A A T
O e A I Y O
| o I |
| I I I I I I I |

NRZ
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Problem: Consecutive 1s or 0s

* Low signal (0) may be interpreted as no signal
« High signal (1) leads to baseline wander
* Unable to recover clock

Spring 2002 CS 461



Alternative Encodings

* Non-return to Zero Inverted (NRZI)

— make a transition from current signal to encode a one;
stay at current signal to encode a zero

— solves the problem of consecutive ones

 Manchester
— transmit XOR of the NRZ encoded data and the clock
— only 50% efficient (bit rate = 1/2 baud rate)

Spring 2002 CS 461



Encodings (cont)

 4B/5B

— every 4 bits of data encoded in a 5-bit code

— 5-bit codes selected to have no more than one leading O
and no more than two trailing 0s

— thus, never get more than three consecutive 0s
— resulting 5-bit codes are transmitted using NRZI
— achieves 80% efficiency

Spring 2002 CS 461



Encodings (cont)

Bis 0 0 1 0 1 1 1 1 01 0O0O0O0OTZ1OD0O

gk

Manchester

CS 461
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Framing

* Break sequence of bits into a frame
» Typically implemented by network adaptor

Bits

~ Adaptor

Adaptor '

Frames

Spring 2002 CS 461



Approaches

« Sentinel-based
— delineate frame with special pattern: 01111110
- e.g., HDLC, SDLC, PPP
8 16 16 8

Beginning | AEnding
‘sequence‘ Header ‘ Body / ERE sequence

— problem: special pattern appears in the payload
— solution: bit stuffing
 sender: insert O after five consecutive 1s
o receiver: delete O that follows five consecutive 1s

Spring 2002 CS 461



Approaches (cont)

« Couter-based
— Include payload length in header

— e.g.,, DDCMP
8 8 8 14 42 16
Z | Z| 2 | count Header‘ Body§ CRC
(V] (%] (U]

— problem: count field corrupted
— solution: catch when CRC falls

Spring 2002 CS 461



Approaches (cont)

e Clock-bhased

— each frame is 125us long
— e.¢g., SONET: Synchronous Optical Network
— STS-n (STS-1 =51.84 Mbps)

i, - ‘H ‘ ‘ '
u S 5 5
T T T

Hdr

90 columns

Spring 2002 CS 461 10



Cyclic Redundancy Check

o Add k bits of redundant data to an n-bit message

— wantk <<n
— e.¢g.,, k=32 and n=12,000 (1500 bytes)

e Represent n-bit message as n-1 degree polynomial
— e.¢g.,, MSG=10011010 as M(x) = x” + x4+ x3 + x1

» Letk be the degree of some divisor polynomial
-eg,Cx)=x3+x2+1

Spring 2002 CS 461 11



CRC (cont)

« Transmit polynomial P(x) that is evenly divisible
by C(X)
— shift left k bits, i.e., M(X)xk
— subtract remainder of M(x)xk / C(x) from M(x)xk

* Recelver polynomial P(x) + E(x)
— E(x) = 0 implies no errors

 Divide (P(x) + E(x)) by C(x); remainder zero If:
— E(X) was zero (no error), or
— E(X) is exactly divisible by C(x)

Spring 2002 CS 461
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Selecting C(x)

 All single-bit errors, as long as the xk and x° terms have
non-zero coefficients.

« All double-bit errors, as long as C(x) contains a factor with
at least three terms

* Any odd number of errors, as long as C(x) contains the
factor (x + 1)

* Any ‘burst’ error (i.e., sequence of consecutive error bits)
for which the length of the burst is less than k bits.

« Most burst errors of larger than k bits can also be detected
o See Table 2.6 on page 102 for common C(x)

Spring 2002 CS 461 13



Internet Checksum Algorithm

* View message as a sequence of 16-bit integers; sum using
16-bit ones-complement arithmetic; take ones-complement

of the result.

u_short
%ksum(u_short *buf, Int count)
register u_long sum = O;
while (count--)

{

sum += *buf++;
IT (sum & OxFFFFO000)

{

/* carry occurred, so wrap around */
sum &= OXFFFF;
sum++;

+
return ~(sum & OXFFFF);

Spring 2002 CS 461 14



Acknowledgements & Timeouts

Sender Receiver Sender Receivel
Fralhe ~ F’ame
5 5
£ 92 K g cK
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_%
- 5
=) o
3 :
£ =
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£ P

(b) (d)
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Stop-and-Wait

Sender Receiver

* Problem: keeping the pipe full

« Example
— 1.5Mbps link x 45ms RTT = 67.5Kb (8KB)
— 1KB frames implies 1/8th link utilization

Spring 2002 CS 461
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Sliding Window

 Allow multiple outstanding (un-ACKed) frames
» Upper bound on un-ACKed frames, called window

Sender Receive

—

Time

Spring 2002 CS 461 17



SW: Sender

e Assign sequence number to each frame (SegNum)

e Maintain three state variables:
— send window size (SWS)
— last acknowledgment received (LAR)

— last frame sent (LFS)
e Maintain invariant: LFS - LAR <= SWS
< SWS
[ |
t !

LA . LFS
e Advance LAR Wﬁen ACK arrives

e Buffer up to sws frames

Spring 2002 CS 461 18



SW: Recelver

Malintain three state variables
— receive window size (RWS)

— largest frame acceptable (LFA)
— last frame received (LFR)

Maintain invariant: LFA - LFR <= RWS

< Rws

--? %---

Frame SegNum arrives: * *
— If LFR < SegNum < = LFA—accept
— 1f SeqNum < =LFR or SeqNum > LFA __, discarded

Send cumulative ACKSs

Spring 2002 CS 461 19



Sequence Number Space

e SegNum field is finite; sequence numbers wrap around

e Seguence number space must be larger then number of
outstanding frames
e SWS <= MaxSegNum-1 is not sufficient
— suppose 3-bit SegNum field (0..7)
— SWS=RWS=7
— sender transmit frames 0..6
— arrive successfully, but ACKs lost
— sender retransmits 0..6
receiver expecting 7, 0..5, but receives second incarnation of 0..5

- SWS < (MaxSegNum+1)/2 is correct rule

 Intuitively, SegNum “slides” between two halves of
sequence number space

Spring 2002 CS 461
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Concurrent Logical Channels

Multiplex 8 logical channels over a single link
Run stop-and-walit on each logical channel

Maintain three state bits per channel

— channel busy

— current sequence number out

— next sequence number in

Header: 3-bit channel num, 1-bit sequence num
— 4-Dbits total

— same as sliding window protocol

Separates reliability from order

Spring 2002 CS 461



Shared Media Networks
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Shared Access Networks

Outline
Bus (Ethernet)
Token ring (FDDI)
Wireless (802.11)
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Ethernet Overview

o History
— developed by Xerox PARC in mid-1970s
— roots in Aloha packet-radio network
— standardized by Xerox, DEC, and Intel in 1978
— similar to IEEE 802.3 standard

« CSMA/CD

— carrier sense
— multiple access
— collision detection
e Frame Format
64 48 48 16 32

Dest Src
‘ Preamble‘ addr ‘ addr ‘Type‘ Body §Z‘CRC|
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Ethernet (cont)

Addresses

— unique, 48-bit unicast address assigned to each adapter
— example: 8:0:e4:bl1:2

— broadcast: all 1s

— multicast: first bitis 1

Bandwidth: 10Mbps, 100Mbps, 1Gbps
Length: 2500m (500m segments with 4 repeaters)
Problem: Distributed algorithm that provides fair access

Spring 2002 CS 461 3



Transmit Algorithm

e Iflineisidle...
— send immediately
— upper bound message size of 1500 bytes
— must wait 9.6us between back-to-back frames

* Ifline is busy...
— walt until idle and transmit immediately
— called 1-persistent (special case of p-persistent)
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Algorithm (cont)

 |f collision...

— Jam for 32 bits, then stop transmitting frame

— minimum frame 1s 64 bytes (header + 46 bytes of data)

— delay and try again
o 1st time: O or 51.2us
e 2nd time: 0, 51.2, or 102.4us
e 3rd time51.2, 102.4, or 153.6us
 nth time: k x 51.2us, for randomly selected k=0..2" - 1
 give up after several tries (usually 16)
 exponential backoff

Spring 2002 CS 461 5



Collisions

| >

= =
@

= =
(b)

= =
©

- -
@
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Token Ring Overview

o Examples
— 16Mbps IEEE 802.5 (based on earlier IBM ring)
— 100Mbps Fiber Distributed Data Interface (FDDI)

Q

O\
\/

Q

Spring 2002 CS 461



e Ildea

Token Ring (cont)

— Frames flow in one direction: upstream to downstream
— special bit pattern (token) rotates around ring
— must capture token before transmitting

— release token after done transmitting
« immediate release

 delayed release

— remove your frame when it comes back around

— stations get round-robin service

e Frame Format

8

8

48

48

32

24

Start of
frame

Control

Dest
addr

Src
addr

Body 7]

CRC

End of
frame

Status

Spring 2002
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Timed Token Algorithm

e Token Holding Time (THT)
— upper limit on how long a station can hold the token

e Token Rotation Time (TRT)

— how long it takes the token to traverse the ring
— TRT <= ActiveNodes x THT + RingLatency

» Target Token Rotation Time (TTRT)
— agreed-upon upper bound on TRT
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Algorithm (cont)

Each node measures TRT between successive tokens
— if measured-TRT > TTRT: token is late so don’t send
— If measured-TRT < TTRT: token is early so OK to send

Two classes of traffic

— synchronous: can always send

— asynchronous: can send only If token Is early
Worse case: 2XTTRT between seeing token
Back-to-back 2xTTRT rotations not possible

Spring 2002 CS 461 10



Token Maintenance

e Lost Token
— no token when initializing ring
— Dbit error corrupts token pattern
— node holding token crashes

» Generating a Token (and agreeing on TTRT)
— execute when join ring or suspect a failure
— send a claim frame that includes the node’s TTRT bid
— when receive claim frame, update the bid and forward

— 1f your claim frame makes it all the way around the ring:
* your bid was the lowest
e everyone knows TTRT
 you insert new token

Spring 2002 CS 461 11



Maintenance (cont)

* Monitoring for a Valid Token
— should periodically see valid transmission (frame or token)
— maximum gap = ring latency + max frame < =2.5ms
— set timer at 2.5ms and send claim frame if it fires

Spring 2002 CS 461 12



Wireless LANS

 I[EEE 802.11
e Bandwidth: 1 - 11 Mbps

e Physical Media
— spread spectrum radio (2.4GHz)
— diffused infrared (10m)

Spring 2002 CS 461
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Spread Spectrum

e |dea
— spread signal over wider frequency band than required
— originally designed to thwart jamming

* Frequency Hopping
— transmit over random sequence of frequencies

— sender and receiver share...
» pseudorandom number generator
e seed

— 802.11 uses 79 x 1IMHz-wide frequency bands

Spring 2002 CS 461
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Spread Spectrum (cont)

 Direct Sequence
— for each bit, send XOR of that bit and n random bits
— random sequence known to both sender and receiver
— called n-bit chipping code
— 802.11 defines an 11-bit chipping code

0 ‘ Data stream: 1010

Random sequence: 0100101101011001

0 ‘ XOR of the two: 1011101110101001
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Collisions Avolidance

e Similar to Ethernet
* Problem: hidden and exposed nodes

Spring 2002 CS 461
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MACAW

e Sender transmits RequestToSend (RTS) frame
* Recelver replies with ClearToSend (CTS) frame

* Neighbors...
— see CTS: keep quiet
— see RTS but not CTS: ok to transmit

* Recelve sends ACK when has frame
— neighbors silent until see ACK

e Collisions
— no collisions detection
— known when don’t receive CTS
— exponential backoff

Spring 2002 CS 461 17



Supporting Mobility

e Case 1: ad hoc networking

e Case 2: access points (AP)
— tethered
— each mobile node associates with an AP

)
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Mobility (cont)

e Scanning (selecting an AP)
— node sends Probe frame
— all AP’s w/in reach reply with ProbeResponse frame
— node selects one AP; sends it AssociateReqguest frame
— AP replies with AssociationResponse frame

— new AP informs old AP via tethered network

e When

— active: when join or move
— passive: AP periodically sends Beacon frame

Spring 2002 CS 461 19



Go To Talk Outline

Switched Networks
(Packet Switching)

10



Switching and Forwarding

Outline
Store-and-Forward Switches
Bridges and Extended LANS
Cell Switching
Segmentation and Reassembly
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Scalable Networks
e Switch
— forwards packets from input port to output port
— port selected based on address in packet header

3 ——— T3

3 ——— T3
STS- 11— STS-1
Input Output
ports ports

o Advantages
— cover large geographic area (tolerate latency)
— support large numbers of hosts (scalable bandwidth)
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Source Routing

0 switch 1

Spring 2002

2 Switch 2
2
01
L]
| —
Host A
0113
O Switch3
1 gy 3 |
—
Host B
2
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Virtual Circuit Switching

» EXxplicit connection setup (and tear-down) phase
o Subsequence packets follow same circuit
o Sometimes called connection-oriented model

11

* Analogy:
phone call

S

« Each switch H
maintains a VC
table
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Datagram Switching

* No connection setup phase
« Each packet forwarded independently
o Sometimes called connectionless model

Host D

Analogy: postal Host £
° 0 Switch1
. — Q_ Host F
system . wicn 2 =)
2
 Each switch
maintains a
forwarding

(routing) table
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Example Tables

o Circuit Table e Forwarding Table
(switch 1, port 2) (switch 1)

VCIn VC Out Port Out
Address Port

2

3
1
1

. OTmoO >
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Virtual Circuit Model

« Typically wait full RTT for connection setup before
sending first data packet.

* While the connection request contains the full address for
destination, each data packet contains only a small
Identifier, making the per-packet header overhead small.

e [faswitch or alink in a connection fails, the connection iIs
broken and a new one needs to be established.

« Connection setup provides an opportunity to reserve
resources.
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Datagram Model

e There is no round trip delay waliting for connection setup; a
host can send data as soon as it is ready.

e Source host has no way of knowing if the network is
capable of delivering a packet or if the destination host Is
even up.

» Since packets are treated independently, it is possible to
route around link and node failures.

« Since every packet must carry the full address of the
destination, the overhead per packet is higher than for the
connection-oriented model.
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Bridges and Extended LANSs

* LANSs have physical limitations (e.g., 2500m)

e Connect two or more LANSs with a bridge

— accept and forward strategy
— level 2 connection (does not add packet header)

A B C
0402
| | |
( <—F;ort1

Bridge

| -— Port 2

I N
028

X Y z

« Ethernet Switch = Bridge on Steroids
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Learning Bridges

Do not forward when unnecessary
Maintain forwarding table

I
o
wn
—
av)
o
—

288
| | |

‘N-<><ow>
‘NI\JI\JHHI—“

earn table entries based on source address
Table 1s an optimization; need not be complete

Always forward broadcast frames

Spring 2002 CS 461 10



Spanning Tree Algorlthm

* Problem: loops

* Bridges run a distributed spanning tree algorithm

— select which bridges actively forward
— developed by Radia Perlman
— now IEEE 802.1 specification

Spring 2002 CS 461
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Algorithm Overview

Each bridge has unique id (e.g., B1, B2, B3)
Select bridge with smallest id as root

Select bridge on each LAN closest to root as
designated bridge (use id to break ties)

Each bridge forwards frames L
over each LAN for which it
IS the designated bridge <

Spring 2002 CS 461 12



Algorithm Detalls

* Bridges exchange configuration messages
— 1d for bridge sending the message
— 1d for what the sending bridge believes to be root bridge
— distance (hops) from sending bridge to root bridge

« Each bridge records current best configuration
message for each port

* [nitially, each bridge believes it is the root
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Algorithm Detail (cont)

* When learn not root, stop generating config messages
— in steady state, only root generates configuration messages

* When learn not designated bridge, stop forwarding config
messages

— In steady state, only designated bridges forward config messages
* Root continues to periodically send config messages

 [f any bridge does not receive config message after a period

of time, it starts generating config messages claiming to be
the root

Spring 2002 CS 461 14



Broadcast and Multicast

 Forward all broadcast/multicast frames
— current practice

e Learn when no group members downstream

o Accomplished by having each member of
group G send a frame to bridge multicast
address with G In source field

Spring 2002 CS 461
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Limitations of Bridges

Do not scale
— spanning tree algorithm does not scale
— broadcast does not scale

* Do not accommodate heterogeneity

« Caution: beware of transparency

Spring 2002 CS 461
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Cell Switching (ATM)

« Connection-oriented packet-switched network
e Used in both WAN and LAN settings
 Signaling (connection setup) Protocol: Q.2931
o Specified by ATM forum

e Packets are called cells
— 5-byte header + 48-byte payload

e Commonly transmitted over SONET
— other physical layers possible
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Variable vs Fixed-Length Packets

e No Optimal Length
— 1f small: high header-to-data overhead
— 1f large: low utilization for small messages

* Fixed-Length Easier to Switch in Hardware
— simpler
— enables parallelism

Spring 2002 CS 461
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Big vs Small Packets

o Small Improves Queue behavior

— finer-grained preemption point for scheduling link
e maximum packet = 4KB
* link speed = 100Mbps
e transmission time = 4096 x 8/100 = 327.68us
* high priority packet may sit in the queue 327.68us
* in contrast, 53 x 8/100 = 4.24us for ATM

— near cut-through behavior
» two 4KB packets arrive at same time
 link idle for 327.68us while both arrive
e at end of 327.68us, still have 8KB to transmit
* In contrast, can transmit first cell after 4.24us
« atend of 327.68us, just over 4KB left in queue

Spring 2002 CS 461
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Big vs Small (cont)

o Small Improves Latency (for voice)
— voice digitally encoded at 64KBps (8-bit samples at 8KHz)
— need full cell’s worth of samples before sending cell
— example: 1000-byte cells implies 125ms per cell (too long)
— smaller latency implies no need for echo cancellers

« ATM Compromise: 48 bytes = (32+64)/2
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e User-Ne

4

8

Cell

twork Interface (UNI)

Format

1 8 384 (48 bytes)

GFC

VPI

VCI

Type

CLP | HEC (CRC-8)

Payload %ﬂ

— host-to-switch format
— GFC: Generic Flow Control (still being defined)
— VCI: Virtual Circuit Identifier

— VPI: Virtual Path Identifier

— Type: management, congestion control, AALS5 (later)
— CLPL Cell Loss Priority
— HEC: Header Error Check (CRC-8)

e Network-Network Interface (NNI)
— switch-to-switch format
— GFC becomes part of VVPI field

Spring 2002

CS 461
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Segmentation and Reassembly

 ATM Adaptation Layer (AAL)

— AAL 1 and 2 designed for applications that need
guaranteed rate (e.g., voice, video)

— AAL 3/4 designed for packet data
— AAL 5 Is an alternative standard for packet data

=
T7 T ==aT7 J‘ T===T
!

Spring 2002 CS 461
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AAL 3/4

* Convergence Sublayer Protocol Data Unit (CS-PDU)

8 8 16 < 64 KB 0—24 8 8 16

CPI Btag BASize User data %ﬁ Pad |0| Etag Len |

— CPI: commerce part indicator (version field)

— Btag/Etag:beginning and ending tag

— BAsize: hint on amount of buffer space to allocate
— Length: size of whole PDU
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Cell Format

40 2 4 10 352 (44 bytes) 6 10
ATM header Type | SEQ MID Payload 7 ‘Length ‘ CRC-10 |
— Type

 BOM: beginning of message
e COM: continuation of message
« EOM end of message

— SEQ: sequence of number
— MID: message id
— Length: number of bytes of PDU in this cell
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AALS5
e CS-PDU Format

<64 KB 0—47 bytes 16 16 32

‘ Data 57 \ Pad Reserved Len CRC-32 |

— pad so trailer always falls at end of ATM cell
— Length: size of PDU (data only)
— CRC-32 (detects missing or misordered cells)

e Cell Format
— end-of-PDU bit in Type field of ATM header
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Go To Talk Outline

IP and the Internet
(Internetworking)
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Internetworking

Outline
Best Effort Service Model
Global Addressing Scheme
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IP Internet

e Concatenation of Networks

H1 H2

2 &

Network 2 (Ethernet)

Network 3 (FDDI)

e Protocol Stack

H1

R1 R2

Spring 2002 CS 461
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Service Model

« Connectionless (datagram-based)

o Best-effort delivery (unreliable service)
— packets are lost
— packets are delivered out of order
— duplicate copies of a packet are delivered
— packets can be delayed for a long time

« Datagramformat o +« s 1 1 a1
Version| HLen | TOS Length
Ident Flags Offset
TTL Protocol Checksum
SourceAddr
DestinationAddr
Options (variable) (vaﬁggle)
Data

Spring 2002 CS 461



Fragmentation and Reassembly

 Each network has some MTU

* Design decisions
— fragment when necessary (MTU < Datagram)
— try to avoid fragmentation at source host
— re-fragmentation is possible
— fragments are self-contained datagrams
— use CS-PDU (not cells) for ATM
— delay reassembly until destination host
— do not recover from lost fragments
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Example

@

H1 R1 R2 R3
(b)
| |

|ETH|IP|(1400)|

T
(e¢]

[Fopifip2400)]  [PPP[iP|512)|

Spring 2002 CS 461

Start of header

Ident = x | . .0.0ffset:O

Rest of header

1400 data bytes

!

Start of header

Ident = x . . .1|Offset:0

Rest of header

512 data bytes

Start of header

Ident = x | . .1|Offset:64

Rest of header

512 data bytes

Start of header

Ident = x | | |0.0ffset:128

Rest of header

376 data bytes




Global Addresses

e Properties

— globally unique

— hierarchical: network + host

e Dot Notation
- 10.3.2.4
— 128.96.33.81
— 192.12.69.77

Spring 2002

7 24
(2) 0 | Network Host I
14 16
(0) 1|0 Network Host I
21 8
©) 1/1(0 Network HostI
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Datagram Forwarding

e Strategy
— every datagram contains destination’s address
— 1f connected to destination network, then forward to host
— 1f not directly connected, then forward to some router
— forwarding table maps network number into next hop
— each host has a default router
— each router maintains a forwarding table

 Example (R2) Network Number | Next Hop
1 R3
2 R1
3 Interface 1
4 Interface 0
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Address Translation

e Map IP addresses into physical addresses
— destination host
— next hop router

e Techniques
— encode physical address in host part of IP address
— table-based

 ARP
— table of IP to physical address bindings
— broadcast request if IP address not in table
— target machine responds with its physical address
— table entries are discarded if not refreshed
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ARP Detalls

e Request Format
— HardwareType: type of physical network (e.g., Ethernet)
— ProtocolType: type of higher layer protocol (e.g., IP)
— HLEN & PLEN: length of physical and protocol addresses
— Operation: request or response
— Source/Target-Physical/Protocol addresses
* Notes
— table entries timeout in about 10 minutes
— update table with source when you are the target
— update table if already have an entry
— do not refresh table entries upon reference
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ARP Packet Format

0 8 16 31

Hardware type = 1 ProtocolType = 0x0800

HLen =48 PlLen = 32 Operation

SourceHardwareAddr (bytes 6—3)

SourceHardwareAddr (bytes4-5)  |SourceProtocolAddr (bytes©- 1)

SourceProtocolAddr (bytes 2—3) ]I'argetHardwareAddr (bytes-6-1)

TargetHardwareAddr (bytes2 5)

TargetProtocolAddr (bytes 0-3)
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Internet Control Message Protocol
(ICMP)

« Echo (ping)

 Redirect (from router to source host)

« Destination unreachable (protocol, port, or host)
o TTL exceeded (so datagrams don’t cycle forever)
e Checksum failed

e Reassembly failed

e Cannot fragment
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Go To Talk Outline

Scalable Routing
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Routing

Outline
Algorithms
Scalability
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Overview

Forwarding vs Routing

— forwarding: to select an output port based on
destination address and routing table

— routing: process by which routing table is built
Network as a Graph

Problem: Find lowest cost path between two nodes

Factors
— static: topology
— dynamic: load

Spring 2002 CS 461 2



Distance Vector

» Each node maintains a set of triples
— (Destination, Cost, NextHop)

Directly connected neighbors exchange updates

— periodically (on the order of several seconds)
— whenever table changes (called triggered update)

Each update Is a list of pairs:

— (Destination, Cost)

Update local table if receive a “better” route

— smaller cost
— came from next-hop

Refresh existing routes; delete if they time out
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Example

Spring 2002

CS 461

Destination| Cost | NextHop
A 1 A
C 1 C
D 2 C
E 2 A
F 2 A
G 3 A




Routing Loops

« Examplel
— F detects that link to G has failed
— F sets distance to G to infinity and sends update t o A
— A sets distance to G to infinity since it uses F to reach G
— A receives periodic update from C with 2-hop path to G
— A sets distance to G to 3 and sends update to F
— F decides it can reach G in 4 hops via A

 Example 2
— link from A to E fails
— A advertises distance of infinity to E
— B and C advertise a distance of 2to E
— B decides it can reach E in 3 hops; advertises this to A
— A decides it can read E in 4 hops; advertises thisto C
— C decides that it can reach E in 5 hops...
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Loop-Breaking Heuristics

e Set Infinity to 16
« Split horizon
« Split horizon with poison reverse
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Link State

e Strategy

— send to all nodes (not just neighbors)
Information about directly connected links (not
entire routing table)

e Link State Packet (LSP)
— 1d of the node that created the LSP
— cost of link to each directly connected neighbor
— sequence number (SEQNO)
— time-to-live (TTL) for this packet
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Link State (cont)

* Reliable flooding
— store most recent LSP from each node
— forward LSP to all nodes but one that sent it

— generate new LSP periodically
e increment SEQNO
— start SEQNO at 0 when reboot

— decrement TTL of each stored LSP
e discard when TTL=0
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Route Calculation

» Dijkstra’s shortest path algorithm

e Let
— N denotes set of nodes in the graph
— 1 (i, J) denotes non-negative cost (weight) for edge (i, j)
— s denotes this node
— M denotes the set of nodes incorporated so far
— C(n) denotes cost of the path from s to node n

M = {s}
for each n In N - {s}
C(n) = 1(s, n)
while (N 1= M)
M = M union {w} such that C(w) is the minimum for
all w in (N - M
for each n in (N - M)
C(n) = MINCC(n), C (w) + I(w, n))
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Metrics

e Original ARPANET metric

— measures number of packets queued on each link
— took neither latency or bandwidth into consideration

e New ARPANET metric

— stamp each incoming packet with its arrival time (AT)
— record departure time (DT)

— when link-level ACK arrives, compute
Delay = (DT - AT) + Transmit + Latency

— If timeout, reset DT to departure time for retransmission
— link cost = average delay over some time period
e Fine Tuning

— compressed dynamic range
— replaced De lay with link utilization

Spring 2002 CS 461 10



How to Make Routing Scale

e Flat versus Hierarchical Addresses

 Inefficient use of Hierarchical Address Space

— class C with 2 hosts (2/255 = 0.78% efficient)

— class B with 256 hosts (256/65535 = 0.39% efficient)
o Still Too Many Networks

— routing tables do not scale
— route propagation protocols do not scale

Spring 2002 CS 461
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Internet Structure

Recent Past

NSFNET backbone

BA
re

RRNET MidNet

gional regional
Berkeley @ |
)

Spring 2002 CS 461
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Today

Spring 2002

Peering( )
point

“Consumer” ISP

Internet Structure

‘f

Backbone service provider \. Peering
point

Small
corporation

“Consumer” ISP

Large corporation

CS 461
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Subnetting

* Add another level to address/routing hierarchy: subnet
» Subnet masks define variable partition of host part
« Subnets visible only within site

‘ Network number ‘ Host number I

Class B address

‘ 1111111111711111111111111 ‘ 00000000 |

Subnet mask (255.255.255.0)

Network number Subnet ID Host ID

Subnetted address

Spring 2002 CS 461
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Subnet Example

Subnet mask: 255.255.255.128
Subnet number: 128.96.34.0

128.96.34.15
] 128.96.34.1
—

H1 ER1

128.96.34.130 Subnet mask: 255.255.255.128
Subnet number: 128.96.34.128

128.96.34.129 128.96.34.139
e —

= R2

L] == H2

— 128.96.33.1
128.96.33.14

Subnet mask: 255.255.255.0

Subnet number: 128.96.33.0 Forwarding table at router R1
Subnet Number |Subnet Mask Next Hop

128.96.34.0 255.255.255.128 |interface O
128.96.34.128 |255.255.255.128 |interface 1
128.96.33.0 255.255.255.0 |R2

Spring 2002 CS 461 15



Forwarding Algorithm

D = destination IP address
for each entry (SubnetNum, SubnetMask, NextHop)
D1 = SubnetMask & D
iIT D1 = SubnetNum
IT NextHop 1s an iInterface
deliver datagram directly to D
else
deliver datagram to NextHop

Use a default router if nothing matches

Not necessary for all 1s in subnet mask to be contiguous
Can put multiple subnets on one physical network
Subnets not visible from the rest of the Internet

Spring 2002 CS 461
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Supernetting

 Assign block of contiguous network numbers to
nearby networks

e Called CIDR: Classless Inter-Domain Routing

* Represent blocks with a single pair
(first_network address, count)

» Restrict block sizes to powers of 2

e Use a bit mask (CIDR mask) to identify block size

 All routers must understand CIDR addressing
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Route Propagation

e« Know a smarter router
— hosts know local router
— local routers know site routers
— site routers know core router
— core routers know everything

e Autonomous System (AS)
— corresponds to an administrative domain
— examples: University, company, backbone network
— assign each AS a 16-bit number

» Two-level route propagation hierarchy
— Interior gateway protocol (each AS selects its own)
— exterior gateway protocol (Internet-wide standard)

Spring 2002 CS 461
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Popular Interior Gateway Protocols

* RIP: Route Information Protocol
— developed for XNS
— distributed with Unix
— distance-vector algorithm
— based on hop-count

* OSPF: Open Shortest Path First
— recent Internet standard
— uses link-state algorithm
— supports load balancing
— supports authentication

Spring 2002 CS 461

19



EGP: Exterior Gateway Protocol

e QOverview

— designed for tree-structured Internet

— concerned with reachability, not optimal routes
e Protocol messages

— neighbor acquisition: one router requests that another
be its peer; peers exchange reachability information

— neighbor reachability: one router periodically tests if
the another is still reachable; exchange HELLO/ACK
messages; uses a k-out-of-n rule

— routing updates: peers periodically exchange their
routing tables (distance-vector)
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BGP-4: Border Gateway Protocol

e AS Types

— stub AS: has a single connection to one other AS
« carries local traffic only

— multihomed AS: has connections to more than one AS
o refuses to carry transit traffic

— transit AS: has connections to more than one AS
e carries both transit and local traffic

e Each AS has:

— one or more border routers

— one BGP speaker that advertises:
* local networks
« other reachable networks (transit AS only)
* gives path information

Spring 2002 CS 461
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BGP Example

« Speaker for AS2 advertises reachability to P and Q
— network 128.96, 192.4.153, 192.4.32, and 192.4.3, can be reached

directly from AS2
Customer P

128.96

192.4.153
Regional provider A
(AS 2)
Customer Q 192.4.32
192.4.3
Backbone network
(AS 1)
192.12.69
. . (AS 6)
Regional provider B
Customer S 192.4.54
(AS7) 192.4.23

» Speaker for backbone advertises

— networks 128.96, 192.4.153, 192.4.32, and 192.4.3 can be reached
along the path (AS1, AS2).

» Speaker can cancel previously advertised paths
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|P VVersion 6
e Features

— 128-bit addresses (classless)
— multicast

— real-time service

— authentication and security
— autoconfiguration

— end-to-end fragmentation

— protocol extensions

e Header

— 40-byte “base” header

— extension headers (fixed order, mostly fixed length)
» fragmentation
 source routing
 authentication and security
 other options

Spring 2002 CS 461
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Group Communication

Outline
Multicast Routing
Logical Time
Order & Membership Protocols
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Process Groups

Any set of processes that want to cooperate

Processes can join/leave either implicitly or explicitly
A process can belong to many groups

Groups can be either open or closed

Use multicast rather than point-to-point messages
— group name (address) provides a useful level of indirection

Example uses

— data dissemination (e.g., news)
— replicated servers
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Multicast Routing: LS

e Each host on a LAN periodically announces the
groups It belongs to using IGMP

e Augment update message (LSP) to include set of
groups that have members on a particular LAN

e Each router uses Dijkstra’s algorithm to compute
shortest-path spanning tree for each source/group pair

« Each router caches tree for currently active
source/group pairs

Spring 2002 CS 461 3



Multicast Routing: DV

 Reverse Path Broadcast

— Each router already knows that shortest path to S goes
through router N

— When receive multicast packet from S, forward on all
outgoing links (except one it arrived on), iff packet
arrived from N

— Eliminate duplicate broadcast packets by letting only
“parent” for LAN (relative to S) forward
 shortest path to S (learn from distance vector)
» smallest address to break ties
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DV (cont)

* Reverse Path Multicast
— Goal: prune networks have have no hosts in group G

— Step 1. determine if LAN is a leaf w/ no members in G
o leaf if parent is only router on the LAN
 determine if any hosts are members of G using IGMP

— Step 2: propagate “no members of G here” information

 augment (destination, cost) update sent to neighbors with set of
groups for which this network is interested in receiving
multicast packets

 only happens when multicast address becomes active

Spring 2002 CS 461 5



Replicated State Machine

Service Is characterized as a state machine that
modifies variables In response to outside operations

State machine is replicated to improve availability
Key Is ensuring

— all operations are atomic (applied at all functioning replicas)
— all replicas remain consistent (ops applied in same order)

Implementation

— encapsulate operations in messages
— send using group communication

Spring 2002 CS 461 6



Atomic Messages

o Atomicity property: a message Is delivered to all
members, or to none

o Firsttry...
— each recipient acknowledges message

— sender retransmits If ACK not received

— problem: sender could crash before message is
delivered everywhere
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Atomic Messages (cont)

o Fix: If sender crashes, a recipient volunteers to be
“backup sender” for the message
— re-sends message to everybody, waits for ACKs
— use simple algorithm to choose volunteer
— apply method again if backup fails
« Must remember all recelved messages in case we need
to become backup sender
— periodic protocol to “prune” old messages
— how know it’s safe to prune?

Spring 2002 CS 461 8



Message Ordering

« So far: different members may see messages In
different orders

e Ordered group communication requires all
members to agree about the order of messages

« Within group, assign global ordering to messages

* Hold back messages that arrive out-of-order
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Ordering: First Approach

» Central ordering server assigns global sequence
numbers

» Hosts apply to ordering server for numbers, or
ordering server sends all messages itself

« Have to deal with case where ordering server fails
— leader election we saw earlier

« Hold-back easy since sequence numbers are
sequential

Spring 2002 CS 461 10



Ordering: Second Approach

o Use time message was sent
— measured on sending host
— use host address to break ties

« Advantage
— simple and decentralized

» Disadvantage

— requires nearly synchronized clocks

— must hold back messages for a period equal to
maximum clock difference

Spring 2002 CS 461
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Logical Time

* Insight: often don’t care about when something
happened, only about which thing happened first

* Happened before relationship

— X <Y means “X happened before Y”

— three rules:

 if X and Y occur in the same process and X occurs before Y,
then X <Y

 if M is a message, then send(M) < receive(M)
e f X<Yand¥Y <Z thenX<Z

Spring 2002 CS 461
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Logical Time (cont)

e Given two events X and Y, either
— X<Y,or
— Y <X,or
— neither (X and Y are concurrent)

» <relation defines a partial order

* Example 4 3\
P2 o R\
P3 o E

Spring 2002 CS 461
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Message Context

* A process sends a
message In the context
of all the messages it
has received.

e (Group communication
represented with a
context graph.

o Example: 3 senders,
denoted a, b, and ¢

Spring 2002 CS 461
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Protocol

« Each server maintains a copy of the context graph
— union of all copies equals “global graph™

o Send: mid + mid of all predecessor messages
— leaves of sender’s copy of context graph
— bounded by number of participants (why?)
* Recelve: add to local copy and deliver to application
— hold back if not all predecessors are present
— ask sender to retransmit missing messages (why?)
— pass up to application in “context” order
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Protocol (cont)

« Applications can inspect context graph
— leaves, precedes, prev, root, stable

* Message stability
— followed by a message from all other participants

» System can free all stable messages from its copy
— will never be asked to retransmit them

Spring 2002 CS 461
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Host Fallures

e Guarantees

— all running processes are able to continue exchanging
messages

— a message contained in any running host’s copy will
eventually be incorporated into every running host’s copy

« Application support
— mask out failed processes
— adjusts message stability
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Message Order

e Context graph preserves partial order among
messages

« Each host can produce same total order by running
a topological sort on context graph

— Incremental since messages continually arriving

« Commit next “wave” of messages to application as
Soon as one message in wave becomes stable

— know that no future messages will be at same logical time
* Membership protocol much trickier

Spring 2002 CS 461 18



Router Construction

Outline
Switched Fabrics
IP Routers
Tag Switching
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Workstation-Based

« Aggregate bandwidth

— 1/2 of the 1/O bus bandwidth
— capacity shared among all hosts connected to switch
— example: 1Gbps bus can support 5 x 100Mbps ports (in theory)

o Packets-per-second —-yey

— must be able to switch 7N
small packets
— 300,000 packets-per-

second is achievable

— e.g., 64-byte packets
implies 155Mbps

K

~
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Switching Hardware

* Design Goals
— throughput (depends on traffic model)
— scalability (a function of n) !
T~

Switch
T fabric

—

e Ports
— circuit management (e.g., map VClIs, route datagrams)
— buffering (input and/or output)

e Fabric
— as simple as possible
— sometimes do buffering (internal)
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Buffering

* Wherever contention is possible
— Input port (contend for fabric)
— Internal (contend for output port)
— output port (contend for link)

» Head-of-Line Blocking

— Input buffering
2
- Port 1
1|2
Port 2

Switch
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Crossbhar Switches




Knockout Switch

Inputs

o Example CrOSSbar T

e Concentrator
— select | of n packets

111

I/

o Complexity: n?

L] L] L] L]
/
L] L]
[ [ ] ]
=/ —~/ =/ [l'/
il O

N
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Knockout Switch (cont)

o Qutput Buffer

Spring 2002

hhhhh

LB -
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Self-Routing Fabrics

e Banyan Network
— constructed from simple 2 x 2 switching elements
— self-routing header attached to each packet
— elements arranged to route based on this header
— no collisions if input packets sorted into ascending order

— complexity: nlog, n
P Y d- 001

011 001

110

111 011

110

111
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Self-Routing Fabrics (cont)

« Batcher Network
— switching elements sort two numbers
» some elements sort into ascending (clear)
» some elements sort into descending (shaded)
— elements arranged to implement merge sort

— complexity: n log?, n

« Common Design: Batcher-Banyan Switch
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High-Speed IP Router

e Switch (possibly ATM)
 Line Cards

[———(—/———— |
— link interface (input, output) ‘ .| Routing software | |
] v 25| | w/ router OS |
— router lookup (input) SEE| | _ |
] £g%5| || Routing Buffer ||
— common IP path (input) 2] 11 cpy memory |!
— packet queue (output) (N
-~ ft;C\?a?girr? (flc;;\r/‘\?a?g |rr(1j —
e Control Processor Couttering) itfering)
— routing protocol(s)
— exceptional cases 2P
23E
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IP Forwarding Is Slow

* Problem: classless IP addresses (CIDR)

* Route by variable-length Forwarding Equivalence
Classes (FEC)

— FEC = IP address plus prefix of 1-32 bits; e.g.,
172.200.0.0/16

 |P Router

— forwarding tbl: <FEC> ——<next hop, port>
— match IP address to FEC w/ longest prefix

Spring 2002 CS 461 11



ATM Forwarding

Primary goal: fast, cheap forwarding
1Gb/s IP router: $187,000
5Gb/s ATM switch: $41,000

Create Virtual Circuit at Flow Setup
— <in VCI>— <port, out VCI>

Cell Forwarding
— Index, swap, switch

Spring 2002 CS 461
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Cisco: Tag Switching

 Add a VCI-like tag to packets
— <in tag>——<next hop, port, out tag>

e TSR uses ATM switch hardware

 |IP routing protocols (OSPF, RIP, BGP)
— build forwarding table from routing table

e Goal: IP router functionality at ATM switch
speeds/costs

Spring 2002 CS 461 13



e Shim before IP header

Forwarding

Tag (20 bits)

CoS

S

TTL (8 bits)

e Tag Forwarding Information Base (TFIB)

— <in tag>——<next hop, port, out tag>

o Just like ATM
— Index, swap, switch

Spring 2002

CS 461

14



Tag Binding

New FEC from IP routing protocols
— Select local tag (index in TFIB)
— <in tag>——<next hop, port, ???>

Need <out tag> for next hop
Other routers need my <in tag>
Solution: distribute tags like other routing info
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Tag Distribution Protocol

o Send TDP messages to peers
— <FEC, my tag>

e Upon receiving TDP message, check if sender Is
next hop for FEC

— yes, save tag in TFIB
— no, can discard or save for future use

e ‘Control-driven’ label assignment

Spring 2002 CS 461
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The First Tag

« Two kinds of routers: edge vs. interior

B B B I N

* Edge: add shim based on IP lookup, strip at exit
* Interior: forward by tag only

Spring 2002 CS 461 17



Robustness Issues

o What if tag fault?
— try to forward (default route)
— discard packet

e Forwarding Loops
— topology changes cause temporary loops
— TTL field in tag, same as IP

Spring 2002 CS 461
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Ipsilon: IP Switching

e Run on ATM switch over ATM network
— ATM hardware + IP switching software

 |dea: Exploit temporal locality of traffic to cache
routing decisions

 Associate labels (VCI) with flows

— forward packets as usual

— malin difference i1s in how labels are created, distributed
to other routers
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|P Switch

e Assume default ATM virtual circuits between
routers

e Router runs IP routing protocol, can forward IP
packets on default VCs

* |dentify flows, assign flow-specific VC
— flow = port pair or host pair

o ‘Data-driven’ label assignment

Spring 2002 CS 461 20



Flow Setup on IP Switch

Controller
4
vci=x" | Portc

~ IFMP message ~ IFMP message
<flowID, vci = x, life> “<flowID, vci = y, life>
__________________________________________________________ .
VCi = X vCci =y
Port | Port |
ATM Switch

e <vCl =Xx>——<portc, vcl =x’>
e Get IFMP, <vci = x>— <port j, vci = y>
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Comparison

|P Switching Tag Switching
o Switch by flow o Switch by FEC
o Data driven e Control driven
o Soft-state timeout e Route changes
e Between end-hosts o Between edge TSRs
e Every router cando IP  Interior TSRs only do tag
lookup switching
e Scalable?

Spring 2002 CS 461 22



Router Construction |1

Outline
Network Processors
Adding Extensions
Scheduling Cycles



Observations

e Emerging commodity components can be
used to build IP routers

— switching fabrics, network processors, ...

e Routers are being asked to support a
growing array of services

— firewalls, proxies, p2p nets, overlays, ...

Spring 2002 CS 461 2



Router Architecture

Control Plane
(BGP, RSVP...)

Data Plane

(IP)

=i
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Software-Based Router

+ Cost

+ Programmability

— Performance (—300 Kpps)
— Robustness

Spring 2002 CS 461 4



Hardware-Based Router

— Cost
— Programmabillity

+ Performance (25+ Mpps)
+ Robustness

S 461 3)



NP-Based Router Architecture

+ Cost ($1500)
+ Programmability
? Performance

? Robustness
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Pentium

[\

Spring 2002

In General...

Pentium

|
IXP
[~
Pentium
|
IXP
[~
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Architectural Overview

.. . Network Services . ..

| Virtual
Router

... Hardware Configurations . ..

Spring 2002 CS 461

Packet Flows

|

Forwarding Paths

|

Switching Paths



Virtual Router

e Classifiers £

:
e Schedulers N
S/

e Forwarders
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Simple Example

IP

Active Protocol

/[
\_

AN
/




Intel IXP

\_/

Spring 2002

FIFOs

IXP1200 Chip

Scratch
; ;; 6 Micro-
i Engines
DRAM E
SRAM
StrongARM
79}
>
m
O
V
CS 461
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Spring 2002

Processor Hierarchy

MicroEngines

vvyY

CS 461
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Data Plane Pipeline

DRAM
—
(buffers)
—

Input SRAM Output
FIFO Slots — |(queues FIFO Slots
state)

Input Output
Contexts Contexts

Spring 2002 CS 461 13



Data Plane Processing

INPUT context loop OUTPUT context loop
wailt_for_data if (need data)
copy i1n_fifo-regs select_queue

Basic_IP_processing dequeue«SRAM

c_:opy regs—DRAM copy DRAM—out_fifo
iIT (last fragment)

enqueue—>SRAM

Spring 2002 CS 461 14



Pipeline Evaluation

M input W output

Measured
Independently

100Mbps Ether ~
0.142Mpps

Forwarding Rate (Mpps)
O FLPDNWPKMOUIO N OO O

ri

0O 4 8 16 24
MicroEngine Contexts
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What We Measured

e Static context assignment
— 16 input / 8 output

e Infinite offered load
e 64-byte (minimum-sized) IP packets
e Three different queuing disciplines

Spring 2002 CS 461
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Single Protected Queue

O\

O u-@-
® /' Output FIFO
O,

e Lock synchronization
e Max 3.47 Mpps
e Contention lower bound 1.67 Mpps
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Multiple Private Queues

NOE
/ Output FIFO

e Output must select queue
e Max 3.29 Mpps
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Multiple Protected Queues

~@—
/ Output FIFO

e Output must select queue
e Some QoS scheduling (16 priority levels)
e Max 3.29 Mpps

Spring 2002 CS 461 19




Data Plane Processing

INPUT context loop OUTPUT context loop
wait_for data if (need_data)
copy i1n_fifo-regs select_queue

Basic IP _processing dequeue<«SRAM

c_:opy regs—DRAM copy DRAM—out_fifo
iIT (last fragment)

enqueue—>SRAM

Spring 2002 CS 461 20



Cycles to Waste

INPUT context loop
walt for data

copy In_FTifo—-regs
Basic IP _processing
nop

nop

nop

copy regs—DRAM

iIT (last fragment)
engueue—>SRAM

Spring 2002

CS 461

OUTPUT context loop
1T (need_data)
select queue

dequeue«-SRAM
copy DRAM—out_fifo

21



How Many “NOPs” Possible?

IXP1200 Evalualtion Board
1.2 Mpps = 8x100Mbps

1.5 A

o
o1
1

| | | |
I I I I

0/0 40/4 80/8 160/16  320/32  640/64
Extra Register/SRAM Operations

Forwarding Rate (Mpps)
N

()

Spring 2002 CS 461
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Data Plane Extensions

Processing Memory Ops Register Ops
Basic IP 6 32
TCP Splicer 6 45
TCP SYN Monitor 1 5
ACK Monitor 3 15
Port Filter 5 26
Wavelet Dropper 2 28
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Control and Data Plane

Layered Video Analysis

(control plane)

I

Shared State

|

Smart Dropper

(data plane)

Spring 2002 CS 461
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What About the StrongARM?

e Shares memory bus with MicroEngines
— must respect resource budget

 What we do
— control IXP1200 <> Pentium DMA
— control MicroEngines

e What might be possible
— anything within budget
— exploit instruction and data caches

e We recommend against
— running Linux

Spring 2002 CS 461
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Performance

StrongArm

MicroEngines

Spring 2002 CS 461

310Kpps with
1510 cycles/packet

3.47Mpps w/ no VRP
or
1.13Mpps w/ VRP buget
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Pentium

e Runs protocols in the control plane
—e.g., BGP, OSPF, RSVP

e Run other router extensions
— e.g., proxies, active protocols, overlays

e Implementation
— runs Scout OS + Linux IXP driver
— CPU scheduler is key

Spring 2002 CS 461
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Processes

Input Port

Spring 2002

_U
|
|

-

Pentium

»
»

Output Port

CS 461

28




Performance

350
- Interrupt
300
Polling, 1 Process
250

N EEE-— N

» 200 Polling, 2 Process
Q.

Q

X 150 / .

~ Polling, 3 Process
100 /

- Polling, 3 Process,
50 w/0 Batching

Aggregate Forwarding Rate

O I I I I I I I
O 50 100 150 200 250 300 350 400

Aggregate Offered Load (Kpps)
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Spring 2002

Performance (cont)

H 450MHz P-11
M Cisco 7200
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Scheduling Mechanism

e Proportional share forms the base
— each process reserves a cycle rate
— provides isolation between processes
— unused capacity fairly distributed

e Eligibility
— a process receives its share only when its source
gueue is not empty and sink queue is not full

e Batching
— to minimize context switch overhead

Spring 2002 CS 461
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Share Assignment

QoS Flows
— assume link rate is given, derive cycle rate
— conservative rate to input process
— keep batching level low

e Best Effort Flows
— may be influenced by admin policy
— use shares to balance system (avoid livelock)
— keep batching level high

Spring 2002 CS 461
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A (BE)
B (QoS)
C (QoS)

Spring 2002

Experiment

. > B
> T >A+C
N >
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Mixing Best Effort and QoS

e |Increase offered load from A

250
Aggreate
—_
3
) 200
4
Z —A— Flow A (BE)
g 150
o
O
c 100 - Flow B
-E ?J‘—EII_EII_EEI]—E— EIJ_E_@ (Q 0S,
g 90Kpps)
S 50 A—=a
L? —-Flow C
(Qos,
0 | | | | | | | 90Kpps)

0 20 40 60 80 100 120 140
Flow A Offered Load (Kpps)
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CPU vs Link

e Fix A at 50Kpps, increase its processing cost

250 |
Aggreate
—~
%)
Q
= 200
X
; —A— Flow A (BE)
EG 150
o
= 100 Flow B
<A N (Qos,
g _l\m\ 90K pps)
c 50 L —
(8 1!,1\1‘]\ —4-Flow C
e o (Qos,
0 90Kpps)

0 10 20 30 40 50 60
Flow A Additional Processing Delay (us)

Spring 2002 CS 461
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Turn Batching Off

250
Aggreate
—_
3
) 200
<
= —A—Flow A (BE)
g 150
nd
(@)
c
£ 100 Flow B
= b0 — %@ hd (Qos,
g 90Kpps)
S 50
9 —-Flow C
(Qos,
o | N | A 90Kpps)

0 10 20 30 40 50 60
Flow A Additional Processing Delay (us)

e CPU efficiency: 66.2%
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Enforce Time Slice

250 |
Aggreate

—_
o
=3 200
<
o —A—Flow A (BE)
6:*'5' 150
o
= ~ Flow B
2 ®l (Qos,
g 90Kpps)
S
o
L

50
—-Flow C
(Qos,
0 T T T T 4‘* 90Kpps)

0 10 20 30 40 50 60
Flow A Additional Processing Delay (us)

e CPU efficiency: 81.6% (30us quantum)

Spring 2002 CS 461
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Batching Throttle

Scheduler Granularity: G
— flow processes as many packets as possible w/in G

Efficiency Index: E, Overhead Threshold: T
— keep the overhead under T%, then 1/ (1+T) <E

Batch Threshold: Bi

— don’t consider Flow I active until it has accumulated
at least Bi packets, where Csw / (Bi x Ci) < T

Delay Threshold: Di
— consider a flow that has waited Di active
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Dynamic Control

e Flow specifies delay requirement D

e Measure context switch overhead offline
e Record average flow runtime

e Set E based on workload

e Calculate batch-level B for flow
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Service Time (us)

Packet Trace
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Go To Talk Outline

TCP and UDP
(End-to-End Protocols)

13



Reliable Byte-Stream (TCP)

Outline
Connection Establishment/Termination
Sliding Window Revisited
Flow Control
Adaptive Timeout

Spring 2002 CS 461



End-to-End Protocols

* Underlying best-effort network
— drop messages
— re-orders messages
— delivers duplicate copies of a given message
— limits messages to some finite size
— delivers messages after an arbitrarily long delay

e Common end-to-end services
— guarantee message delivery
— deliver messages in the same order they are sent
— deliver at most one copy of each message
— support arbitrarily large messages
— support synchronization
— allow the receiver to flow control the sender
— support multiple application processes on each host
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Simple Demultiplexor (UDP)

o Unreliable and unordered datagram service
e Adds multiplexing
* No flow control

e Endpoints identified by ports

— servers have well-known ports
— see /etc/services on Unix

e Header format

Length Checksum

Data

P~
« Optional checksum Ty

— psuedo header + UDP header + data
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TCP Overview

« Connection-oriented * Full duplex
e Byte-stream * Flow control: keep sender
— app writes bytes from overrunning receiver
— TCP sends segments e Congestion control: keep
— app reads bytes sender from overrunning
network
- 1O
L1 write [ ] Read
bytes :  bytes
lel ]
TCP TCP
| Receive buffef

4

[ Segment| | Segment|==RrSegment|

Transmit segments
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Data Link Versus Transport

 Potentially connects many different hosts
— need explicit connection establishment and termination

o Potentially different RTT

— need adaptive timeout mechanism
o Potentially long delay in network

— need to be prepared for arrival of very old packets
o Potentially different capacity at destination

— need to accommodate different node capacity

 Potentially different network capacity
— need to be prepared for network congestion
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Segment Format

0 4 10 16 31

SrcPort DstPort

SequenceNum

Acknowledgment

HdrLen 0 Flags AdvertisedWindow

Checksum UrgPtr

Options (variable)

Data
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Segment Format (cont)

Each connection identified with 4-tuple:
— (SrcPort, SrclPAddr, DsrPort, DstlPAddr)

Sliding window + flow control
— acknowledgment, SequenceNum, AdvertisedWinow

Data (SequenceNum)

//\

Sender Receiver

~

Acknowledgment +
AdvertisedWindow

Flags
— SYN, FIN, RESET, PUSH, URG, ACK

Checksum
— pseudo header + TCP header + data
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Connection Establishment and
Termination

Active participant Passive participant
(client) (server)
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Spring 2002

State Transition Diagram

CLOSED
'y

Active open /SYN
Passive open Close

Y
LISTEN

SYN/SYN + ACK Send/SYN

SYN/SYN + ACK

SYN _RCVD |= SYN_SENT
ACK N\ /" SYN + ACK/ACK
Close/FIN ESTABLISHED
Y Close/FIN . FIN/ACK
FIN_WAIT_ 1 CLOSE_WAIT
< FIN/ACK
ACK C Close/FIN
/ Yy
FIN WAIT 2 C CLOSING LAST _ACK
ACK Timeout after two ACK
Y segment lifetimes Y
FIN/ACK
» TIME_WAIT » CLOSED
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Sliding Window Revisited

Sending application Receiving application

LastByteWrittek Ter L/astByteRead Ter
é i A { % i A %
LastByteAcked LastByteSent NextByteExpected } LastByteRcvd
(a) (b)
o Sending side e Recelving side
— LastByteAcked <= — LastByteRead <
LastByteSent NextByteExpected
— LastByteSent <= — NextByteExpected <=
LastByteWritten LastByteRcvd +1
— buffer bytes between — buffer bytes between
LastByteAcked and NextByteRead and
LastByteWritten LastByteRcvd

Spring 2002 CS 461 10



Flow Control

Send buffer size: MaxSendBuffer
Recelve buffer size: MaxRcvBuffer

Recelving side
— LastByteRcvd - LastByteRead < = MaxRcvBuffer

— AdvertisedWindow = MaxRcvBuffer - (NextByteExpected -
NextByteRead)

Sending side
— LastByteSent - LastByteAcked < = AdvertisedWindow

— EffectiveWindow = AdvertisedWindow - (LastByteSent -
LastByteAcked)

— LastByteWritten - LastByteAcked < = MaxSendBuffer

— block sender if (LastByteWritten - LastByteAcked) +y >
MaxSenderBuffer

Always send ACK in response to arriving data segment
Persist when AdvertisedWindow= 0O

Spring 2002 CS 461 11



Silly Window Syndrome

* How aggressively does sender exploit open window?

[ [
—/ ———_ A—
Sender Receiver
\ /

e Recelver-side solutions

— after advertising zero window, wait for space equal to a
maximum segment size (MSS)

— delayed acknowledgements

Spring 2002 CS 461 12



Nagle’s Algorithm

 How long does sender delay sending data?
— too long: hurts interactive applications
— too short: poor network utilization
— strategies: timer-based vs self-clocking

* When application generates additional data

— 1f fills a max segment (and window open): send it

— else
e |f there i1s unack’ed data in transit; buffer it until ACK arrives
e else: send it

Spring 2002 CS 461 13



Protection Against Wrap Around

o 32-bit SequenceNum

Bandwidth Time Until Wrap Around
T1 (1.5 Mbps) 6.4 hours

Ethernet (10 Mbps) 57 minutes

T3 (45 Mbps) 13 minutes

FDDI (100 Mbps) 6 minutes

STS-3 (155 Mbps) 4 minutes

STS-12 (622 Mbps) 55 seconds

STS-24 (1.2 Gbps) 28 seconds
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Keeping the Pipe Full

e 16-bit AdvertisedWindow

Bandwidth Delay x Bandwidth Product
T1 (1.5 Mbps) 18KB

Ethernet (10 Mbps) 122KB

T3 (45 Mbps) 549KB

FDDI (100 Mbps) 1.2MB

STS-3 (155 Mbps) 1.8MB

STS-12 (622 Mbps) 7.4MB

STS-24 (1.2 Gbps) 14.8MB

assuming 100ms RTT
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TCP Extensions

* Implemented as header options
 Store timestamp In outgoing segments

Extend sequence space with 32-bit timestamp
(PAWS)

Shift (scale) advertised window
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Adaptive Retransmission
(Original Algorithm)

e Measure SampleRTT for each segment / ACK pair

o Compute weighted average of RTT
— EStRTT = aXEStRTT + gx SampleRTT
— where a+ 5 =1
— a between 0.8 and 0.9
— [ between 0.1 and 0.2
e Set timeout based on EstRTT

— TimeQut =2 x EstRTT

Spring 2002 CS 461
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Karn/Partridge Algorithm

Sender

SampleRTT

Spring 2002

O

Moy
/Q/na/ ffans

W

Receiver

CS 461

SampleRTT

Sender

M1

I‘/:g,',7
a/ transml_s
SiOn

NS

Receive

(b)

Do not sample RTT when retransmitting
Double timeout after each retransmission
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Jacobson/ Karels Algorithm

New Calculations for average RTT
Diff =SampleRTT - EStRTT
EStRTT = EStRTT + (& x Diff)
Dev = Dev + o6( |Diff| - Dev)
— where d is a factor between 0 and 1
Consider variance when setting timeout value
TimeOut = u X EStRTT + ¢ x Dev
— where u=1and ¢g=4
Notes

— algorithm only as good as granularity of clock (500ms on Unix)
— accurate timeout mechanism important to congestion control (later)
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Congestion Control

Outline
Queuing Discipline
Reacting to Congestion
Avoiding Congestion
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|ssues

e Two sides of the same coin
— pre-allocate resources so at to avoid congestion
— control congestion if (and when) is occurs

S,

053
OMbpg ErQ
heme’ Router | — — — . Destination
Q 1.5-Mbps T1 link
0
o oV
S

« Two points of implementation
— hosts at the edges of the network (transport protocol)
— routers inside the network (queuing discipline)

e Underlying service model
— best-effort (assume for now)
— multiple qualities of service (later)
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Framework

e Connectionless flows
— sequence of packets sent between source/destination pair
— maintain soft state at the routers

Router
Destination
1

2

e Taxonomy
— router-centric versus host-centric
— reservation-based versus feedback-based
— window-based versus rate-based

Spring 2002 CS 461



Evaluation
e Fairness

e Power (ratio of throughput to delay)

A

Throughput/delay

Optimal

load Load
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o First-In-First-Out (FIFO)

Queuing Discipline

— does not discriminate between traffic sources

e Fair Queuing (FQ)

— explicitly segregates traffic based on flows

— ensures no flow captures more than its share of capacity

— variation: weighted fair queuing (WFQ)
e Problem?

Spring 2002

Flow 1

Flow 2

Flow 3

Flow 4

CS 461

Round-robin
service



FQ Algorithm

» Suppose clock ticks each time a bit is transmitted
 Let P, denote the length of packet i

» LetS; denote the time when start to transmit packet I

» Let F,; denote the time when finish transmitting packet |
¢ Fi=5+P

* When does router start transmitting packet 1?

— 1f before router finished packet i - 1 from this flow, then
Immediately after last bitof 1 - 1 (F; ;)

— 1f no current packets for this flow, then start
transmitting when arrives (call this A))

Thus: F, = MAX (F,_,, A) + P,

Spring 2002 CS 461 6



Flow 1

T T
i1
U1l 00

Spring 2002

FQ Algorithm (cont)

e For multiple flows

— calculate F; for each packet that arrives on each flow
— treat all F;’s as timestamps
— next packet to transmit Is one with lowest timestamp

* Not perfect: can’t preempt current packet
« Example

Flow 2 Output

F=2

(@)

CS 461

Flow 1
(arriving)

Flow 2
(transmitting) Output

(b)
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TCP Congestion Control

e Idea

— assumes best-effort network (FIFO or FQ routers) each
source determines network capacity for itself

— uses implicit feedback
— ACKs pace transmission (self-clocking)
e Challenge
— determining the available capacity in the first place
— adjusting to changes in the available capacity
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Additive Increase/Multiplicative
Decrease

* Objective: adjust to changes in the available capacity

* New state variable per connection: CongestionWindow
— limits how much data source has in transit

MaxWin = MIN(CongestionWindow,

AdvertisedWindow)
EfFfWin = MaxWin - (LastByteSent -
LastByteAcked)

 ldea:
— iIncrease CongestionWindow when congestion goes down
— decrease CongestionWindow when congestion goes up
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AIMD (cont)

e Question: how does the source determine whether
or not the network Is congested?

e Answer: a timeout occurs
— timeout signals that a packet was lost
— packets are seldom lost due to transmission error
— lost packet implies congestion

Spring 2002 CS 461 10



AIMD (cont)

e Algorithm
— Increment CongestionWindow by
one packet per RTT (linear increase)
— divide CongestionWindow by two

whenever a timeout occurs
(multiplicative decrease)

 In practice: increment a little for each ACK
Increment = (MSS * MSS)/CongestlonW|ndow

CongestionWindow += Increment

Spring 2002 CS 461 11



AIMD (cont)

e Trace: sawtooth behavior

70 -
60 -
50 -

40~

X 30 -
20 -
10 -

I I I I I I
1.0 2.0 3.0 4.0 5.0 6.0

Time (seconds)
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Slow Start

* Objective: determine the available
capacity in the first

 ldea:
— begin with CongestionWindow =1
packet

— double CongestionWwindow each RTT
(increment by 1 packet for each ACK)

Spring 2002 CS 461

Source

W\

Destination
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)
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Slow Start (cont)

Exponential growth, but slower than all at once

e Used...

— when first starting connection
— when connection goes dead waiting for timeout

Trace

70 —
60
50
o 40
X 30 -
20
10

| | | | | | | | |
1.0 2.0 3.0 4.0 5.0 6.0 7.0 8.0 9.0

Time (seconds)

Problem: lose up to half a CongestionWindow’s
worth of data
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Fast Retransmit and Fast Recovery

e Problem: coarse-grain

TCP timeouts lead to idle

periods
e [ast retransmit; use

duplicate ACKSs to trigger

retransmission

Spring 2002

CS 461

Sender

Packet 1
Packet 2
Packet 3
Packet 4

Packet 5
Packet 6

Retransmit
packet 3

VY

Receiver

ACK 1
ACK 2

ACK 2

ACK 2
ACK 2

ACK 6
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Results

70 — [ I mHHHHHHHHHHHHH\HHHHHHH\HHHHHHHHH\HHHHHHHHHHHH\HH\HHHHHH e R NN

60

50
® 40

f
20
10
I I I I I I ]
1.0 2.0 3.0 4.0 5.0 6.0 7.0

Time (seconds)

e [Fast recovery
— skip the slow start phase

— go directly to half the last successful
CongestionWindow (ssthresh)
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Congestion Avoidance

« TCP’s strategy
— control congestion once it happens

— repeatedly increase load in an effort to find the point at which
congestion occurs, and then back off

o Alternative strategy

— predict when congestion is about to happen

— reduce rate before packets start being discarded

— call this congestion avoidance, instead of congestion control
* Two possibilities

— router-centric: DECbit and RED Gateways

— host-centric: TCP Vegas

Spring 2002 CS 461
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DECDhit

e Add binary congestion bit to each packet header

e Router
— monitors average queue length over last busy+idle cycle

Queue length

A
Current
time
= Time

Prewous Current

cycle cycle

Averaglng
interval

— set congestion bit If average queue length > 1
— attempts to balance throughout against delay

—_

—
Lol
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End Hosts

 Destination echoes bit back to source
e Source records how many packets resulted in set bit

 |f less than 50% of last window’s worth had bit set
— Increase CongestionWindow by 1 packet

* |f 50% or more of last window’s worth had bit set
— decrease CongestionWindow by 0.875 times

Spring 2002 CS 461 19



Random Early Detection (RED)

 Notification is implicit

— Just drop the packet (TCP will timeout)

— could make explicit by marking the packet
e Early random drop

— rather than wait for queue to become full, drop each
arriving packet with some drop probability whenever
the queue length exceeds some drop level

Spring 2002 CS 461 20



RED Detalls

e Compute average gueue length
AvgLen = (1 - Weirght) * AvglLen +
Werght * SamplelLen
0 <Weirght <1 (usually 0.002)
SamplelLen is queue length each time a packet arrives

MaxThreshold MinThreshold

AvglLen

Spring 2002 CS 461
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RED Detalils (cont)

« Two queue length thresholds

iIT AvgLen <= MinThreshold then

enqueue the packet
IT MinThreshold < AvgLen < MaxThreshold then

calculate probability P
drop arriving packet with probability P

i1IT ManThreshold <= AvglLen then
drop arriving packet

Spring 2002 CS 461
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RED Detalls (cont)
e Computing probability P

TempP = MaxP * (AvgLen - MinThreshold)/
(MaxThreshold - MinThreshold)

P = TempP/(1 - count * TempP)
« Drop Probability Curve

P(drop)
A

10

MaxP
/ AvglLen
' >

MinThresh MaxThresh
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Tuning RED

* Probability of dropping a particular flow’s packet(s) is
roughly proportional to the share of the bandwidth that flow
IS currently getting

« MaxP is typically set to 0.02, meaning that when the average
queue size Is halfway between the two thresholds, the
gateway drops roughly one out of 50 packets.

o |f traffic id bursty, then MinThreshold should be

sufficiently large to allow link utilization to be maintained at
an acceptably high level

» Difference between two thresholds should be larger than the

typical increase in the calculated average queue length in one
RTT; setting MaxThreshold to twice MinThreshold is

reasonable for traffic on today’s Internet
« Penalty Box for Offenders
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TCP Vegas

 |dea: source watches for some sign that router’s queue is
building up and congestion will happen too; e.g.,
— RTT grows 201110

B

— sending rate flattens ¢ 3%

T f T T T T T T T T T T T T T 1
05 10 15 20 25 3.0 35 40 45 50 55 60 65 7.0 75 80 85
Time (seconds)

2 900
2 700
2 500
2 300
A 100

T T T | T T T T T T T T T T T T 1
05 10 15 20 25 30 35 40 45 50 55 6.0 65 70 75 8.0 85
Time (seconds)

U At L

T T T I T T T T T T T T T T T T 1
05 10 15 20 25 30 35 40 45 50 55 6.0 65 7.0 75 80 85
Time (seconds)

Queue size in router
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Algorithm

e Let BaseRTT be the minimum of all measured RTTs
(commonly the RTT of the first packet)

 |f not overflowing the connection, then
ExpectRate = CongestionWindow/BaseRTT
« Source calculates sending rate (ActualRate) once per RTT

« Source compares ActualRate with ExpectRate
Diff = ExpectedRate - ActualRate
1T Diff < «
increase CongestionWindow linearly

else 1f Diff >

decrease CongestionWindow linearly
else

leave CongestionWindow unchanged

C
f
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Algorithm (cont)

« Parameters 7 1D 0 0 A 0 0 0 30
— a=1packet §§
— pB=3packets

I I I I I I I I I I I I I I I I
05 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80
Time (seconds)

240 -
200

2 160
€ 120 4
80 -

40

| | | | | | | | | | | | | | | |
05 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80

Time (seconds)

e Even faster retransmit
— keep fine-grained timestamps for each packet
— check for timeout on first duplicate ACK
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Quality of Service

Outline
Realtime Applications
Integrated Services
Differentiated Services
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Realtime Applications

e Require “deliver on time” assurances
— must come from inside the network

A

/\Ji/\/ ﬁo;/:}rtgr 0070 00 [ Butter, ——(

Speaker

=

o Example application (audio)
— sample voice once every 125us
— each sample has a playback time
— packets experience variable delay in network
— add constant factor to playback time: playback point
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Playback Buffer

Packet
arrival
a5
o]
£ Packet
= .
< generation Playback
=1 Network /o Buffer
& delay
- —p
Time
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Example Distribution of Delays

- 90% 97% 98% 99%
2 —
&
g
v
&
1 —]
I I I

50 100 150 200
Delay (milliseconds)
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Taxonomy

Applications
/\
Elastic Real time
/\
Intolerant Tolerant
/\
Nonadaptive Adaptive
/\
Rate adaptive Delay adaptive
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Integrated Services

e Service Classes
— guaranteed
— controlled-load

e Mechanisms
— signalling protocol
— admission control
— policing
— packet scheduling
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Flowspec

e Rspec: describes service requested from network
— controlled-load: none
— guaranteed: delay target

o Tspec: describes flow’s traffic characteristics
— average bandwidth + burstiness: token bucket filter
— tokenrate r
— bucket depth B
— must have a token to send a byte
— must have n tokens to send n bytes
— start with no tokens
— accumulate tokens at rate of r per second
— can accumulate no more than B tokens
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Per-Router Mechanisms

e Admission Control
— decide if a new flow can be supported
— answer depends on service class
— not the same as policing

» Packet Processing

— classification: associate each packet with the
appropriate reservation

— scheduling: manage queues so each packet receives the
requested service
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Reservation Protocol

e Calledsignaling in ATM

* Proposed Internet standard: RSVP

« Consistent with robustness of today’s connectionless model
» Uses soft state (refresh periodically)

e Designed to support multicast

e Recelver-oriented

 Two messages: PATH and RESV

e Source transmits PATH messages every 30 seconds
« Destination responds with RESV message

« Merge requirements in case of multicast

o (Can specify number of speakers

Spring 2002 CS 461 9
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RSVP Example

\
RESV
(merged)

CS 461
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RSVP versus ATM (Q.2931)

e RSVP

— receiver generates reservation

— soft state (refresh/timeout)

— separate from route establishment
— QoS can change dynamically

— receiver heterogeneity

e ATM
— sender generates connection request
— hard state (explicit delete)
— concurrent with route establishment
— QoS is static for life of connection
— uniform QoS to all receivers

Spring 2002 CS 461
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Differentiated Services

* Problem with IntServ: scalability

 |dea: segregate packets into a small number of classes
— e.g., premium vs best-effort

» Packets marked according to class at edge of network
« Core routers implement some per-hop-behavior (PHB)

o Example: Expedited Forwarding (EF)
— rate-limit EF packets at the edges
— PHB implemented with class-based priority queues or WFQ

Spring 2002 CS 461 12



DiffServ (cont)

o Assured Forwarding (AF)

— customers sign service
agreements with ISPs

— edge routers mark packets 1oL

P(drop)
A

as being “in” or “out” of
profile
— core routers run RIO: RED MaxP _ -

AvglLen

with in/out

Min g, Min;, Maxq, Max;,

Spring 2002 CS 461
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Remote Procedure Call

Outline
Protocol Stack
Presentation Formatting
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RPC Timeline

Client Server
WA Blocked
Blocked :| Computing

e

Blocked
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RCP Components

* Protocol Stack
— BLAST: fragments and reassembles large messages
— CHAN: synchronizes request and reply messages
— SELECT: dispatches request to the correct process

e Stubs

Arguments sl Arguments =tz
value value
Request Reply Request Reply
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Bulk Transfer (BLAST)

 Unlike AAL and IP,
tries to recover from
lost fragments

e Strategy

— selective retransmission

— aka partial
acknowledgements

Spring 2002 CS 461
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BLAST Detalls

e Sender:
— after sending all fragments, set timer DONE
— If receive SRR, send missing fragments and reset DONE
— 1f timer DONE expires, free fragments
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BLAST Details (cont)

* Recelver:
— when first fragments arrives, set timer LAST _FRAG
— when all fragments present, reassemble and pass up

— four exceptional conditions:

o if last fragment arrives but message not complete
— send SRR and set timer RETRY

o if timer LAST_FRAG expires
— send SRR and set timer RETRY

 if timer RETRY expires for first or second time
— send SRR and set timer RETRY

o if timer RETRY expires a third time
— give up and free partial message
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BLAST Header Format

MID must protect against wrap around

TYPE = DATA or SRR

NumFrags indicates number of fragments

0 16 31

ProtNum

MID

Length

NumFrags | Type

FragMask distinguishes among fragments
— 1f Type=DATA, identifies this fragment
Data

— If Type=SRR, identifies missing fragments -~

R

FragMask
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Request/Reply (CHAN)

o Guarantees message delivery
e Synchronizes client with server
e Supports at-most-once semantics

Simple case Implicit Acks

Client Serve Cli

Re
qUeSt 8qy, est 1

NG repy >
% ~Lest 5
ACk repd 2

WY
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CHAN Detalls

Lost message (request, reply, or ACK)
— set RETRANSMIT timer
— use message id (MID) field to distinguish

Slow (long running) server
— client periodically sends “are you alive” probe, or

— server periodically sends “I’m alive” notice
Want to support multiple outstanding calls
— use channel id (CID) field to distinguish

Machines crash and reboot
— use boot id (BID) field to distinguish
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u_short
int
int
int
int
} ChanHdr;

CHAN Header Format

typedef struct {
u_short Type; /*

CID; /=
MID; /=
BID; /*
Length; /*

ProtNum; /*

typedef struct {

u_char
u_char
int
int
XkReturn
Msg
Msg
Semaphore
int
int

} ChanState;

Spring 2002

type;
status;
retries;
timeout;
ret val;
*request;
*reply;
reply_sem;
mid;

bid;

REQ, REP, ACK, PROBE */
unique channel 1d */
unique message 1d */
unique boot 1d */
length of message */
high-level protocol */

/*
/*
/*
/*
/*
/*
/*
/*
/*

CLIENT or SERVER */
BUSY or IDLE */
number of retries */
timeout value */
return value */
request message */
reply message */
client semaphore */
message i1d */

boot 1d */

CS 461
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Synchronous vs Asynchronous

Protocols
« Asynchronous interface

send(Protocol 1lp, Msg *message)
deliver(Protocol Ilp, Msg *message)

e Synchronous interface

call(Protocol Ilp, Msg *request, Msg *reply)
upcall(Protocol hlp, Msg *request, Msg *reply)

« CHAN is a hybrid protocol

— synchronous from above: call
— asynchronous from below: del1ver

Spring 2002 CS 461

11



Dispatcher (SELECT)

 Dispatch to appropriate —
procedure chem (orven

e Synchronous |  upeal
counterpart to UDP

* Implement concurrency
(open multiple CHANs) e |

i
sendL rdellver sendlv I deliver

e Address Space for ProceduresLCDJ

— flat: unique id for each possible procedure
— hierarchical: program + procedure number

Spring 2002 CS 461 12



Spring 2002

Simple RPC Stack

CS 461
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SunRPC

 |P implements BLAST-equivalent

SunRPC

— except no selective retransmit
. . UDP
« SUNRPC implements CHAN-equivalent
— except not at-most-once E

ETH

 UDP + SunRPC implement SELECT-equivalent

— UDP dispatches to program (ports bound to programs)
— SUnRPC dispatches to procedure within program
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SunRPC Header Format

e XID (transaction id) Is
similar to CHAN’s MID

* Server does not remember
last XID it serviced

* Problem if client _
retransmits request while
reply Is In transit

Spring 2002 CS 461

0 31

XID

MsgType = CALL

RPCVersion = 2

Program

Version

Procedure

Credentials (variable)

Verifier (variable)

Data

L~ ——————
P W PN

(b)

0 31

XID

MsgType = REPLY

Status = ACCEPTED

Data

/\/\/\/\/\
NN
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Presentation Formatting

e Marshalling (encoding)
application data into
messages

e Unmarshalling
(decoding) messages
Into application data

« Data types we consider
— Integers
— floats
— strings
— arrays
— structs

Spring 2002

Application Application
daltta data
Presentation Presentation
encoding decoding

Message Message = = =\essage

e Types of data we do not consider
— Images
— video
— multimedia documents

CS 461 16



Difficulties

* Representation of base types
— floating point: IEEE 754 versus non-standard
— Integer: big-endian versus little-endian (e.g., 34,677,374)

(2) (17) (34) (126)
Big-endian | 00000010 | 00010001 | 00100010 01111110|

(126) (34) a7) (2)
Little- endian| 01111110 | 00100010 | 00010001 | 00000010
T A
Low High
address addres:

o Compiler layout of structures
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Taxonomy

e Data types
— base types (e.g., ints, floats); must convert
— flat types (e.g., structures, arrays); must pack
— complex types (e.g., pointers); must linearize

Application data structure

Argument marshaller

e Conversion Strategy
— canonical intermediate form e BEEE
— receiver-makes-right (an N x N solution)

Spring 2002 CS 461
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e Taggec

Taxonomy (cont)

versus untagged data

type =

INT len=4 value = 417892
e Stubs
- Compiled Interface

— Interpreted

Spring 2002

descriptor for
procedure P

Arguments Specification Arguments

Code

- ———

Marshalled Marshalled
arguments arguments

Message T
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eXternal Data Representation
(XDR)

Defined by Sun for use with SUNRPC

C type system (without function pointers)
Canonical intermediate form

Untagged (except array length)

Compiled stubs
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#define MAXNAME 256;
#define MAXLIST 100;

struct i1tem {

int count;
char name [MAXNAME] ;
int List[MAXLIST];
};
bool t
xdr_1tem(XDR *xdrs, struct item *ptr)
{

return(xdr_int(xdrs, &ptr->count) &&
xdr_string(xdrs, &ptr->name, MAXNAME) &&
xdr_array(xdrs, &ptr->list, &ptr->count,
MAXLIST, sizeof(int), xdr_int));

|l«~—— Count - Name -]

Spring 2002 CS 461
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Abstract Syntax Notation One

(ASN-1)
e An ISO standard
» Essentially the C type system
« Canonical intermediate form
e Tagged
e Compiled or interpretted stubs
 BER: Basic Encoding Rules

(tag, length, value)

| type ‘ length ‘ type ‘Iength ‘<— value —»‘ type ‘Iength ‘<—value :I

- value -
| | |

INT 4  |«———A4-pyte integer ——
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Network Data Representation

(NDR)

Defined by DCE ~ Int%g_erbRep i
Essentially the C type system 1= It endian
Receiver-makes-right - Ch%rfii%ul
(arc_hl_tecture tag_) - 1 - EBCDIC
Individual data items untagged  — FloatRep
Compiled stubs from IDL * 0=IFEE 754

_ e 1 =VAX
4-pbyte architecture tag * 2=Cray

e 3=IBM

0 4 8 16 24 31
IntegrRep | CharRep FloatRep Extension 1 Extension 2
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Naming

Outline
Terminology
Domain Naming System
Distributed File Systems
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Overview

e What do names do?
— 1dentify objects
— help locate objects
— define membership in a group
— specify arole
— convey knowledge of a secret

* Name space
— defines set of possible names
— consists of a set of name to value bindings
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Properties

e Names versus addresses

 Location transparent versus location-dependent
 Flat versus hierarchical

e Global versus local

* Absolute versus relative

« By architecture versus by convention

« Unigue versus ambiguous
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Examples

e Hosts
cheltenham.cs.princeton.edu—— 192.12.69.17

192.12.69.17—> 80:23:A8:33:5B:9F

e Files
/usr/lp/tmp/foo =~ " (server, fileid)

o Users
Larry Peterson— " llp@cs.princeton.edu
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Examples (cont)

 Mailboxes

2 User 1
cs.princeton.edu l user @ cs.princeton.edu

192.12.69.5 192.12.69.5 4

3

192.12.69.5 S

nearby ps printer with short queue and 2MB

e Services
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Domain Naming System

e Hierarchy

/\ ~

mil org net uk fr

AN A A A AAA

princeton ==sit  cisco ==¥ahoonasa ==#Hsf arpa ==#avy acm ==-+icee

//T\\/\/N,A VANWANRYVANANWANWAN

ee phy5|cs

A AN

ux01 ux04

e Name

chinstrap.cs.princeton.edu
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Name Servers
 Partition hierarchy into zones

|

edu com gov rrlil org niet uAk fAr
/\ VAN A N ANVANVA
princeton |« Mit | cisco|==yahoonasa== nsf arpa== navy acm ==ieee

VAN PANIVANRVANWANRVANVANIANWAN

/cs\ ee ||physics
ux01 ux04

e Each zone implemented by
two or more name servers
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Resource Records

Each name server maintains a collection of resource records
(Name, Value, Type, Class, TTL)

Name/Value: not necessarily host names to IP addresses
Type

— NS: Value gives domain name for host running name server that
knows how to resolve names within specified domain.

— CNAME: Value gives canonical name for particle host; used to
define aliases.

— MX: Value gives domain name for host running mail server that
accepts messages for specified domain.

Class: allow other entities to define types

TTL: how long the resource record is valid

Spring 2002 CS 461 8



Root Server

(princeton.edu, cit.princeton.edu, NS, IN)
(cit_princeton.edu, 128.196.128.233, A, IN)

(cisco.com, thumper.cisco.com, NS, IN)
(thumper.cisco.com, 128.96.32.20, A, IN)
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Princeton Server

(cs.princeton.edu, optima.cs.princeton.edu, NS, IN)
(optima.cs.princeton.edu, 192.12.69.5, A, IN)
(ee.princeton.edu, helios.ee.princeton.edu, NS, IN)
(heli1os.ee.princeton.edu, 128.196.28.166, A, IN)
(Jupiter.physics.princeton.edu, 128.196.4.1, A, IN)
(saturn.physics.princeton.edu, 128.196.4.2, A, IN)
(mars.physics.princeton.edu, 128.196.4.3, A, IN)
(venus.physics.princeton.edu, 128.196.4.4, A, IN)
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CS Server

(cs.princeton.edu, optima.cs.princeton.edu, MX, IN)
(cheltenham.cs.princeton.edu, 192.12.69.60, A, IN)

(che.cs.princeton.edu, cheltenham.cs.princeton.edu,
CNAME, [IN)

(optima.cs.princeton.edu, 192.12.69.5, A, IN)

(opt.cs.princeton.edu, optima.cs.princeton.edu,
CNAME, [IN)

(baskerville.cs.princeton.edu, 192.12.69.35, A, IN)

(bas.cs.princeton.edu, baskerville.cs.princeton.edu,
CNAME, IN)

Spring 2002 CS 461 11



Name Resolution

e Strategies
— forward
— Iterative
— recursive

1

cicada.cs.princeton.edu
Client ) -
192.12.69.60

8

e Local server

— need to know root at only one
place (not each host)

— Site-wide cache

Spring 2002 CS 461
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Distributed File Systems

No Transparency

Global AFS: /cs.princeton.edu/Zusr/11p/tmp/foo
Windows: f:/usr/11p/tmp/foo

Transparency by Convention

— NFS: Zusr/11p/tmp/foo
— Or Not: /n/fs/facs5/11p/tmp/foo

Transparency by Architecture
— Sprite: Zusr/11p/tmp/foo

Private versus Shared
— ASF: Zusr/11p/tmp/foo versus /afs/shared

Spring 2002 CS 461
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Example

Prefix|Domain

/
/a/
/d/

3 b c d /d/k/

A WN P

Spring 2002 CS 461 14



Stupid Naming Tricks

o Symbolic links and mount points
« Per-User and logical name spaces

e Com
e Load
o Afttri

outed directories
balancing and content distribution

pute-based names

e Hash-based schemes

Spring 2002

CS 461
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Security

Outline

Spring 2002

Encryption Algorithms
Authentication Protocols
Message Integrity Protocols
Key Distribution

Firewalls

CS 461



Overview

» Cryptography functions
— Secret key (e.g., DES)
— Public key (e.g., RSA)
— Message digest (e.g., MD5)
o Security services
— Privacy: preventing unauthorized release of information

— Authentication: verifying identity of the remote participant
— Integrity: making sure message has not been altered

Security
Cryptography Security
algorithms services
Secret Public Message Privacy  Authentication  Message
key key digest integrity

(e.g., DES) (e.g.,RSA) (e.g., MD5)

Spring 2002 CS 461



Secret Key (DES)

Plaintext Plaintext

Encrypt with Decrypt with
secret key secret key
Ciphertext A

Spring 2002 CS 461



o 64-bit key (56-bits + 8-bit parity)
e 16 rounds

Initial permutation

56-bit
key

l}éé

74
)Am

Final permutation

Spring 2002 CS 461

 Each Round




* Repeat for larger messages

Spring 2002 CS 461



Public Key (RSA)

Plaintext Plaintext

Encrypt with Decrypt with
public key private key
Ciphertext A

e Encryption & Decryption
c =mémod n
m = cYmod n

Spring 2002 CS 461



RSA (cont)

Choose two large prime numbers p and g (each 256 bits)
Multiply p and g together to get n

Choose the encryption key e, such thateand (p- 1) x (q- 1)
are relatively prime.

Two numbers are relatively prime if they have no common
factor greater than one

Compute decryption key d such that
d=e'mod ((p-1)x(q-1))
Construct public key as (e, n)
Construct public key as (d, n)
Discard (do not disclose) original primes p and g

Spring 2002 CS 461 7



Message Digest

* Cryptographic checksum

— Just as a regular checksum protects the receiver from accidental
changes to the message, a cryptographic checksum protects the
receiver from malicious changes to the message.

e One-way function

— given a cryptographic checksum for a message, it is virtually
Impossible to figure out what message produced that checksum; it
IS not computationally feasible to find two messages that hash to
the same cryptographic checksum.

e Relevance

— If you are given a checksum for a message and you are able to
compute exactly the same checksum for that message, then it is
highly likely this message produced the checksum you were given.

Spring 2002 CS 461



Authentication Protocols

e Three-way handshake

Client Server

Spring 2002 CS 461



* Trusted third party (Kerberos)

Spring 2002 CS 461
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* Public key authentication

A B

%
/

Spring 2002 CS 461
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Message Integrity Protocols

 Digital signature using RSA

— special case of a message integrity where the code can only have
been generated by one participant

— compute signature with private key and verify with public key

o Keyed MD5

— sender: m + MD5(m + k) + E(k, private)
— receiver
 recovers random key using the sender’s public key
 applies MD5 to the concatenation of this random key message

 MD5 with RSA signature

— sender: m + E(MD5(m), private)
— receiver
 decrypts signature with sender’s public key
e compares result with MD5 checksum sent with message

Spring 2002 CS 461 12



Message Integrity Protocols

 Digital signature using RSA

— special case of a message integrity where the code can only have
been generated by one participant

— compute signature with private key and verify with public key

o Keyed MD5

— sender: m + MD5(m + k) + E(E(k, rcv-pub), private)
— receiver
 recovers random key using the sender’s public key
 applies MD5 to the concatenation of this random key message

 MD5 with RSA signature

— sender: m + E(MD5(m), private)
— receiver
 decrypts signature with sender’s public key
e compares result with MD5 checksum sent with message

Spring 2002 CS 461 13



Key Distribution

e Certificate

— special type of digitally signed document:

“| certify that the public key in this document belongs to the entity
named in this document, signed X.”

— the name of the entity being certified
— the public key of the entity

— the name of the certified authority

— a digital signature

e Certified Authority (CA)

— administrative entity that issues certificates

— useful only to someone that already holds the CA’s
public key.

Spring 2002 CS 461 14



Key Distribution (cont)

e Chain of Trust

— 1f X certifies that a certain public key belongs to Y, and
Y certifies that another public key belongs to Z, then
there exists a chain of certificates from X to Z

— someone that wants to verify Z’s public key has to
know X’s public key and follow the chain

e Certificate Revocation List

Spring 2002 CS 461 15



Firewalls

Firewall

[T T LT LTI
e e e
o e Local site
[T T TTTI
[T T LT LTI

Rest of the Internet

e Filter-Based Solution

— example
(192.12.13.14, 1234, 128.7.6.5, 80)
(*,*, 128.7.6.5, 80)

— default: forward or not forward?
— how dynamic?

Spring 2002 CS 461 16



Proxy-Based Firewalls

e Problem: complex policy
e Example: web server

 Solution: proxy

[LTTT T

||||| [T

TTTILTTI
Proxy

||||||||
|

External HTTP/TCP conneci tion Internal HTTP/TCP conneci tion

* Design: transparent vs. classical
e Limitations: attacks from within

Spring 2002 CS 461
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Denial of Service

Attacks on end hosts
— SYN attack

Attacks on routers
— Christmas tree packets
— pollute route cache

Authentication attacks
Distributed DoS attacks

Spring 2002 CS 461
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Go To Talk Outline

Overlay Networks
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Peer-to-Peer Networks

Outline
Survey
Self-organizing overlay network
File system on top of P2P network

Contributions from Peter Druschel

Spring 2002 CS 461



Background

Distribution

Decentralized control
Self-organization
Symmetric communication

Spring 2002



Examples

e Pioneers
— Napster, Gnutella, FreeNet

« Academic Prototypes
— Pastry, Chord, CAN,...

Spring 2002



Common Issues

Organize, maintain overlay network
— node arrivals
— node failures

* Resource allocation/load balancing
e Resource location
 Locality (network proximity)

Idea: generic p2p substrate

Spring 2000Spring CS 461
2002



Architecture

Event
notification

Network
storage

P2P Substrate

P2p application layer

self-organizing
overlay network

_____________ }____________________________

TCP/IP

Spring 2000Spring
2002
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Pastry

« Self-organizing overlay network
« Consistent hashing

 Lookup/insert object in < log,s N routing steps
(expected)

* O(log N) per-node state
* Network locality heuristics

Spring 2000Spring CS 461
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Object Distribution

Consistent hashing
[Karger et al. ‘97]

/.-i
Va i )\,\ 128 bit circular id space
/i
{’ L nodelds (uniform random)
|
4 «— nodeids / objlds (uniform random)
L -/.
\,\ ./ . Invariant: node with
"-».\_._/,./' numerically closest nodeld

maintains object

Spring 2000Spring CS 461 7
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Object Insertion/Lookup

2128 j‘i.\
RN Msg with key X

IS routed to live
node with nodeld
closest to X

Problem:
complete routing

table not feasible
Route(X)

Spring 2000Spring CS 461 8
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Routing

Properties
65alfc g ¢ * log,; N steps
ocnoitaiarg —e—" * O(log N) state
Spring 2000Spring CS 461 9

2002



|_eaf Sets

Each node maintains IP addresses of the nodes
with the L numerically closest larger and smaller
nodelds, respectively.

e routing efficiency/robustness
o fault detection (keep-alive)
« application-specific local coordination

Spring 2002



Routing Procedure

If (destination Is within range of our leaf set)

else

forward to numerically closest member

let | = length of shared prefix
let d = value of I-th digit in D’s address
if (R exists)
forward to R,
else
forward to a known node that
(a) shares at least as long a prefix
(b) is numerically closer than this node

Spring 2000Spring CS 461 11
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Routing

Integrity of overlay:

 guaranteed unless L/2 simultaneous failures of
nodes with adjacent nodelds

Number of routing hops:
» No failures: <log,, N expected, 128/b + 1 max

« During failure recovery:
— O(N) worst case, average case much better

Spring 2000Spring CS 461
2002
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Node Addition

-"."’\.

'../"'l' -—
pd N danint
» N
/ N da67c4
/' d46alc 4 d462ba
: \
/ d4213f
addnode(d46alc) ‘
. T
'\ /./'(113da3
AN A
£
. /
65alfc g /'
'-\r_/
Spring 2000Spring CS 461 13
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Node Departure (Failure)
|_eaf set members exchange keep-alive messages

o Leaf set repair (eager): request set from farthest
live node In set

e Routing table repair (lazy): get table from peers
In the same row, then higher rows

Spring 2000Spring CS 461 14
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API

* route(M, X): route message M to node with nodeld
numerically closest to X

 deliver(M): deliver message M to application

» forwarding(M, X): message M is being forwarded
towards key X

e newleaf(L): report change in leaf set L to
application

Spring 2000Spring CS 461 15
2002



PAST: Cooperative, archival file
storage and distribution

o Layered on top of Pastry

e Strong persistence

e High availability

o Scalability

* Reduced cost (no backup)

o Efficient use of pooled resources

Spring 2002



PAST API

 Insert - store replica of a file at k diverse storage
nodes

o Lookup - retrieve file from a nearby live storage
node that holds a copy

e Reclaim - free storage associated with a file

Files are immutable

Spring 2000Spring CS 461
2002
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PAST: File storage
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PAST: File storage

LN
k=4 '\ Storage Invariant:

P File “replicas” are
stored on k nodes
with nodelds
closest to fileld

fileld

.\o ./J (k I1s bounded by the
N\ o leaf set size)

Spring 2000Spring CS 461 19
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PAST: File Retrieval

file located in log,; N
steps (expected)

usually locates replica
nearest client C

Spring 2 20
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Content Distribution Networks

Outline
Implementation Techniques
Hashing Schemes
Redirection Strategies
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Design Space

e Caching

— explicit

— transparent (hijacking connections)
* Replication

— server farms

— geographically dispersed (CDN)

Spring 2002 CS 461



Story for CDNs

e Traditional: Performance
— move content closer to the clients
— avoid server bottlenecks

* New: DDoS Protection
— dissipate attack over massive resources
— multiplicatively raise level of resources needed to attack

Spring 2002 CS 461 3



Denial of Service Attacks (DoS)

cllent

L/%

/DED\

server client

attacker

Spring 2002 CS 461 4



Distributed DoS (DDoS)

'\‘ slave attacker
zombie

Py
’
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Redirection Overlay

Geographically distributed server clusters

clients + Distributed request-redirectors

Spring 2002 CS 461 6



Techniques

e DNS

— 0ne name maps onto many addresses
— works for both servers and reverse proxies

e HTTP
— requires an extra round trip

Router
— one address, select a server (reverse proxy)
— content-based routing (near client)

URL Rewriting
— embedded links

Spring 2002 CS 461



Redirection: Which Replica?

« Balance Load
e Cache Locality
e Network Delay

Spring 2002 CS 461



Hashing Schemes: Modulo

URL (key) /

—@

e Easy to compute
« Evenly distributed

e Good for fixed number of
servers

e Many mapping changes after a
single server change

Spring 2002 CS 461



Consistent Hashing (CHash)

 Hash server, then URL
e Closest match

e Only local mapping changes
after adding or removing
servers

o Used by State-of-the-art CDNs

Unit circle

Spring 2002 CS 461 10



Highest Random Weight (HRW)

URL

\
7w

Spring 2002

high

low

CS 461

Hash(url, svrAddr)

Deterministic order of access set of
servers

Different order for different URLS

Load evenly distributed after server
changes

11



Redirection Strategies

 Random (Rand)

— Requests randomly sent to cooperating servers
— Baseline case, no pathological behavior

* Replicated Consistent Hashing (R-CHash)
— Each URL hashed to a fixed # of server replicas
— For each request, randomly select one replica

* Replicated Highest Random Weight (R-HRW)
— Similar to R-CHash, but use HRW hashing
— Less likely two URLSs have same set of replicas

Spring 2002 CS 461
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Redirection Strategies (cont)

» Coarse Dynamic Replication (CDR)
— Using HRW hashing to generate ordered server list
— Walk through server list to find a lightly loaded one
— # of replicas for each URL dynamically adjusted
— Coarse grained server load information

« Fine Dynamic Replication (FDR)
— Bookkeeping min # of replicas of URL (popularity)
— Let more popular URL use more replicas
— Keep less popular URL from extra replication

Spring 2002 CS 461
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Simulation

* |dentifying bottlenecks
— Server overload, network congestion...

* End-to-end network simulator prototype
— Models network, application, and OS
— Built on NS + LARD simulators
— 100s of servers, 1000s of clients
— >60,000 reqg/s using full-TCP transport
— Measure capacity, latency, and scalability

Spring 2002 CS 461
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Network Topology . ®e
% A
PA CA @ / G

NE () De
AR 1ads
SDCA\..:IIX ?

S — Server, C — Client, R - Router
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Simulation Setup

 Workload

— Static documents from Web Server trace, available at
each cooperative server

— Attackers from random places, repeat requesting a
subset of random files

e Simulation process
— Gradually increase offered request load
— End when servers very heavily overloaded

Spring 2002 CS 461 16



Capacity: 64 server case

Normal Operation

35000
30000
25000
20000
15000
10000
5000 -

Throughput reg/s

M Rand B R-CHash B R-HRW
0 CDR H FDR B FDR-Ideal

A single server can handle ~600 reqg/s in simulation

Spring 2002 CS 461 17



Throughput reg/s

Capacity: 64 server case

Under Attack (250 zombies, 10 files, avg 6KB)
50000

40000
30000
20000
10000 -
0 -
M Rand B R-CHash B R-HRW
0 CDR EH FDR B FDR-Ildeal

A single server can handle ~600 reqg/s in simulation
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Latency: 64 Servers Under Attack

Random’s Max: 11.2k reqg/s R-CHash Max: 19.8k req/s

-+-R-HRW  ——R-CHash ——FDR -+-R-HRW ——R-CHash
——CDR ——Rand ——FDR ——CDR
100
250 -
-
(-
=0
=0
(@)
0
0.1 1 10 100 0.1 1 10 100
Response Time in Logscale (Seconds) Response Time in Logscale (Seconds)
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Latency At CDR’s Max: 35.1k req/s

—-— FDR —— CDR

I — — — —_———_——_ [ — — — e e e e e e e e e e e e e e e e e e e — — — — — ———— — ]

10 100
Response Time in Logscale (Seconds)
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Capacity Scalability

Normal Operation Under Attack (250 zombies, 10 files)

45000 50000
40000 {45000 ——
235000 40000 ——
© 20000 — | 300 — —
= 25000 L 5 0000 s
- 225000 ——
=20000 —~ — =
S L L 20000 ~
=15000 — 2 15000 =
= 10000 =000 T
= = ot
— 5000 &/ 5000 E{//;{////
0 I I | | | | | 0 ‘//T/ | | | | | |
0 16 32 48 64 80 96 112 128 0 16 32 48 64 80 9 112 128
Num of Servers Num of Servers
—+—CDR -+-R-HRW —=—Rand ——CDR -+-R-HRW —— Rand
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Various Attacks (32 servers)

1 victim file, 1 KB 10 victim files, avg 6KB
230000 | ., 25000 .
o 22000 ?520000 /_./'/
= 20000 = L
o [ o e
= 15000 fm15000 o /
S 10000 > 10000 /D/:/g/://”
= 5000 1 - 5000
0 T T T T T T 0 I T T T T T
100 200 300 400 500 600 700 800 100 200 300 400 500 600 700 800
Num of Zombies (slave attackers) Num of Zombies (slave attackers)
—=—Rand -+~ R-HRW —=— CDR —=—Rand -+-R-HRW —+— CDR
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Deployment Issues

» Servers join DDoS protection overlay
— Same story as Akamai
— (et protection and performance

* Clients use DDoS protection service
— Same story as proxy caching
— Incrementally deployable
— Get faster response and help others

Spring 2002 CS 461
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