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Professional Experience
« 2012~2018 Research assistant, Institute of Information Science (IIS), Academia Sinica
« 2019~current Researcher, ITS Center, China Engineering Consultants, Inc (CECI)

Education:
« B.S. Dept. CSIE, NCTU
« M.S,, Dept. EE, NSYSU
« Co-supervised by Prof. Tsang-Ling Sheu (NSYSU EE) & Prof. Hung-Ying Tyan (Google Taiwan)
« Ph.D, Dept. EE, NTU
« Co-supervised by Prof. Wanjiun Liao (NTU EE) & Prof. Wen-Tsuen Chen (lIS Sinica & NTHU CS)

Research Interests & Expertises
« Intelligent Transportation System (ITS)
« Blockchain technology and applications
«  Wireless networks
« 5Gand B5G / Heterogeneous networks / Traffic offloading / Wireless multicast systems /V2X and Security
« Green networking
« High-speed TCP
« Linux system administration and tuning
« Marathon
« 25 full marathons (PB= 3hr 16mins) \ Funder of ShanMao Runner Club (since 2015)
«  Whisky
«  Member of TSMWTA (Taiwan Single Malt Whisky Tasting Association)
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The History of ITS— Worldwide

« 1990 in US

- Intelligent Vehicle-Highway System - IVHS (&8 E K £ 41)

* Intelligent Vehicle-Highway Society of AMERICA - IVHS AMERICA
« 1993 in Euro

» Advanced Transport Technology - ATT (ST EE £ 47)

« European Road Transport Telematics Implementation Coordination
Organization - ERTICO

« 1994 in Japan
* Vehicle, Road and Traffic Intelligence Society - VERTIS

« 1994
« Intelligent Transport Society of AMERICA - ITS AMERICA
« 1stITS World Congress (ITSWC)
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ITS Strategy Plan 2015-2019  ITS Strategy Plan 2020-2025

A ITS JPO STRATEGIC RESEARCH AREAS

—. Emerging and Enabling Technologies

it

—O Data Access and Exchanges

o =
] o g E —‘ Cybersecurity for ITS Prioritize
- i data exchanges
% % % g E —@ Automation
S = & S5 @ Complete Trip - ITS4US
() Accelerating ITS Deployment through: Miciiiss
) ITS Evaluation :.?fé?:ﬁ:ﬂ

O ITS Professional Capacity Building
(O ITS Architecture and Standards ITS PCB Program Partnerships

O ITS Communications US Department of Transportation
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« ITSC:
« 2023 26" [EEE International Intelligent Transportation Systems
Conference (ITSC 2023), 24-28 Sept., Bilbao, Bizkaia, Spain
« |EEE Transactions on Intelligent Transportation Systems
« IF=9.551 (2022)

« |EEE Intelligent Transportation Systems Magazine
« |[F=5.293 (2022)

« VTC :

« 2023 IEEE 97th Vehicular Technology Conference (VTC2023-Spring),
20-23 June, Florence, ltaly

« 2022 IEEE 96th Vehicular Technology Conference (VTC2022-Fall), 26-29
Sept., London/Beijing

« |IEEE Transactions on Vehicular Technology
« [F=6.239 (2022) Connecting the Mobile World

« |IEEE Vehicular Technology Magazine
« IF=13.609 (2022)
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TRANSFORMATION BY TRANSPORTATION

LOS ANGELES

[ITS WORLD CONGRESS 2022 |

28™ ITS World Congress, Los Angeles, September 18-22, 2022
Paper ID # 1228101

Ethereum-based Blockchain Platform for Transportation and Its Integration
with Taiwan Rural ITS Testbed

Shi-Sheng Suni-, Ming-Chih Tsaii, Ren Chen:, Ming-Te Chou:. and Wanjiun Liao:
1. China Engineering Consultants, Inc. Taiwan, R.O.C.
2. Department of Electrical Engineering, National Taiwan University, Taiwan, R.O.C.
E-mail: sssuntw(@gmail.com

Abstract

The blockchain system has the characteristics of decentralization, scalability, traceability. irreversibility,
nonrepudiation, anonymity, and chronological, etc. The characteristics of blockchain are suitable for
industries with multiple stakeholders, such as transportation, logistics, etc. Since blockchain is an Internet-
based distributed ledger technology, blockchain systems can integrate service flows and produce trackable
and irreversible records. Integrating ITS with blockchain can help clarify payment and cash-flow splitting
procedures. ensure asset ownership, reduce communication costs, and improve coordination efficiency
among stakeholders. We develop an Ethereum-based blockchain platform for transportation and provide
ntegration services for MOTC’s Hualien-Taitung mural ITS project in Taiwan. The key features of our
blockchain platform include off-chain data storing, on-chain data uploading. data auditing, and API
integration. Through our blockchain platform, ITS-related applications can be combined with blockchain,
and the advantages of blockchain can be brought into play in ITS.

Keywords:

Blockchain, Ethereum-based Blockchain Platform for Transportation. Bubu Rural Car Sharing Service
Platform
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[*] S.-S. Sun, M.-C. Tsai, R. Chen, M.-T. Chou, and W. Liao, "Ethereum-based Blockchain Platform for Transportation and Its
Integration with Taiwan Rural ITS Testbed " in 28th ITS World Congress (ITSWC), Sept. 2022, Los Angeles, CA., USA.
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CASE: Connected, Autonomous,
Change Personified in Four Letters: C-A-S-E

Industry Focus Area

S Shared
E Electric

48%

45%
1%

3%

2020 Status

of new vehicles shipped
getally with budtdn
connecinty

of new vehicles shipped
ghotally with L2 autonomrey
or hegher

of mobiky peofes derved
from new surces (e g. on-
dermnand mobeity)

of NEsy CBrs sold tht are
ecine vehicles (nclvding
BEVIBHEY)

96%
79%
26%

24%

Shared, and Electric

? Experiences Per Mile

2030 Forecast

of new vehicles shipped
ghobally with bult-in
connectrty

of new vehicles shpped
ghobally with L2 autonarry
of higher

of mataity profits denved
from new Sources (@g on-
demand mabity)

of new cars sold that are
ekcirc vehickes (inchudng
BEVEHEY)

LI Apormetnye
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China Engineering Consultants, Inc.

car-of-the-future-is-connected-autonomous-shared-and-electric/, 2020.12.08

[*] "The car of the future is connected, autonomous, shared, and electric,” ZDNet, https://www.zdnet.com/article/the- 33



https://www.zdnet.com/article/the-car-of-the-future-is-connected-autonomous-shared-and-electric/
https://www.zdnet.com/article/the-car-of-the-future-is-connected-autonomous-shared-and-electric/
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Vehicle-to-
) infrastructure (V2I
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Vehicle-to-network (V2N)

e.g. real-time traffic / routing, cloud services

"P"I

e.g. traffic sigha
timing/ priority _

-
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Venhicle-to-pedestrian

. N - (V2P)
Veh_ICIe-tOé n : -~ X% e.g. safety alerts to
vehicle (V V) v — pedestrians, bicyclists

e.g. collision avoidance safety systems

384

C EZ_?%A?%EEF&IEEJ [*] “Introduction to Cellular V2X,” 80-PE732-62 Rev A, Qualcomm, 2019

China Engineering Consultants, Inc.
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Cloud Y | Al CCTV

1RRIES O B B8

1 B/:

. Bl Al CCTV ERIBOESEN  BEEEENE
= anlh(Traffic Communication and Information
Station , TCIS)

b ONEBES ERENIE HERER - i Gt
IR - B3F - BEREAS  EEEEEAN mAERITHITT A
. PISGRERARMEEBBEENZEH SG“i“flwﬂ

>l ot s [ REHHREETEERSHRNARKRE, B, 2020
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ZMmEREESEHERE  Relt  SEFMER
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F i 8 |RoadSafe sEE
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cp BB AT S RA T2 [*]* &5, https://www.seinsights.asia/article/3289/3270/6214 | 86
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Who and How to Make The Decision?

Vehicles share their intent through 5G-NR based C-V2X to

—  knowthe planned movements of surrounding vehicles.
> »l o) 006/437 m (=05

CD MBEIEATERMIES [*] “5GAA: Bringing Automotive and Telecom Together,” April 2019, https://www.youtube.com/watch?v=IuNLtETQEHg

China Engineering Consultants, Inc.


https://www.youtube.com/watch?v=luNLtETQEHg

V2V : CARMA 13 [E| R E

Sk
« CARMA 51&=
- iR 5 B &h{E (CDA - Cooperative Driving
Automation) B3 - A B &L E 17 B BB R AT A
RiBERmEENES (TSMO)
- HERBIAEREIER (FHWA)ZERHE  EHFERILE
MIEZRR S E 5T

Lumu

Ll

« CDA : defined in SAE J3216
* Class A: iRBEH =5 1F Status-sharing Coop.
» Class B: RBEIX=51F Intent-sharing Coop.
Class C: &3k :& 5 1F Agreement-seeking Coop.
Class D: #iE M & 1F Prescriptive Coop.

“CARMA Program Overview,” https://highways.dot.gov/research/operations/CARMA E— ‘
cp Eﬂ_@?_}\q’_ﬁfﬁﬁulﬁa “Taxonomy and Definitions for Terms Related to Cooperative Driving Automation for On-Road Motor Vehicles,” SAE J2316, July, 2021 90
Ina engineering Consulianis, Inc.



https://highways.dot.gov/research/operations/CARMA

VIDEO SERIES

cp HMEEATERBREIES Everything You Need to Know about CARMA  https://www.youtube.com/watch?v=NTuuMFtPVIs 91

China Engineering Consultants, Inc.


https://www.youtube.com/watch?v=NTuuMFtPVIs

V2V EE%% 178 Truck Platooning

o FTINE R MOE IS B B A1 X T
- HToyota K Scania 51FE=
- 75’\\2017f5:|:2019ELﬁ§UIZ%‘_L%QEEE%?E i

+ 3% 7R AR
%—ﬁﬁﬁEﬂ %EH’“
o R MEMER m BB 48 B 2051 Bx 1T R

m

N

[*] “Autonomous Trucks on Public Roads in Singapore,” Scania, 92
Cp H;“%l ZEAEFEEEHI&_J https://www.scania.com/ux-library/en/home/components/C061/autonomous-truck-platoon-in-singapore.html
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https://www.scania.com/ux-library/en/home/components/C061/autonomous-truck-platoon-in-singapore.html

V2V EE%% 178 Truck Platooning

PLATOONING

Semi-autonomous truck platooning — how does it work? https://www.youtube.com/watch?v=lpuwG4A56r0


https://www.youtube.com/watch?v=lpuwG4A56r0

Our Project: V2X Cybersecurity Architecture

US: IEEE SCMS (Security Credential Management System) for VVehicular Communication[*]

. Management
SCMS Manager & Operations

Root Management Function

( Elector A ) ( Elector B ) [ ElectorC]

Authority

3

Certificate
Access

Manager

|

|
(e e
|Location E}Thscurer Pro
— — - =<
iy

[ ]
)
o]

Supplementary
Authorization
Server

RSU ASD

Legend

- F Pyl |
Geo Domain App Domain Non Central No Apphcatlon
Central Central I Processing J

~————————— SCMS Communication ——————» EE Physical Interface

— — — — » Trust Hierarchy — — — —p» EE Logical Interface

Linkage

Linkage
Authority 2
1

CALs

Certs

CRLs

,’.
.‘,.
via Registration
=" Authority

_ ., Partially Specified
Interface

CTLs 7

Root CA Root CA
RCA) (RCA
a if
® <o e
. e
. ® “
@ . .
por A A
Misbehaviour Enrolment
Authority (MA) Authority (EA)

\

. K%JJI

ITS station

bob@LAPTOP-H9G2TVDO:
../test/ACA/aa.key ../test/ACA/aa.cert
Loading keys... OK

Signing certificate... OK
Writing certificate to '.
bob@LAPTOP-H9G2TVDO:
Digest: 69E2CES5A812645AA (SHA-256)
Signer: 3FF42A1F942164B1 (SHA-256)

$ bin/certify generate-aa --sign-key

est/ACA/aa.cert’... OK

Subject: Auth-CA
Assurance: @ with a confidence of @

3 H

CA - ITS Service Specific Permissions:
Invalid service specific permissions for CA
DEN - ITS Service Specific Permissions:
Invalid service specific permissions for DEN

Validity starts 2023-Mar-11 15:10:41 and ends 20823-Sep-87 15:10:41
certificate doesn't have any regional restriction.

$ bin/certify validation --cert .

Time Period.
te Assurance.
te Signer.

Ficate Signature.

../test/RCA/root.key

EU: ETSI CCMS (Cooperative-ITS Certificate Management System) [**]

Legend:

Authorization
Authority (AA

ITS receiver, e.g
vehicle or
roadside unit

sign-cert

$ bin/certify show-certificate ../test/ACA/aa.cert

../test/RCA/root.cert

subject-key

[*]IEEE Std 1609.2.1-2022, “IEEE Standard for Wireless Access in Vehicular Environments (WAVE)—Certificate Management Interfaces for End Entities”

b vEE AT zEmIES

China Engineering Consultants, Inc.

[**] ETSI TS 102 940 V2.1.1 (2021-07), "Intelligent Transport Systems (ITS); Security; ITS communications security architecture and security
management; Release 2"
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Our Project: V2X Cyber-physical Security Testbed

Veins

OMNeT++

M. e Nod.
Extesaal Interface External Inter"ace G s iy
Wired link * Physical Physical
‘—f Interface

OMNeT++/Qtenv (release) - veins #0 - omnetpp.ini - /home/yan/Desktop/VeinsCPS/VeinsCPS/simulations/RealWorldMapApplication
MO PO ¥ D F QEBD= 0 8
Wired |ink Next: step (omnetpp-cMessage, id=67)
' Interface
L

[el

%233 215100+ 000.: 000~ 000;
In: Scenario2. manager (VeinsinetManager, id=3) AL 21.15 (nows0s)
» B8 Scenario2 (Scenario2) id=1
= scheduled-events (cEventHeap)

Wireless link OpenC2X

===
\ L] ’ . - aim;mzc'ma;motfwefua:«v:yt
—~ " s ¢ . :ff,, ZoomD21x -
. ::mwy : ¢ =B c' =
BAPERBIES
China Engineering Consultants, Inc.

veins 0 Scenario? - (no scheduler info provided)

Msg stats: 3 scheduled / 54 existing / 65 created
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‘W EEREAE

o P& B 5
3 TeRBAEHE

AEERCEBMRENESR

n BEPERENS AR, BRINERECEETEES

— Audi@ 3R — (B PEE 3 B MM ML RV EE IR, {BIE R % AL A0RR BIAD MK M ERE |

— BEER3hA AR ARIFS IR ME LROEREE, WaymodF ThiBRAM & RIT WL RSB 4R 168 B 15

B R R R ER (R0 A L% 8% . SAE) EREY -HH

B B 1
BB

s B2
o REERE
P& B3

ARG
REamE

n WEARERAMERIE
n RIERFATHR - 6 KX B @ HEREH R TENRBRITE

n R RFATER - 5 89 5E [ B2 6 BB T FRRBTF

» RIKAFTATAE BT (RERBA)

n MERFFH AR, RRERNAR, AIHGFERARZE
% 3}

n RAEAMANERTE(REMREA)
» NMERFHR L AR, FAMGFERAERZERSY

n RIEKBATEOEERT/EGENRERBLA)
» INERFFHRLARM, MANMGFERERZERE

LDW, BSW, ABS, ESC

AEB, ACC, LKA
1 B AL (R AR5 )

ACC+LKA
BN - BRI

1, 32 O 2 Ly
Z BRE

(Audi: Traffic Jam Pilot$)

City Pilot
(WBHAMREANRES)

ELERE
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e

e SCiE R BL BB 2 A8 (ADAS)

BB IR R4
(ADS)

H eSS R

SAE (Society of Automotive Engineering)

SAE

Level

73 |/ TN 3E /iR

EMIT

BARIRIR
RYSEFERLAN

BREHE
REEF*

TEIRIR
i)
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i Warning Only
D Hands On 1
A 7 (Foot Off)
SR 5
~ Hands Off
\ + 3
i ~ Eyes Off
I P 4
S ~ Minds Off
\ 7 5
Driver Off )
MEEATRBMTES B RAGR: B B A A BT 50RO
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Chihuahua or Muffin?

b vEE AT zEmIES
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P -

Junctions and
{ Acceleration Lanes

Test the vehicle's ability
to use an acceleration lane
and to join a main lane.

Road construction noise /
Roads with other conditions

Kored |t.1mu0rl.u ion iu ot \ \ul
"

| Building Facet Kovon Autorronde Festieg &

Test the impact of environmental remqnhml It
by exterior sides of a building

3 [lportadle, different heights)

N
icle if it can recognize Bussontylanes
nd road sicdel, and evalUate'the effect

= "™ PBus and Taxi Stop

| Testavehiete ywhether it can
situation Whenblises and ta
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Virginie TAILLANDIER et al, “Preparing level crossings for the arrival of automated vehicles,” ITSWC2022, Sept. 2022
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