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SKI+ Secure Messenger : On-Going Project

- Design Goals

» Establish exclusively self-contained core technology for building
end-to-end secure messaging system (SMS)

» Design a software security module (SSM), which is upgradable
» Deploy the SMS server and provide end-to-end encryption service

* Subsystems
» Cross-platform software security module design
» Instant messaging server development
» Android/iOS messaging application development
» Desktop (PC) messaging application development
> Enterprise (on-premises) SMS
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X3DH Key Agreement Protocol

Alice Server Bob
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In the case of PQC:
apply SIDH(Supersingular Isogeny Diffie-Hellman protocol) ?
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Double Ratchet Algorithm
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Invite and Accept Protocol

Alice Server Bob

prepare to invite Bob

GetPreKeyBundleRequest get Bob's pre-key bundle

GetPreKeyBundleResponse

create a new
outbound session

InviteRequest N
i send InviteMsg to Bob
asynchronously
create a new
InviteMsg inbound session
< InviteResponse | remeemmm e e »|
] AcceptRequest
i send AcceptMsg to
complete the Alice asynchronously
outbound session
AcceptMsg
20
AcceptResponse
................... PIReSONSe ..y
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E2EE Protocols £ o

process incoming protoMsg

protocMsg

asynchronous server-sent
events

consume protoMsg

InviteMsg :
AcceptMsg H
NewUserDeviceMsg :
E2eeMsg :
CreateGroupMsg 1
AddGroupMembersMsg
RemoveGroupMembersMsg
UpdateGroupMsg

ServerHeartbeatMsg : accept
UpdateUserMsg : S ——

request-response protocols

A ety e register user M
i SupplyOpksMsg : D( ___________________________________ _'D

SystemManagerMsg i
FriendManagerMsg D< publish spk N ﬂ
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E2EE protocols
Account Session Group Plugin interface
X3DH Double Ratchet Q
Application Handler
/" Cipher/Session Suites A\
A, .
/ Pre-quantum \ / Post-quantum \ OJ\\Q DEnR
Cryptographic Primitives Cryptographic Primitives
RN G Random number
. - CRYSTALS-KYBER generator
ECDH-X25519 Classic McEli
- AES256-GCM AEassslsce e.cc|\|/|ece
. ’ g ‘ Networkin
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N - N / ya @ Secure storage

e SKISSM GitHub project 4g#f
https://github.com/ziv-e2eelab-org/skissm
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SKI+ Secure Messenger is Online

TeanEE @RS
lay Store App Store

https://file.e2eelab.org/release/
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Comparisons

Facebook fd| Line Telegram © What's app |2 | Signal L SKI+ &)

yes, but only for txt and yes, but yes, by
E2EE support manual voice streaming | manual yes, by default default s, [y gzl

Signal SSM developed
E2EE algorithm unknown Letter sealing MTProto Signal protocol prgtocol by Academia
Sinica

Group message no under 50 o os os os
encryption members y y y

backup backup backup
Message backup non-private | unencrypted unencrypted no no no

chat messages messages
Open source no no client no yes in-preparation
Private key change no no o yes, but yes, by change not
notification manual default allowed
Public key fingerprint os os os yes for 1-1, not os es
verification y y y for group y y
Profit making nglet;(;ok/ Line / analvze g??_iFr)]raolﬂt/ Facebook / non-profit / non-profit /
organizations / y y 9 analyze user user Academia

user data/ | user data/ adv. founder / user : o
funders . data / adv. donations Sinica

adv. donations
Information provided | Name, start | registration info, | ip, phone num | name, start start date, ip, phone num
request for event time, | unencrypted event time, ip, | time
investigation ip, email message email
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E2EE Application

Smart Phone/Tablet
Applications
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E2EE Applications

End-to-End Encryption(E2EE)

Messaging Infrastructure E2EE Applications Ecosystem
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