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Introduction

e Access control

* iImplements a security policy that specifies who or what
may have access to each specific system resources.

* including physical and logical controls.
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Introduction

e Access control

* iImplements a security policy that specifies who or what
may have access to each specific system resources.

* including physical and logical controls.
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Introduction

* Threats to access control
* Gaining physical access
* Bypassing security
* Exploiting hardware and software
* Intercepting communication



Access control Today’s topic

*The AAA Protection

* Authentication: Proof of identity. (Who a
person i1s?)

* Authorization: The assignment of permissions
to individuals or roles. (What a person may do?)

* Auditing: What the person actually did.



Security administrator
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Turing test

During the Turing test, the human questioner asks a series of questions to both respondents.
After the specified time, the questioner tries to decide which terminal is operated by the
human respondent and which terminal is operated by the computer.

B QUESTION TO RESPONDENTS ® ANSWERS TO QUESTIONER

iy 1

Computer Human Human
respondent questioner respondent


https://searchenterpriseai.techtarget.com/definition/Turing-test

Turing test

 Imitation game



http://whichfaceisreal.com/index.php

Turing test

« CAPTCHA

* Completely Automated Public Turing test to tell
Computers and Humans Apart
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http://www.takming.edu.tw/cc/resources/tech/T070_%E8%AA%8D%E8%AD%98CAPTCHA.pdf

Authentication types

 Knowledge: Something you know e.g., password

* Ownership: Something you have e.g., badge

* Location: Somewhere you are

* Characteristics: Something you are e.g., fingerprints
* Action: Something you do e.g., walk, keystroke

*kkk - H123 456
[*]

Security Passwords SMS, Voice, Software Okta Verify Physical and Biometrics-
Question and Email OTP OTP Push U2F Tokens based

High Assurance



Authentication types

 Single-factor Authentication
* Only one form of five types authentication

* Two-Factor Authentication(2FA)

 Combined fwo or more types of authentication
* Provides higher level of security
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Biometric basics

* Biometric is the automated process of
identifying or verifying an individual based upon
his or her physical or behavioral characteristics.

* Physical properties = something you are

* Face, Iris, Fingerprint, Retina, Ear, Palm vein...
* Behavioral properties = something you do

- Handwrite, Gait, Voice, Keystroke...
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Biometric basics

 Biometric features:

) kgl

Distinctiveness




Biometrics applications
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Biometrics system

*System components:

IEiRE ] E
System
Database
/i =B =
S IR N PSR
XA 23 Feature Matcher
Sensor Extractor

* Enrollment
* Identification (1-to-many)
* Verification (1-to-1)

RERIEAH
Decision
Module



Biometrics system

*System Evaluation

* ROC (Receiver Operating Characteristic) curve:
plotting by two errors FAR against FRR with the
decision threshold as the free variable.
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Biometrics system comparison

Biometric Accuracy Reliability
Fingerprint Very High Dirt, dryness
Face High Medium Hair, glasses, age
Hand Geometry High Medium Hand injury
Iris Very High Poor lighting
Retinal Very High Glasses
Voice Medium Low Noise, colds
Signature Medium Low Changing signatures

Accuracy: How well can the specific biometric is able to tell individual apart.
Reliability: How dependable the specific biometric is for recognition purposes.

22



Biometrics system

e Concerns of biometrics:
* Performance

 Accuracy

 FAR/FRR
* Acceptability

* Intrusive / non-intrusive / physical harm
* Cost

* Can not be used with certain groups
* Disabilities



Biometrics system
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Biometrics system

*Challenges of biometrics:

* Privacy (acceptability)
* Identity theft
* Data protection
* Data sharing

* Security (circumvention)
* Spoofing
* Biometrics cannot be changed



Wﬂﬁﬂﬁlﬁﬁﬁ%ﬁ%ﬁﬂﬁiﬂihﬁ! BBSE7 BFin £ mEiRTE

M%Hﬁ'ﬂ BRUEIEEFEERL  VTHEEHRFIARBET R  IHRESFILHHARBUS S
= BE7TRERREEBRE

= E &= & /ME
AT

= R en
r @ cEEFEs e
' — 2.4f—HR SR . e B
— J e aeEl 1 EESR R
448k
™ T L (L = =2y~ ‘ N '. ﬂ
B H R =5 p—

P<HSU<<YEN<TING<<0000011111 2.&5 E G =
e 3 858 B 1 — FHIEZE E
4.8 SRS RS
5.4 — &R ok 15
6.178:8E(MR2Z)

FARBENBUS TEAEBERAPCEAT » FELFHFES - HEOESBSEER -

source: https://www.ithome.com.tw/news/140353



Biometric system vulnerabilities
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Types of presentation attacks

* Face presentation attacks
* Photograph
* Video
* 3D mask
* Makeup
* Plastic surgery
*Ex:
* Samsung S8/510



https://www.ettoday.net/news/20190108/1350903.htm

Types of presentation attacks

*Iris presentation attacks
 Photograph =
*Video
 Artificial eyeball
* Contact lens
* Real eye




Types of presentation attacks

* Fingerprint presentation attacks
« 2D fake fingerprint
* 3D fake fingerprint
* Cadaver fingerprint
* Reverse-engineered fingerprint image
*EX:
-iPhone 5S TouchID | N M




Biometrics system security
* [ISO/IEC 30107 Presentation Attack Detection (PAD)

Overrid dify datab
verride or modify database “ Storage

ISO/IEC 30107
—i‘:ﬂ:"i_.....~ Modify Biometric Reference ﬁ

’
f 1
I |
I | -
[ Data Signal Comparison Decision
[ Capture | Processing P
I |
I |
I |
I i , . .
I 1 Modify Modify Modify
Biometric . Probe . Score :
: T 1 Sample . Override Override Dve_rr_lde
l Attack I Signal Processor Comparator Decision

at the Sensor

resentation Attacks : “presentation of an artefac
or human characteristic to the biometric capture
subsystem in a fashion that could interfere with

the intended policy of the biometric system.”



Biometrics system security

* PAD commonly known as liveness
detection or anti-spoofing.

*The goal of PAD is to determine if the
biometric being captured is an actual
measurement from the authorized, live
person who 1s present at the time of capture.



Biometrics system security

* An anti-spoofing biometric system
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Biometrics system security

* An anti-spoofing biometric system
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* Hardware-based
* Pulse measurement
* Temperature measurement
* SKkin resistance detection
* Blood pressure
 Infrared & ultraviolet light




Presentation attack detection

e Software-based

* Static
* Only one instance of the biometric trait
* Ex: photo
* Dynamic
* A sequence of samples captured over time
* Ex: video



Presentation attack detection

 Fusion-based

* A combination of multiple pieces of the
biometric traits.

e Hardware-based + Software-based

e Multimodal biometrics




Multimodal Biometrics

e Multimodal Biometrics:

| MULTI-SENSOR I
* Multiple sensors @ ﬁ o E
® Multlple a.].gorithms “I: IIMUﬁI‘.TISAT\APLE N
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 Multiple biometrics el  [MoLTiooA:

based based
| MULTI-INSTANCE
v
- —
.

Right and left iris
images

hO@
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Ross A., Nandakumar K., Jain A. K., Handbook of Multibiometrics,
Springer, New York, USA, 2006.




PAD Example#1l

* Blink detection:

* A healthy human blinks once every 4 to 6 seconds

1n a minute.

Image Acquisition

\\Z

* Based on the ratio of eye openness
* Resist to photo attack

Face Detection

A\

Eye Detection

\

o B30

Eye Blink Detection

- =

Recognition
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PAD Example#l

e Blink detection:
Live
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PAD Example#2

* Facial dynamics:
* Resist to photo attack

* Based on eye aspect ratio (EAR)
& mouth aspect ratio (MAR)

* Machine Learning

KazemiV,, Sullivan J., “One Millisecond Face Alignment with An
Ensemble of Regression Trees,” IEEE Conference on Computer
Vision and Pattern Recognition (CVPR), pp.1867-1874, 2014.




PAD Example#2

* Facial dynamics:
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PAD Example#2

* Facial dynamics

Static

100.0%
S 80.0%
< 60.0%
B 40.0%
ﬁ 20.0%
0.0%

SGD DT KNN SVM

= EAR 100.0 100.0 100.0 99.5% 98.4% 98.8%

= MAR 100.0 100.0 99.7% 97.0% 95.9% 98.6%

EAR+MAR 100.0 100.0 100.0 99.1% 95.9% 98.6%

Dynamic
100.0%
G 80.0%
O
I 60.0% =
B  40.0% —
jﬁ 20.0% =
0.0%
NB SGD IR SVM
= EAR 79.2% 73.9% 75.0% 73.5% 82.0% 66.5%
= MAR 72.8% 75.6% 72.8% 67.2% 74.2% 66.7%
EAR+MAR 75.6% 74.0% 73.3% 73.3% 75.4% 66.7%




PAD Example#3

* Bi-modal:
e Resist to video attack
* Speech + mouth motion
* Challenge-response
e Score level fusion

Webcam

-
‘e o
‘e o
e, o
e, o

v SR Eh A
18 B A2 48
\/_
EE
A2 4

— Notebook Microphone

7
7 Google Translate
API

* Weighted summation
* Weighted product

Biometric
Fusion

Before
Matching

Sensor Feature
Level Level




PAD Example#3

* Score Level Fusion:
* Weighted Summation Fusion

F = W1S$1 + (1 — WI)SZ

s; and w;=[0,1] are score and weight coefficient of
feature 1.

* Weighted Product Fusion

F = (s)"1x (s2) 17w

s; and w;=[0,1] are score and weight coefficient of
feature 1.




PAD Example#3

* 662 videos from 28 subjects
* 494 live clips
* 168 spoof clips with 3 types of attacks

(1) Staring at the camera and say nothing.
(2) Moving the head and say nothing.
(3) Saying words excludes in the predefined words bank.

(2) (3)



PAD Example#3

Weighted Weighted Product
Summation Fusion Fusion
) )

ACC(%) HTER (%) ACC(%) HTER (%) ACC(%) HTER (%

sgwnd | 93.05  5.84  94.36  4.04  91.84  5.47T

Tree

Random

92.75 1.34 94.86 4.62 91.84 5.47

Forests

k-nearest
Neighbor

N ELCE  92.65 1.45 94.66 4.62 01.84 5.47

92.15 9.19 94.56 5.21 91.84 5.47




PAD Example#4

* Hardware-based.:
* Resist to photo attack
* Thermal images
* Bit-mask + Circularity

F=0.75 F=0.28



PAD Example#4

e Hardware-based:

N #5369,
% 8 # 1% (5R) 591
&3t 1, 970
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PAD Example#4

mLBP mHOG wmHaar Proposed Method
100% 1.1

90% 1
80% 0.9
70% 0.8
60% 0.7
00 0.6
40% s 8 i
30% 0.3
20% 0.2
10% 0.1

0% 0

s

m|BP mHOG wmHaar Proposed Method
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Conclusions

* Although biometric authentication devices can be
susceptible to spoof attacks, different anti-spoofing
techniques can be developed and implemented that
may significantly raise the level of difficulty of such
attacks.



oo Q&A

\ﬂ Thank you for listening!



