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Likelihood | Guideword Likelihood description Frequency-based guidance
scale
1 Certain Almost certain >10"1 per year (High demand)
2 Likely Likely to occur 10"" to 102 per year (Low demand) I m pact
3 Possible Quite r\npo“\ln Ar nnat tnnenal fa Ansnre 1n-3 ta 104 nar uanr
4 Unlikely Conce Operational Financial HSE
Category | Outage | Outage National Cost Legal Public People People Environment
5 Remote So unl at one at |infrastructure|(Million confidence | onsite offsite
site multiple | and services | USD)
sites
A (High) |>7 days [>1 day Impacts >500 Felony Loss of brand |Fatality |Fatality or Citation by
multiple criminal image major regional
sectors or offense community |agency or
disrupts incident long-term
community significant
services in a damage over
major way large area
B <2 days |>1 hour |Potential to >5 Misdemeanor |Loss of Loss of |Complaints |Citation by
(Medium) impact sector criminal customer work day |or local local agency
at a level offense confidence or major |community
beyond the injury impact
company .
C (Low) [<1day |[<1hour |Little tono <5 None None First aid |No Small, RISk
impact to or comnlaints  Icontained
sectors
beyond the
individual H
company. © nghly Med|um
Little to no o ||ke|y
impact on o
community. e
T Possible Low Medium
s
| . .
Unlikely Low Low Medium
- Moderate
Negligible : Severe
impact
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Policies and procedures Functional security measures

Competency

Source: Siemens
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* * Search for resources, tool A ~7/
, enisa m
f* o TOPICS ~  PUBLICATIONS TOOLS NEWs  EVEFyptography working group is a subgroup of TC CYBER; you can find out more about

Technical Guideline on Minimum Security Measures X .
R, other B ETSI groups also work on standards for cross-domain cybersecurity, the

ures, devices, services and protocols and security tools and techniques. They address

Topic Technical Guideline on Minimum Security hd more information can be found in the related technologies pages:
For Telcos Measures tybersecurity
In this document we give guidance to NRAs pn Security Indicators
Keywords about the implementation of Article 13a and in d traffic integration
Resilience particular about the security measures that blogies and systems

providers of public communications networks
must take to ensure security and integrity of
these networks. It lists the minimum security
measures NRAs should take into account when

reless systems (5G, TETRA, DECT, RRS, RFID...)
lachine-to-Machine (M2M)
Functions Virtualisation

nétworks
neasures 4

evaluating the compliance of public "‘"““‘ﬂw«.,.%%w "
- I ms, Mariti - o
communications network providers with t'T ansport Systems, Maritime 3 \_\\
paragraph 1 and 2 of Article 13a. lting ETS’ // \ \
m - :
Published October 24, 2014 Artificial Intelligence

Authors ENISA I nd techniques ‘.
L English . )
anatage e terception and Retained Data NS ~
Download hnatures and trust service proviaers
PDF document, 1.38 MB
ements

Security algorithms r
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Initiation of
Product Release for
Development at Production
5‘(';::"""‘};")9' Product Development:
Cybersecurity
Specification of SySte m Level Assessment
Technical
Cybersecurity Cybersecurity
Requirements Validation

Feature Integration
& Cybersecurity Test

System Design

Design & \__/
<9 Implementation
A \

-
% :

Product Development:
SW Level

Product Development:
HW Level
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Tool:
Checkmarx
Fortify

Pros:

High coverage
Find issues in
early stage

SEELE R

Tool:
Acunetix
Nessus
CMARS

325

Tool:

Kali

Burp Suite.
hashcat

Pros:
No need source code
Low false rate

1 ] R Bt

Tool:
Defensics

2022 © B TEFRES Institute for Information Industry



;}?\EE‘I l‘ls/ IJ

B (UTGEERE | R G x ([ obaaciniat
= 5 QK [ loahostondel
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PrapcliD=45

1< e contentType="text/htnl; charset 88591
2 o p‘rgort- org. owsp webgoat.session.”, ong.ouasp. ue-bgoat‘?:swm RolesasedaccessControl . RoleBasedAccessControl™
3 3
a <div id=" ieswn search®>
5 <
3 Mebsession mbsasuon = [(MebSession)session. fothttribma("mhsnssinn“));
7 Strirg searc! = reguest . petPargwter(RoledasedaccessControl , SEARCHNAVE ) ;
g if (searchediams '= rull)
1 >
11 Employee <X=searchadtiame®> not found.
12 <%
3 -
1 4 Result Summary Most Vulnerable Files
{2 <for-l'i‘g;;ft§::' naaes“forml® methode"post™ action<"attackwenus<iuwebSession. getCurrentdenu yi>">
17 <Irgat class="lesson_text_db”™ type="text™ names"c¥-RoleBasedAccesstontrol. SEARCINAYER" />
{g <¢abe1>
<
208 cinput type="subait® name-"action” value-"<X-RoleSaseddccessControl, FINDPROFILE_ACTIONG /> .
21 </ foems . netlink.c
22 </divs .
WHigh . netlink.c
-Mm\'um fileformat.c
EKE%E 59% " Low .
. fileformat.c
55 EE ‘% Ef iii_sample.c
= : c s
¥ AT | Seventy , x| B EEN
¥ s vV RERLES Y Y HESERE YV ANsEE v J WE L GIANTNe  J yeEs
re » Slm [mfae e Frans | massm
® Command_inpcson (& a3 L i u < o g 521 o
TR e & uy : rorg — Top 5 Vulnerabilities
® Solniecton (142 A4S 7 & ww plng  ScarchStatpp T
@ Swees XSS (179 5251 [ 3 & we ol rp 7 Buffer Overflow unbounded
@ XPath_njecton (5 343 89 & W \SQLInecticn SearchSta¥ Bp 7
Iftﬁ o 10 P ek gosiNebgastWeb Contant main fsp u Buffer Overflow StrepyStreat
FP o 3| -
| erer— . i Ei’ A 4°5° %7 %-9:10 M OERRASI0 v Buffer Overflow scanf

Buffer Overflow cpycat

Command Injection

0 29 58 a7 116 145
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192.168.1.236

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 39

SEVERMY  CVSS PLUGIN  NAME
6.4 51192 SSL Certificate Cannot Be Trusted
é.4 | 57582 éSL éélf-Signéd Certificate -
5.0 45411 SSL Certificate with Wrong Hostname

5.0 57608 SMB Signing Disabled

N/A 10092 FTP Server Detection
INFO N/A 10107 HTTP Server Type and Version
INFO N/A 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

INFO N/A 10287 Traceroute Information
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™ Acunetix - Dashboard b

&« C | & Secure | https://localhost:3443 /#/dashboard/

Medium Severity Vulnerabilities Low Severity Vulnerabilities

Most Vulnerable Targets Top Vulnerabilities

http://testphpyvulnweb.com BB HTML form without CSRF protection 56

http://testhtmlS.vulnweb.com 3 SQL injection 43
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File Suitez Groups LUtilities Help

pivminfou|of/a|m| ola] - Wi-Fi Protocol

all]  IPve 0% HTTP-Server [idie] |

Setines | exsoton] o] a0 oeums| o s -omee] | - Ethernet-related Protocol

# Basic configuratior: ~Test group:

- request-responss (selectable from 6 sequences) - - S 1AP
(B HTTP authenticatic ||| 52 regular-payload
Lﬁ PI’DX}" _ valid > F. I, SCTP
Fﬁ HTFP options E} http-request ] by ; =
g fcorllng E& EQUESt h M :
oeging il element i, 4, & _ M d b
[ Gapture S8 Arttp-request-header [ | ‘ 0 u S

2% Instrumentation ; | t
i elemer
P> Fun contral & request-line #2194

(@ HTTP paylnad E-¢e main-req-headers

- DLMS/COSEM
Suite configuration & lamment Index —2194 —

SNMP Instrumenta: ﬁ hast Group  DHD-Suite.regular-payload hitp-request request hitp-request-header. request-line.
& user-agent P request-uri-value request-uri.abs pathrel path.path uri.element.

G scospt Anomaly Cverflow of 126 octets
& accept-language

B accept-sncoding Category Overflow CWE-140 CWE-138 CWE-137 CWE-20 CIWE-19 CWE-18 CWE-17
B8 accept-charset Jid| Hash 0xC17168D25B73AEGS

aune WS CEE e
@ = we  mmmmen | 0O ALEBEERI |
Y e RwsmamARE oo
* PRESE-Si3E T A (TIRE
pRAE MR ~ HrfF a3 R -~ payload
. m » mg/mmm » mEsz  mmwe | T</Soeinoegesy) o AR
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