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Abstract

In this thesis, we propose three new authentication mechanisms based
on Asymmetric-key cryptosystems. The three authentication protocols are
designed based on the security requirements of the third generation
mobile communication systems, which is proposed by UMTS. The
advantages of the Asymmetric-key cryptosystems are to solve a very
important key management problem for key distribution. Besides, it can
provide nonrepudiation for the part of the transmitted data. Therefore,
we adopt the Asymmetric-key cryptosystems to design our authentication
schemes. The characteristic of the first schemes is that e User and the
Network Operator have the public keys from each other, respectively.
The characteristic of the second schemes is that we exploit the exchange
of certificate to achieve the goa of exchange of the public key between
the User and the Network Operator. The characteristic of the third
schemes is that the Network Operator can obtain the public key from the
User's certificate sent by Certificate Server. Smilarly, the User can
obtain the public key from the Network Operator that is sent be
Certificate Server. The proposed authentication protocols for 3G mobile
communication systems are analyzed to be correct to achieve the critica
goals of the requirements of security and threats, and these protocols are
efficient and effective because they are computationally low complexity

and are smple but secure enough.
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Chapter 1 Introduction

1.1 Authentication and UMTS

In recent years, mobile communication has been developed very
rapidly. From the first-generation analog cellular mobile communication
to the second-generation digital cellular mobile communication system,
and the evolution to the third-generation mobile communication system
until now, the usage of mobile and wireless communication systems has
become more and more popular and convenient in spread worldwide.
Nowadays, the technology of wireless mobile communication is not only
beneficial for the customer better voice service but also extends to
norn-voice service such as image, internet service, computing data, e mail,
e-commerce and so on. People can communicate with others anytime and
everywhere. However, people would be faced with the problem of serious
security threats because of the openness of wireless communications.
Therefore, to provide users a mechanism to protect the privacy between
communicating parties is a very important issue. Since the transmission
interface of the mobile communication system is through the radio
channel, the actions of exchanging the private information of users or
systems over insecure communication channels will increase potentia
threats of security, such as eavesdropping and masquerading legal users
[1[2[3].

Besides, the location of a particular mobile user may need to be
protected to ensure privacy. Therefore, how to provide very secure
measures for protection of our mobile communication environment is

very important. Authentication and confidentiality are essential security
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services, which aim to verify identities of users to prevent impersonation
and to protect private communication against unauthorized eavesdropping,
respectively [4].

An authentication protocol is designed to allow participating entities to
demonstrate their knowledge of certain secrets, which involve in
verifying the identities of both parities over the wireless link and in
establishing a common secret key between them. Hence, based on the
authentication protocol, we can reduce or even completely eliminate
threats that eavesdropping and masquerading legal users.

In genera, the participants consist of Subscribers, the Network
Operators and Service Providers. The authentication protocol usually
has two common elements. (@) communication identities, which can
prove their own identities and check the other’s identities. (b) A session
key, which will be distributed for the consequent communication after the
participants have been proved their identity by each other. Among many
Issues of security [5-11], in general, SIX characteristics are needed for
secure mobile communication system.

a. Any participant involved in the mobile communication systems
must have the ability to recognize the true identity of each
other.

b. During the transmission process, al of the sengitive information
must be encrypted.

. The mobile communication system must guarantee validity of
the transmitted data.

d. The transmitted data cannot be repudiated.

e. The true identity of any participant must be unknown to the
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stranger.
f. The mobile communication system must have resistance of
relay-type clone attack [5] [12].

The purpose of authentication process is to offer the communicating
parties with certain guarantee so that they can identify each other. This
process is called the user authentication.

Authentication can be unilateral authentication or mutual. Unilateral
authentication is to provide one participant with the verification of the
other’ sidentity. Mutual authentication is to provide both participants with
verification of each other’ s identity. Therefore, before a mobile user
accesses mobile system services, he should be authenticated by the
mobile system if the mobile system has an authentication protocol for
transmission of a mobile user’ s secure information. Furthermore, if we
want to transmit the private information to the mobile system by the
ar-interface, the content of the message can be canceled by encryption.
Usage of encryption techniques, before a communication begins, both
parties should share a common session key in the secure communication.

The movement of a mobile user and the confidentiality of a mobile
user’s identity are aso the security issues showing up in the mobile
communication environment.

The solution of the anonymity and intractability problemsisto assign a
nonce identity such as alias to the user while he is roaming. In the Global
System for Mobile communication (GSM), a temporary mobile
subscriber identity (TMSI) is a kind of alias. The Vidtor Location
Register (VLR) assigns TMSI to a mobile user. While a mobile user

roaming in the areas, the service is not controlled by user's Home
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Location Register (HLR) but controlled by the given VLR, i.e. only the
mobile user and VLR know the TMSI.

In the 1990s, severa security-related protocols for wireless mobile
communication systems have been proposed based on the symmetric key
cryptosystems (e.g. DES) or the public key cryptosystems (e.g. RSA)
[9-10][14-21]. For symmetric key techniques, both communicating
participants share the key. For a public (asymmetric) key technique,
where there are two keys. public and private keys. In such case, a
participant’ s private key is only known by itsdf and both communicating
participants know the public keys. However, in mobile communication
systems, two magjor limitations should be considered when the security
protocols are designed. First, the low computational power of mobile
stations should be considered. It means that a security protocol requiring
a great quantity computational on the mobile stations is not redigtic.
Second, wireless mobile communication is with a lower bandwidth and
higher channel error rate than fixed network. Therefore, the security
protocols should be designed to minimize the message sizes and the
number of message exchanged.

On the 1st July 1991, in acity park of Helsinki, Finland, the first public
GSM was created, which is regarded as the second-generation mobile
telecommunication. In the past ten years, GSM has become a truly
universal mobile communication system. The second-generation systems
mainly provide speech services. Hence, ten years later GSM has brought
us onto the footprint of the third generation mobile communications
system, which is Universal Mobile Telecommunication System (UMTYS)
in European [22]. The UMTS is designed to provide access to a wide rang
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of services. Many of these services and environments in which they will
be used are aready provided by various existing systems such as cordless,
cellular, and satellite. UMTS will provide an integrated system in which
users can access the desired service via uniform service access procedures
irrespective of the environment they find themselves in. UMTS will
provide service involving multimedia services, voice and nonvoice
service such as audio, video, speech, multimedia data and billing services,
surfing the web, e-commerce, e-mail from a mobile user’ s terminal,
electronic postcard, and so on. For the above descriptions of services,
because of the various services operated in the hybrid mobile networks,
some security issues new for the 3G should be considered particularly.
There will be new and different providers of service such as content
providers, data service providers, HLR-only service providers. 3G
mobile systems will be postioned as the preferred means of
communications for users. There will be active attacks on users. In active
attacks, equipment is used to impersonate parts of the network to actively
cause lapses in security. In passive attacks, the attacker is outside the
system and listens in, hoping security lapses will occur. Nonvoice
services will be as important as, or more important than voice service,
since the terminal will be used as a platform for ecommerce and other
applications.
For the securities of multi-service, there are three key principles behind
UMTS securities [5]
1) 3G security will build on the security of second-generation
systems.  Security edements within  GSM and other
second-generation systems that have proved to be needed and
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robust shall be adopted for 3G security.

2) 3G security will improve on the security of second-generation
systems. 3G security will address and correct real and perceived
weaknesses in second generation systems.

3) 3G security will offer new security features and will secure new
services offered by 3G.

Next, we introduce a smplified role model for UMTS in Figure 1.1,
The role modd describes the actions and responsibilities of the

participants within relationships.

Content provider

Subscription
. * | /
Service
Billing provider

DelegationJ Service profile

Accounting

Management

" Network
Usage operator

Figure 1.1 .Simplified role model for UMTS

Here, we introduce four actors and the actions between them in Figure
1.1 [23]. Subscriber is a person or an entity that has a contractual
relationship with a Service Provider on behaf of one or more users. A
subscriber is responsble for the payment of charges due to that service

provider. User isaperson or an entity authorized is a subscriber and uses



services subscribed to by the subscriber. Service Provider has overal
responsibility for the provision of service or a set of services to users
associated with a subscription and for negotiating the network capabilities
associated with that service or set of services with Network operators.
Network Operator provides the network capabilities necessary for the
support of the services or set of services offered to users.

In the role model, we can find that actions between the actors are
transmission of some sensitive data. Therefore, we should take safety

measures to them against attacks.

1.2 The Proposed Schemes

In this thesis, we propose three new authentication mechanisms based
on Asymmetric-key cryptosystems. The three authentication protocols are
designed based on the security requirements of the third generation
mobile communication systems.

In most of the authentication protocols, generally the designer sends
the all messages included in each transmisson step. However it is
difficult for us to understand the meaning and the relationship of these
messages explicitly. Therefore, we use a representation of message flow
to reconstruct the protocol in order to assist us to understand these
messages and the relationship in each transmission step.

The advantages of the Asymmetric-key cryptosystems for key
distribution solve a very important key management problem. Besides, it
can provide nonrepudiation for the part of the transmitted data.
Therefore, we adopt the Asymmetric-key cryptosystems to design our

authentication schemes. In our proposed authentication protocols, they
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have more secure than the symmetric-key cryptosystems, and we only use
the exclusive OR operation to achieve authentication between the User

and the Networ k Oper ator.

1.3 Organization of The Thesis

The thesis is organized as follows. In Chapter 2, we introduce some
technologies, which are concerned with the authentication protocols for
mobile communication. The end of Chapter 2, we refer the security
threats and requirements for the third generation mobile communication
systems proposed by ETSI. The three new authentication mechanisms
based on Asymmetric-key cryptosystems are described in Chapter 3 In
Chapter 4, it includes the brief conclusons and discussions of the

direction of our future works.



Chapter 2 Review of the 2G Mobile Systems and Security

Congderationsfor UMTS

In this chapter, we introduce some terminologies about security of the
mobile communication environment in section 2.1. We describe some
previous researches on the authentication protocols. It includes protocols
using in the 2G mobile systems and cryptography, which is protecting
information transmitted through public channel. In the cryptography side,
which is avoiding illegitimate intruder to eavesdrop the senstive
information, we need a powerful mechanism to ensure security of the
system. The powerful mechanism is an authentication protocol. Finaly,
we will focus on security threats and requirements, which are defined in

Universa Mobile Telecommunication System (UMTS).

2.1 Terminology

Authentication should be possible for the receiver of a message to
ascertain that this message origin.

Unilateral Authentication provides with the verification of the claimed
identity of the participant.

Mutual Authentication provides with the verification of the claimed
identity of each of the communicating participants, to each other.
Plaintext is the origina message or data.

Encryption is to concea an original message or data by performs various
substitutions and transformation on the original message or data.

Ciphertext is an encrypted message.



Decryption will encrypt message to be the ciphertext and turn it back into
plaintext.

Data confidentiality prevents information that is not made available or
disclosed to unauthorized individuals, entities or processes.

Location confidentiality prevents the presence or the arrival of
communicating participant in a certain area, which cannot be determined
by eavesdropping on the radio access link.

Data integrity prevents that data has not been atered in an unauthorized
manner.

Key freshness: a key is fresh if it can be guaranteed to be new, as
opposed to an old key being reused through actions of either an adversary
or authorized party.

Non-repudiation prevents either sender or receiver from denying a
transmitted message. Thus, when A sent a message to B, B receives the
message that can be proved that the message was in fact sent by A.
Timestamps If the message contains a message as fresh that, in A’'s
judgment, is close enough to A’s knowledge of current time. This
approach requires that clocks among the various participants be
synchronized.

Challenge/Response is when a party A, excepting a fresh message from
B, first sends B a nonce and requires that the subsequent message
received from B contain the correct nonce value.

User anonymity is currently provided by use of temporary identities to
communication. However, in the case of new registrations, the true

identities are necessary.
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2.2 Previous Research on Authentication Protocols of the 2G Mobile

Systemsand UMTS

2.2.1 GSM Authentication Protocol

When a mobile station attempts to access a network, which needs
authentication process to ensure that the network service will not be
obtained fraudulently. In the following, we review the origind GSM
authentication protocol [24].

The Global System for Mobile communication (GSM), issued by
European Telecommunication Standards Institute (ETSI), was devel oped
during the 1980s [26]. GSM is the first mobile digital cellular system
(second-generation mobile system) that providing a broad spectrum of
communication capabilities and some digital service of security such as
user authentication, signaling traffic confidential, encryption, and
roaming, €tc..

In the Challenge/Response mechanism of GSM authentication
protocol [27], each Mobile Station (M S) has a unique identity, which is
an International Mobile Subscriber Identity (IMSI). IMSl is use to
register and choose its own Home Location Register HLR) to register.
Between the User and the HLR with a share key of authentication, Ki.
Therefore, in this protocol, it uses three security agorithms, As, As, As,
which were authentication function in the GSM system. The function A3
Is a one-way function whose input is the challenge, a random number
(RAND), form HLR. Between mobile station and HLR share key Ki,
which generate MS s response to HLR’ s Challenge, the smplicity that

Az is use to authentication MS. The function As is a one-way function,
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which uses RAND and Ki to generate a private key Kc. Kc is used for
voice and data privacy. The function As is a symmetric-key
crypto-function with key Kc, which encrypts transmitted data.

When the MS roams into the mobile system that is not controlled by
HLR, the Vidtor Location Register (VLR) will provide the
communication service. The following steps in Figure 2.1, describe the
workflow of security authentication protocol of GSM. We will use a
presentation of message flow proposed by [28](see Appendix A), which
can assist us in recognizing what the meaning of each message involved

in the authentication protocaol.

S R
IMSI IMSI
SRES RAND Kc, RAND, SRES
>»> <
As (Kc, TMSI), ACK

Figure2.1. GSM authentication protocol

(1) When a Mobile Station (M S) attempts to access service from the
network, it will transmit IMSl to VLR, which is a registration
request. The VLR obtainsthe MS sIMSl and passit tothe HLR

(20 HLR generates a random number RAND and uses the algorithm
A3 to produces SRES and uses the algorithm A8 to produces Kc.
Both A3 and A8 choose RAND and Ki as inputs. Then the HLR
transmits Kc, RAND and SRES to the VLR. These messages are

12



used in to authentication of the M S.

(3) The VLR receives these messages and forwards the RAND to MS
as a challenge message. Then the M S uses the agorithm A3 to
generate a corresponding message SRES'.

(4) MS transmits a response message SRES' to VLR. When VLR
receives SRES from the M S, it can verify the SRES from the
HLR andthe SRES fromthe M S. If they are the same, the M Siis
authenticated.

(50 VLR encrypts a temporary TMSl transmitting to MS by new
session key, which is Kc. TMSI is atemporary identity to M Sfor
confidentiaity of M S's identity IMS].

This protocol achieves three goals as bellow: (a) MS and VLR achieve
unilateral authentication. (b) HLR distributes a new session key Kc for
VLR and MS to communicate. (c) In order to prevent the MS's true
identity, VLR assigns an Temporary Mobile Subscriber Identity (TMSI)
to MS in the current run of protocol that prevent the intruder to get the
MS' true identity.

Although the GSM authentication protocol can perform some security
regquirement for secure communication, but it have some weakness.

(1) When a the User wants to access a service of the Network, he must
transmit MS' s true identity on the air interface. This might lead to
the User expose its true identity to attacks and be eavesdropped, and
thus it’ s not secure.

(2) If the one of insiders of VLR get Kc, RAND and SRES, it may be

to embezzle impersonate the User to communication with the VLR.
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(3 MS, VLR and HLR do not mutua authenticate each other.

(4) The cipher key Kc and authentication data are transmitted clearly
between and within networks.

(5) The data integrity is not provided.

(6) If the secret key Ki were broken, the attacker can replay RAND to

impersonate VLR to communicate with the User.

In the above, the security weakness will be enhanced in our new

authentication protocols.

2.2.2 UMTS Authentication Protocol
Because the UMTS is building on the security of second-generation

mobile system, therefore we will introduce the authentication protocol of
the GSM mobile system and point out the weakness of the protocol [25].

In the following, we will introduce the authentication protocol of the
UMTS. There are three authentication protocol schemes based on the
results of the European ASPeCT (Advanced Security for Persond
Communication Technologies) Project to be introduced [10] [29].
The three authentication protocol schemes are listed as follows:
(1) A Challenge/Response mechanism using symmetric key techniques
(Roya Holloway College,London),
(2) A public key based mechanism (Siemens),
(3) A public key based mechanism (KPN).

Siemens defines three authentication protocol schemes, which are called

A, B, and C, respectively.
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The Protocol A
This protocol allows authentic copies of public keys of the User and
the Network Operator, which are adready available at the Network
Operator and the User, respectively, and the public keys are not
exchanged in the course of the protocol. The features of the protocol are
listed as follows:
(1) Mutua authentication between the User and the Networ k oper ator.
(2) Establishment of a new sesson key Ks, which is a mutua key
authentication shared between the User and the Network Operator.
Mutual key freshness assurance.
(3) Mutua key confirmation of the User and the Network oper ator.
(4) The Usr’s data sent by the User to the Network Operator,
Non-repudiation achieved.
(5) The User’ sidentity IMUI confidentidity over the air interface.

Description of the protocol

The message flow consists of three messages exchanged between the
User and the Network Operator. The messages are indicated in the
Figure 2.2 with M1, M2 and M3.

15



User Network Operator

Ry
M1 g >
< R, ,AUTH ,, Enc (K  datal) M2
M3 Enc (K¢, Sg, (3 (K¢ ”datallldataz)))

Enc (K o,IMUI), Enc(K ¢ data2)

Figure 2.2. Siemens, Protocol A

Message M 1.

The User generates a random number R, and calculates a Challenge

g™ send to the Network operator. When the Network operator

receives this message, he will caculate the following entries:
- (g%)s’

—the session key K= h1 ((g®)°||R, )

—AUTH,=h2 (K ).

Message M2

The Network operator generates a random number R, and AUTH ,
which are the challenge Enc (K, datal) and the response to the User,

respectively. He then sends R, AUTH , and Enc (K, datal) to the User

as the User recelve these messages, he will calculate the following
entries:

—-(@°)",
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—Session key K= h1((g®)* [IRy),
—AUTH, =h2 (K ),
—Enc (K ,Sig, (h3 (K ;||detal||data2)) ),
— Enc (K .,IMUI),
— Enc (K ,data2).
The User compares the received AUTH , with the one calculated by

the Networ k operator.

Message M 3:

The User sendsEnc (K ¢, Sig, (h3 (K .||datal||data?))), Enc (K ¢,IMUI)

and Enc (K ,,data?) to the Networ k oper ator.

The Networ k Operator does the following processes:

-Decrypts every part in the messaged, (K. ,Sg, (h3 (K ||datal||data2))),

with decryption algorithm Dec and session key K ..

—Learnsthe IMUI and knows which public key (PK_U) he hasto retrieve

from his database in order to verify the signature.

— Knows K ¢, datal and data? and calculates h3 (K ||datal||data2).
— Retrieves h3 (K ||datal||data?) from Sig, (h3 (K ||datal||data?)) with

verification algorithm Ver , and key (PK_U). Then, the Network

Operator compares the two values.
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The Protocol B
This protocol is executed between the User and the Networ k Oper ator.

If avalid User’s certificate based on the User public verification key

PK_U is avalable at the User and not avalable a the Network

Operator. Besdes, if avaid NO’s certificate is available at the Networ k

Operator and is based on the Network Operator public key agreement

key g®, it would not be available at the User. The features of the protocol

are listed as follows:

(1) Mutual authentication between the User and the Networ k oper ator.

(2) Establishment of a new sesson key Ks, which is a mutua key
authentication shared between the User and the Network Operator.
Mutual key freshness assurance.

(3) Mutua key confirmation of the User and the Network oper ator.

(4) The Usr’s data sent by the User to the Network Operator,
Non-repudiation achieved.

(5) The Usar’ s identity IMUI confidentiadlity over the air interface.

(6) The certified public keys are exchanged between the User and the

Network Operator.

Description Of The Protocol

The message flow consists of three messages exchanged between the
User and the Network Operator. The messages are indicated in the
Figure 2.3 with M1, M2 and M3. The difference with the protocol A is
that the User does not know the public key of the Network Operator
and the Network Operator does not know the public key of the User.
Therefore, the User will include in the first message (M1) in which the

18



identification of the certification authority of which the Network

Operator can verify signatures (id ). The Network Operator will

include in the second message (M2) in which his certificate signed by the
corresponding certification authority (CA). The User can verify this
certificate (Cert N) and retrieves the public key agreement key g° of the
Network Operator, which is used for calculation of (g°)® . In the third
message (M3), the certificate of the User (Cert U) is encrypted (Enc

(K ,,Cert U)) replace of the IMUI. After receiving message M3, the

Network Operator retrieves the public key of the User (PK_U) from the

Usr’ s certificate and uses it for the other calculations.

User Networ k Operator
g%, id,,
M1 >
< R, ,AUTH , Enc (K 4 datal), Cert N M2
Enc (K 4, Sgu(h3 (K ¢ ||datal||data2)))
M3

Enc (K 4,Cert U), Enc(K ¢,data?)

Figure 2.3. Siemens, Protocol B

The Protocol C

In this protocol , it is assumed that there is no authentic copy of the
public key of the User available at the Network Operator and no
authentic copy of the public key of the Network Operator available at
the User, respectively.
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Description Of The Protocol

The message flow consists of five messages exchanged among the
User, the Network Operator, and a Certificate Server trusted by the
User. The messages are indicated in the Figure 2.4 with M1, M2, M3,
M4, and M5.

User Networ k Operator Certificate Server

M1

g®,id., Enc(L,IMUI) TS1, g°, g™ Enc(L,IMUI),

> M2

Sig,, (h3(TS1| g° [ g™ [IEnc(L IMUI)) >

CetN, TS lid ,|[Cert U, Sig. (TS]id

M3

[Cert L)

M4 <

R, ,AUTH, Cert N*,

Enc (K ., datal||data2)
<

Enc (K o, Sig, (h3(K |ldatad

data2))),Enc(K . data2)

>

M5

Figure 2.4. Siemens, protocol C

The Certificate Server (CS) can access a certificate, which is based on

the public key of the User and is issued by a Certification Authority

20



(CA). CS may be identica with the Service Provider of the User. The
flow of the messages exchanged between the User and the Network
Operator isidentica to that in protocols A and B. Over the air interface,
the protocol itself is aso very similar to protocols A and B. The major
difference is a certified public key of the Network Operator distributed
from the Network Operator to the User, but no certified public key is
distributed from the User to the Networ k Oper ator.

There is a two-pass exchange of messages between the Network
Operator and the Certificate Server in which Certificate Server
distributes public keys of the Network Operator and the User to the
Networ k Operator, which are signed by CS.

Message 1:

The User generates a random number R, and calculates a Challenge

g®, L, and uses the secret key L to encrypt the IMUI of the User. Then,
the User sends g%, id, and Enc (L,IMUI) to the Network operator.

The User calculates the following entries:
_gRJ

-L=(@g")"

— Enc (L,IMUI)

id . is the identification of the Certificate Server and the User can

verify signatures. The Network Operator retrieves a (possibly new)
public key g* from storage and creates a time-stamp TSL. In the
following steps, the Networ k Oper ator based on the new key g° obtains
a cetificate from the Certificate Server. The Network Operator
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caculates asignatureon TS1 || g® || g || Enc (L,IMUI) with the hash

function h3, sgnature agorithm Sig, and key SK_NO

Message M2:
The Network Operator sends TS1, g°, g®, Enc(L , IMUI) , Sig,,(h3
(TSL || o® || g ®||Enc (L,IMUI))) to the Certificate Server. While the

Certificate Server receives these messages, he calculatesh3 (TS1 || g° ||
g ®*| Enc (L , IMUI) and verifies the recelved signature with

verification algorithm Ver , and public key PK_NO. Afterwards, he
checks the Time Stamp TS1 and calculates L:

-L=(@g ")

— Using the decryption algorithm Dec and key L to decrypts Enc (L ,
IMUIL).

— Retrieves Cert U associated with the obtained IMUI from its database,

— Checks the (eventualy new) key g° of the Network Operator and the
certificate Cert U against revocation lists.

— Creates the credentials = g *| g° || id, || data3 and caculates a

certificate on the Network Operator’ s public key agreement key i.e.,

Cert N which is a signature on the credentials, Cert N =credentials, Sig .

(h3 (credentials)). The data3 is an optional field transmitted to the User in
an authentic way.

— Creates a new time stamp TS and calculates a signature on TS || id ||

Cert U.

Message M3 :



The Certificate Server sends Cert N, TS || id || Cert U, Sg_(TS||

id,_|| Cert U) to the Networ k Operator.

When the Network Operator receives these messages, he verifies the

signature on TS || id, || Cert U and the Cert N with verification algorithm
Ver_ and key PK_CS. Afterwards, the Networ k Operator calculates.

— A shortened Cert N named Cert N* =g° || Sg. (h3 (credentias)).

-@ *)°

—Thesessionkey K .=h1((g *)° [IR,)

—AUTHN=h2 (K )

— Enc (K, datal || data3) encrypted with algorithm Enc and key K

datal is an optional data field sent from the Network Operator to the

User in an authentic way.

Message M4 :

The Network Operator sends R, AUTH ,, Cet N* and
Enc(K ,datal || data3) to the User. The User reconstructs the credentials
=g %[ g® |id,| data3 and verifies the signature on Cert N (which is
Sg. (h3 (credentials)) and is part of Cert N*) with verification agorithm

Ver_ and key PK_CS.

The User calculates the following entries:
—(@°)*
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—Thesessonkey K.=h1((g®) * [|Ry)

—~AUTH, =h2(K,)

— datal || data3 = decryption of Enc(K .,datal || data3) with decryption
agorithm Dec and key K

—Enc (K, Sg, (h3(K s[|datal|data2)) )

— Enc (K ,,data2)

The User compares the received AUTH ,, with the calculated one from

the Networ k operator.

Message M5 :
The User sends Enc (K, Sg, (h3 (K .||datal|[data?)) ), Enc(K ,data?)

to the Network Operator. The Network Operator receives these
messages and caculates the following entries.

— Decrypts every part of the message with decryption algorithm Dec and
session key K

— KnowsK , datal and data2 and calculates h3 (K . ||datal||data2)

— Retrieves h3 (K /||datal|data?) from Sg, (h3 (K ¢|/datal|ldata?)) with

verification algorithm Veru and key PK_U. Afterwards, the Networ k

Operator compares these two values.
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2.3 Security Threatsand Requirementsof UMTS

In general, many telecommunication service and application will not be
standardized, because it is difficult to predict their exact nature. Therefore,
ETSI, which is in the European to draw up a set of specifications, is
concerned with Security Threats and Requirement of UMTS [30](see
Appendix B). In this specification, the threat analysis performed relies to
a large extent on previous experiences with 2G systems, in particular
GSM, and takes into account known problems from that area. The
security requirements listed in this specification shall be used as input for
the choice of security features and the design of the authentication
protocol. In this thesis, we will follow this specification (Appendix B)
and the general objectives for 3G security features (see Appendix C) to

design our new authentication protocols.

2.4 Abbreviations

This section lists the symbols and notations used in the Siemens and
our proposes protocols.
GSM: Globa System for M obile Communications.
HLR: Home Location Regider.
IMUI: International M obile User | dentity.
SRES: Signed Response.
VLR: Vigtor Location Register.

||: concatenation.

AUTH : The Vdueis used to authenticate the Networ k Operator to the

User, mostly this will be achalenge response value.

25



AUTH | : The Vdueis used to authenticate the user to the Networ k

Operator, mostly thiswill be achallenge response value.
CA: Cetification Authority.
Cert N: Itis avdid certificate, issued by a Certification Authority CA,
on the public key of the asymmetric signature system of N,
available at N.

Cert U: Itis avaid certificate, issued by a Certification Authority CA,
on the public key of the asymmetric signature system of U,
available at U.

datal, data2, data3: They are optiona datafields.

Dec: A decryption algorithm, corresponding with the encryption
agorithm Enc (see below).

Enc: A symmetric encryption agorithm. Enc (K, data) means data
encrypted with encryption agorithm Enc and key K.

g: Itisa generator g, known by UIM/terminal, Networ k Operator, and
Service Provider. gis agenerator of afinite group G, e.g., the
multiplicative group of afinite field or asubgroup of an dliptic
curve, in which the Discrete Logarithm Problem is hard.

gs: Itisapublic key agreement key of the Networ k Oper ator.

gV Itisapublic key agreement key of the Certificate Server.

hl: one-way function.

h2: hash function.

h3: hash function.

id_, : Itis the identity of the Certification Authority.

id . : Itisthe identity of the Certificate Server.
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id _: It istheidentity of the Network Operator.

Ks: It is the secret session key shared between User and Networ k
Operator.

L: The length of session key Ks.

NO: Networ k operator.

R ,: ItisaRandom challenge, generated by the Network Operator.

R, : Itisa Random challenge, generated by the User.

S: Itis a secret key agreement key of the Networ k Operator.

Sig.: A secret sgnature transformation owned by the Certificate Server.
Sig,.: A secret signature transformation owned by the Networ k

Operator.

Sig,, : A secret signature transformation owned by the User .
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Chapter 3 Three Proposed Schemes of Authentication Protocol

In this chapter, we use the representation of message flow proposed by

[28] to reconstruct three authentication protocols of proposed by the

Siemens and propose three new authentication protocol schemes for the

third generation mobile communication systems.

3.1 Reconstruction of Three Authentication Protocols Using another

Representation of M essage Flow

In general, Challenge/Response and Time-Stamp are usually used to

achieve authentication manner for the authentication protocols

(introduced in section 2.1).

In the mobile communication environment, the Challenge/Response

manner is easier to implementation than Time-stamp, because the

TimeStamp manner has a problem of synchronization. Therefore, the

Challenge/Response is a good manner to design an authentication

protocol for the mobile communication.

In the authentication protocol, the designer usually sends the al

messages included in each transmission step. However it is difficult for us

to understand these messages and their relationship explicitly. Therefore,

we use another representation of message flow proposed by [28] to

reconstruct the protocol in order to assist us to understand these messages

and relationship in each transmission step. The protocols A, B and C

represented by this message flowchart are shown in the Figure 3.1,

Figure 3.2, and Figure 3.3, respectively.
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User Networ k Operator

gk AUTH,
> <<

Enc (K ¢, Sgu(h3 (K .||datal||data?))) Enc (K

Ks Jdatal)

<

Enc (K ¢,IMUI), Enc(K ,data?)

Figure 3.1. Another representation of messageflow for the Protocol A

User Network Operator
gh AUTH,
> a] <<
Ry, CetN

Enc (K ¢, Sgu(h3 (K .||datal|/data?))) Enc (K . datal)
g <

Enc (K ;,Cert U), Enc(K ,data2)

Figure 3.2. Another representation of messageflow for the Protocol B



Network Operator Certificate Server

TS1, ¢°, g™ Enc(L,IMUI),

Sg,, (3(TS1 g° [ g™ IEnc(L.IMUI))

CertN, T |id , [[Cert U, Sig (TYid
|Cert L)

User
gt AUTH
> <<
id ., Enc(L,IMUI)
R, Cert N*
Enc(K .99, (h3(K ||
datal||data2)))
> <

(K o, datal||data2)

Enc(K .,data?)

Figure 3.3. Another representation of messageflow for the Protocol C



3.2 The First Scheme of Authentication Protocol

Main | dea

In symmetric cryptosystem, between encipher and decipher a secret
key is shared. The advantage of secret key is that it provides fast speed
operations of the encryption and decryption. However, there are some
functions cannot be achieved in symmetric cryptosystem. There involves
the key management problem and the queried security. Therefore, Diffie
and Hellman propose a concept of public key based cryptosystem in 1976
[31]. The advantage of the public key is that it is able to solve these
problems, which cannot be achieved by secret key cryptosystem.
Therefore, the public key cryptosystem research has become a man
stream of the modern cryptography theory.

According to the reasons described above, we decide to employ a
public key encryption and decryption tools to design a authentication
protocol. The three authentication protocols proposed by the Siemens [29]
are used with the signature method. Therefore, we try to use the public
key cryptosystem approach to achieve the goals of authentication
protocol such as authentication data, session key generation, secret data
and mutual authentication, and so on. According to the security
requirements defined in document (ETSI TS 21.133, see Appendix C),
there are some goals, which have to be achieved before the subscriber is
permitted to use the service from the Network Operator. The main
advantages of our protocol are twofold (1) to solve a key management
problem (2) to provide higher operation speed compared with the

protocols proposed by Siemens.
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The First Protocol
The first protocol is applied to achieve the goas such as the mutual

authentication of the User and the Network Operator and the

establishment of shared session key K. between them.

Goals
The goals of the first scheme are described as follows:
(G1) Mutua explicit authentication between the User and the Networ k
Operator.

(G2) Agreement between the User and the Networ k Operator on shared
session key K, with mutua explicit key authentication.

(G3) Mutual key confirmation of the User and the Networ k operator.

(G4) Mutual assurance of key freshness

(G5) The confidentidity of the User’s identity over the air-interface.
(G6) The confidentiality of the User’s identity to the Networ k Operator.

Prerequisites On Mechanism
Initially, the Network Operator identity is assumed to be known by
the User. In addition,
(1) the Network Operator has a secret key SK_NO and a public key of

the User- K ;

(2) the User has a secret key SK_U and a public key of the Network

Operator- K, .
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Description Of The Protocol

At first, we consider the first protocol that consists of three exchanged
messages between the User and the Network Operator. The Service
Provider does not involve this scheme. The messages flows are indicated
in the Figure 3.4 with M1, M2 and M3. In this protocol, the User has
aready registered with the Network Operator where it is roaming. The
User and the Network Operator have aready shared some information
described above.

TheFirst Protocol

User Network Operator
(Kg, IMUI)
M1
(RN’ KS)KU
M2
M3 AUTH,

Figure 3.4. The First Protocol

The notationsin Figur e 3.4 are defined as follows:
- U: User
- NO: Network Operator.
- CA: Certification Authority.
- CS: Certificate Server.



- K, v X’spublic key, where X=N, U, CS.
- K v The session key is shard between the User and the Network

Operator
- IMUI: International Mobile User Identity.
- datal||data2 : Concatenation datal and data? alongside the notation ||.

-ID, v X’ sidentity, where X=CA, CS.

- R, v A random number generated by X= U, N.

- Auth . v A authentication function between A and B.
-AUTH,=(R,) .

The Vaue of the (R, K.),, used to authenticate the User to the

Network Operator, generaly this will be a challenge response value.

The Vaue of the AUTH, isused to authenticate the Networ k Oper ator

to the User, generdly thiswill be a challenge response vaue.
Instead of representation of the message flow illustrated in Figure 3.4,
we use the representation of message flow proposed by [28] to

reconstruct the first protocol as shownin Figure 3.5.

User Networ k Operator
(Ks, IMUI) Ry, Ks)w
> <<
AUTH,
> <

Figure 3.5. New message flow for the First protocol



Next, we explain the message exchanged involved in the protocol of

Figure 3.4 in ddtails.

M essage M 1.

The User sends (K ¢, IMUI) ,, to the Network Operator, where (K .,
IMUI) ., is a challenge message for a registration request. When the
Network Operator receives the message M1, he decrypts (K., IMUI) .,

based on his secret key to gets IMUI and K. The Network Operator

will find the public key of the User to encrypt the data, afterward. At the

same time, the Network Operator generates a random number R, and

encryptsR,, as(R,)., ,» whichisachalenge and response number.

M essage M 2:

The Network Operator sends (R,,, K.),, to the User. When the
User receives the Message M2, he decrypts (R, K.),, based on his

secret key. When User gets R, and K, he checks the session key K,

from the Networ k Operator with the sends one. If the calculated value is
correct, the goal of the authentication of the User to the Network

Operator has been achieved. Furthermore, the User sends the AUTH,,

which is the response to the Networ k Oper ator.

M essage M 3:



The User sends AUTH, to the Network Operator. When the

Network Operator receives the Message M3, he checks the AUTH,,

and compares it from the User with the sends one. If the calculated value
Is correct, the goa of the authentication of the Network Operator to the

User has been achieved.

Achieved Goals
The achieved goals of the first protocol are described as follows.

Entity authentication of the User to the Network Operator:
By verifying (R, K¢) ., the User knows that K is send by him.
Therefore, the User can authenticate NO' s identity.

Entity authentication of the Networ k Operator to the User:
By verifying AUTH, the User knowsthat R, isbased on Network
Operator. Therefore, Networ k Operator can authenticatethe User’s
identity.

Assurance to the User that the Session key isfresh:

The session key is derived from the User.

Assurance to the Networ k Operator that the Session key is fresh:

The session key is derived from the random value R .

Session Key authentication of the User to the Networ k oper ator:

It is because that the value AUTH,, isincluded in the Message M3.

Session Key confirmation of the Networ k Operator to the User:

It is because that thevaue (K, R, )., isincluded in the Message



M2.

Security Analysis
In the following, in order to ensure that the protocol is secure, we shall

analyze and discuss the attack methods [ 35-42].

Attacks 1:Replay attacks[33]
In this case, to prevent replay attacks, a message in the protocol should
contain some “freshness’ properties. In the message M1 and M2, the

User and the Network Operator generates a session key K. and the
random number R, respectively as the fresh messages. In the message

M2, the User can check K, according to (R,, K,),, if the message is
fresh in this round. In the message M3, the Networ k Operator can verify
the AUTH,, that knows the freshness property. Besides, the K ¢, R, ) «,
represents the freshness property because it is encrypted by the User’s
public key such that only the User can decrypt it. Similarly, (R, Ks) «

represents the freshness property since the session key encrypts it, such

that only the Networ k Operator can decrypt it. Hence, the replay attacks

areinfeasble,
Attack 2: Parallel session attacks [34]

Since the messages M1, M2 and M3 fit the asymmetric condition; the

paralel session attacks are infeasible.
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Attack 3. Guessing Attacks[33]

The authenticaion with password is widely used by many security
systems. However, password is vulnerable under the dictionary attack by
which an attacker can guess the password successfully. Public key
provides a means for preventing the guessing attack. Since, we uses the

public key to encrypt the message, the guessing attacks are infeasible.



3.3 The Second Scheme of Authentication Protocol

Main idea
The main idea of the second authentication protocol is the same with
the First protocol. The second protocol is applied to achieve the goals,

such as the mutual authentication of the User and the Networ k Oper ator

and establishment of shared session key K. between them and use a

valid certification.

Goals
The goals of the second scheme are described as follows:
(G1) Mutua explicit authentication between the User and the Networ k
Operator.

(G2) Agreement between the User and the Networ k Operator on shared
session key K, with mutua explicit key authentication.

(G3) Mutua key confirmation of the User and the Networ k operator.

(G4) Mutual assurance of key freshness

(G5) The confidentidity of the User’s identity over the air-interface.

(G6) The confidentiality of the User’s identity to the Networ k Operator.

(G7) Exchange of cetified public keys between the User and the
Network Operator.

Prerequisites On Mechanism
The prerequisites of this protocol are the same as for the first protocol

except that:



(1) the User has no authentic copy of the public key K, of the Network
Operator.
(2) The Network Operator has no authentic copy of the public

verification key K, of the User.

(3) There is a valid certificate Cert U, issued by a Certification Authority

CA, onthe public key K, of the User, available at the User.

(4) There is avalid certificate Cert N, issued by a Certification Authority

CA on the public key K,, of the Network Operator, available at the

Network Operator.
(5)The User and the Networ k Oper ator possess the public key necessary
to verify certificates issued by CA (PK_CA).

Description Of The Protocol

At first, we consder the second protocol that consists of four
exchanged messages between the User and the Network Operator. The
messages flows are indicated in the Figure 3.6 with M1, M2, M3, and
M4. The difference with first protocol is that the User does not know the
public key of the Network Operator and the Network Operator does
not know the public key of the User.



The Second Protocol
User Networ k Operator

id

ca

M1

Cert N M2

M3 (Ks, IMUI, Cert U) KN (Sgu h(Ks" IMUI" Cert U" TS)) KN

AUTH,, (Sg9,,h( Ks)) «

M4

Figure 3.6 The Second Authentication Protocol

The notationsin Figure 3.6 are defined as follows:

-id , isanidentity of the Certification Authority.

- Cert N avalid certificate, issued by a Certification Authority CA, on the
public key of the asymmetric signature system of the Network
Oper ator, avalable a the Network Operator.

-Cert U avalid certificate, issued by a Certification Authority CA, on the
public key of the asymmetric signature system of the User, available at

the User.

-Sg,, Isasecret sgnature transformation owned by the Networ k

Operator.

-Sg, isasecret Sgnature transformation owned by the User.

-TSisatime stamp.

- AUTHN: (KS)KU
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The Vaue of the AUTH is used to authenticate the User to the

Networ k Operator, generdly thiswill be a challenge response value.
Instead of representation of the message flow illustrated in Figure 3.6,
we use new representation of message flow [28] to reconstruct the

Second protocol as shown in Figure 3.7.

User Network Operator
id,,
Cert N
(K o, IMUI, Cert U) AUTH
»> <<
(Sg, KK ][ IMUI|| Cert U TS))
(89,,h(Ks)) ky

Figure 3.7. New message flow for the Second protocol

Next, we explain the message exchanged involved in the protocol of
Figure 3.6 in details.
M essage M 1:

The User sendsid ,, the identification of the Certification Authority,
to the Network Operator, that the Network Operator can verify the
signatures. When the Network Operator receives this message, he will

send his certificate signed by the corresponding Certification Authority
(CA) to uses in Message M2.
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M essage M 2:

Network Operator sends Ceat N to User. The User can verify this

certificate and retrieves the public key agreement key K, of the

Network Operator.

M essage M 3:
The User sends (K ¢, IMUI, Cert U) ,, and (Sg,h(K || IMUI|| Cert U||
T9)),, to the Network Operator, where (K., IMUI, Ceat U),, is a

challenge message. Cert U, IMUI and TS are based on the public key

K, of the Network Operator. The User generatesK ., which isa session
key between the User and the Network Operator. When the Networ k
Operator receives these messages, he decrypts (K., IMUI, Cert U) as

(K, IMUI, Cert U),, based on his secret key and gets IMUI, K, ad

Cert U. The Network Operator retrieves the public key of the User K|,

from the Usx’ s certificate, Cert U, and checks the signature. When the
Networ k Operator gets IMUI, he verifies the identification of the User.

M essage M 4:

The Network Operator sends AUTH, and (Sg, h(K,)),, to the

User. When the User gets AUTH,,, he compares the received AUTH ,

from the Networ k Operator with the sends one. If the calculated value is
correct, the goa of the authentication of the User to the Network

Operator has been achieved. The User retrieves the public key of the
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Network Operator K, from the Network Operator’s certificate, Cert

N, and checks the signature.

Achieved Goals
The achieved goals of the second protocol are described as follows.
The prerequisites of this protocol are the same as for the first protocol
except that:
-Exchange of certificates: id , issent in Message M1 to indicate
Networ k Operator which certificates can be verified by the User. The
Networ k Operator sends a certificate, Cert N, to the User in Message

M2 and the User sends a certificate, Cert U, to the User in Message
M3.

-Nonrepudiation of data sent by the User: The User sends (Sig, h(K ||
IMUI||Cert U|| TS)),, tothe Network Operator.

-Nonrepudiation of data sent by the Networ k Operator: The Networ k

Operator sends (Sig, h(K,)),., totheUser.

Security Analysis
In the following, in order to ensure that the protocol is secure, we shall

analyze and discuss the attack methods [ 35-42].

Attacks 1: Replay attacks[33]
In this case, to prevent replay attacks, a message in the protocol should
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contain some “freshness’ properties. In the message M3, the User

generates a session key K . and the time stamp TS as the fresh messages.
In the message M4, the User can check K, according to AUTH , if the

message is fresh in this round. Besides, the AUTH  represents the

freshness property because it is encrypted by the User’s public key such
that only the User can decrypt it. Hence, the replay attacks are infeasible.

Attack 2: Parallel session attacks [34]
Since the messages M1, M2 and M3 fit the asymmetric condition; the

parald session attacks are infeasible.

Attack 3. Guessing Attacks [33]

The authentication with password is widely used by many security
systems. However, password is vulnerable under the dictionary attack by
which an attacker can guess the password successfully. Public key
provides a means for preventing the guessing attack. Since, we uses the

public key to encrypt the message, the guessing attacks are infeasible.

Attack 4: Man-in-the-Middle Attacks [33]

An attacker can use the man-in-the-middle attack to intervene between
the User and the Network Operator and masquerade as one to
communicate with another bidirectionally. Public key cryptosystem using
certificate often provides a solution for preventing this attacks. Since, our

scheme can prevent these attacks.



3.4 The Third Scheme of Authentication Protocol

Main idea
The main idea of the third authentication protocol is the same with the
first protocol. Certificate Server aoplies the third protocol to achieve the

gods such as the mutual authentication of the User and the Network

Operator, the establishment of shared session key K ., between them and

valid cetification provided by the Certificate Server .

Goals
The goals of the third scheme are described as follows:

(G1)-(G6) are the same as those of the first protocol.
(G7) Didtribution of public key K , of the User certified by a

Certification Authority (CA) from the Certificate Server (CS) to

the Network Operator.
(G8) Distribution of the public key K, of the Network operator

certified by the Certificate Server from the Network operator to
the User.

(G9) Assurance for the Certificate Server that the publics key it certifies
isindeed the public key of the Networ k operator.

Prerequisites On Mechanism
The prerequisites of this protocol are the same as for the first protocol

except that:



(1) The User hasapublic key the Certificate Server-K ..

(2) The Networ k Operator has apublic key the Certificate Server-K ...

Description Of The Protocol

The third protocol is no authentic copy of the public key of the User
available at the Network Operator and is no authentic copy of the public
key of the Network Operator avalable at the User.
In the third protocol, there are five exchanged messages among the User,
the Network Operator and the Certificate Server. The messages flows
are indicated in the Figure 3.8. The certificate server CS has to access
the certificate of the User issued by a Certification Authority CA.

The notationsin Figur e 3.8 are defined as follows:

- id Lisaidentity of the Certificate Server.
-K=h1(R, R,).
-AUTH, =h2 (K).

- AUTH,=h3 (K ,).
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The Third Protocol
User Network Operator Certificate Server

M1

id_, (R, .IMUI)

M2

(Ry IMUI ., (id ) e

(CertN) ., , (Cert U, R) M3

M4

AUTH , (Cert N) , » (Ry) ku

M5 | AUTH,

Figure 3.8. The Third Protocol

Instead of representation of the message flow illustrated in Figure 3.8,
we use the representation of message flow proposed by [28] to

reconstruct the third protocol as shownin Figure 3.9.



User Network Operator Certificate Server

id_, (R, .IMUI)

(Ry IMUI ., (id )

(CertN) ., » (Cert U, R kn

AUTH, (Ry)ku
> <
(Cert N)y
ViaCs
(Ry) AUTH
— <<

Figure 3.9. New message flow for the Third protocol

Next, we explain the message exchanged involved in the protocol of

Figure 3.8 in details.

Message M 1.
User sends id, and (R,, IMUI),. to the Network Operator. The

id . is the identification of the Certificate Server that the User can

verify sgnatures.

Message M2:
When the Network Operator receives these messages, it forwards the
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message of (R, IMUI), and usesthe Certificate Server’s public key

K. to encrypt his identity id then sends these messages to the

Certificate Server. The Certificate Server receives these messages, he
decryptsthe (R,, IMUI),. and (id ) .. based on his secret key K. . The
Certificate Server gets R, IMUI and id . It uses IMUI and id  to

access the database of the Certificate Server to obtain Cert U and Cert N,
respectively.

Message 3:
The Certificate Server sends (Cert N),, and (Cert U, R,),, tothe

Network Operator. When the Network Operator receives these

messages, he decrypts (Cert U, R,),, based on hs secret key and gets
Cet U, R,. At the same time, the Network Operator generates a

random number R, and calculates the session key K ;and AUTH

Message M4:

The Network Operator sends AUTH,, (Cet N),,, add (R,),, tO
the User. When the User receives these messages, he decrypts (R ) «,
and (Cert N) ., based on his secret key and gets R,,, Cert N. Therefore,

the User compares the received AUTH,, from the Network Operator

with the calculated one. If the calculated value is correct, the goal of the

authentication of the User to the Network Operator has been achieved.

50



Furthermore, the User calculates the AUTH ,, which is response to the

Network Operator.

Message M5:

The User sends AUTH, to the Network Operator. When the

Network Operator receives these messages, he compares the received

AUTH, from the User with the calculated one. If the calculated vaue is

correct, the goal of the authentication of the Network Operator to the

User has been achieved.

Achieved Goals
The achieved goals of the third protocol are described as follows.
The same goals are achieved in the same way as for first protocol except
for:
-Confidentiaity of the User identity:
It is achieved by encrypting the User identity IMUI in the first message

with public key K. of the Certificate Server.

-Exchange of certificates:
id ., issent in message M1 to indicate to the Certificate Server which

certificates can be verified by the User.

Security Analysis
In the following, in order to ensure that the protocol is secure, we shall

analyze and discuss the attack methods [35-42].

51



Attacks 1: Replay attacks[33]
In this case, to prevent replay attacks, a message in the protocol should
contain some “freshness’ properties. In the message M1 and M4, the

User and the Network Operator generates a session key R, and the
random number R, respectively, as the fresh message. In the message

M4, the User can check K according to AUTH , if the messageisfresh

in this round. In the message M5, the Network Operator can verify the

AUTH, that knows the freshness property. Besides, the random number

R, represents the freshness property because it is encrypted by the

User’s public key such that only the User can decrypt it. Smilarly, the
(R )« represents the freshness property because it is encrypted by the

Network Operator’s public key such that only the Network Operator

can decrypt it. Hence, the replay attacks are infeasible.

Attack 2: Parallel session attacks [34]
Since the messages M1, M2, M3, M4, and M5 fit the asymmetric

condition, the paralel session attacks are infeasible.

Attack 3. Guessing Attacks[33]

The authentication with password is widely used by many security
systems. However, password is vulnerable under the dictionary attack by
which an attacker can guess the password successfully. Public key
provides a means for preventing the guessing attack. Since we use the

public key to encrypt the message, the guessing attacks are infeasible.
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Attack 4:Man-in-the-Middle Attacks [33]

An attacker can use the man-in-the-middle attack to intervene between
the User and the Network Operator and masquerade as one to
communicate with another bidirectionally. Public key cryptosystem using
certificate often provides a solution for preventing this attacks. Since, our

scheme can prevent these attacks.

3.5 Performance Analysis

In this case, we compare the performance of our protocols and Siemens
protocols. Our protocols have the feature of transmission data size within
communications less than the protocols proposed by Siemens. The

comparisons arelist in Table 1 and Table 2 as follows:

Table 3.1. Parformance Evaluations

Performance evaluation Siemens Our Proposed Performance
Bits Bits h
Protocol A/Protocol 1 896 bits 640 bits 71.42%
Protocol B/Protocol 2 {1280 bits {924 hits 72.18%
Protocol C/Protocol 3 |2176 bits {1412 bits 64.88%

* The number of bitsis reference by 3GPP [5].



Table 3.2. Comparison of Our Protocols and the Siemens protocols

Siemens Protocol Our Protocols
Protocol A Flaws: Improve: Tota
Total messagesareé | messages are reduced.
large.
Protocol B Improve: Totd
messages are reduced.
Protocol C

Improve The new

protocol reduces the
total messages.




Chapter 4 Conclusionsand Future Research

In this thess, we have proposed three new authentication
mechanisms based on Asymmetric-key cryptosystems. In our study
protocols, we have build up the authentication protocols that provide a
good protection of ensuring the freshness of authentication data, session
key and shared secret data. Another feature is the transmission data size
within communications less than the protocols proposed by Siemens.

In the third generation mobile systems, there involves various
services such as e-commence, Internet, computing data and so on. In
this service, there are still lots of topics that are worthy to be explored
in authentication protocols. They should be provided with different
security considerations. In the future, we will continue to design new
authentication protocols and will improve their performance by
reducing the communication times during the process of authentication

and also by reducing the transmission data size within communications.



Appendix A

A New Representation of M essage Flow of Authentication Protocol

In the new representation of message flow of authentication protocol
[28], the advantages of the new representation of message flow, are to
assist us in recognizing the meaning of each message involved in the
authentication protocol. In this new representation of message flow, it
defines two notations: one is challenge, denoted by P> or «; and response
»»or 44. These two notations are used to describe the relationships
between a challenge message and its corresponding response message. In
other words, someone has received a challenge message in the current run
of the protocol, and he must send back the corresponding response
message if he wants to be authenticated by the one who sends the
challenge message.

P : One utters a challenge message based on its own beliefs.

P »: One utters a response message based on its own beliefs and new
beliefs derived from the challenge message it has gotten.

The following is an example to assst us to understand by using these
notations in representations of the message flow.

Two parties A and B share a secret key Kas. If A wantsto authenticate

B, A generates arandom number Ra as anonce and send Ra

concatenated with A’ s identity IDa as a challenge message to B (see
Figure1).

IDA|RA

A _, B
Figure 1. Challenge message flow
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When B has received the message IDA|Ra, B can know that A sends a
challenge message Ra to him. For achieving authentication from B to A,
B must send back a response message based on his own belief that A
shares Kas with B. B generates a response message by using Kas to
encrypt the message IDa||Ra concatenated with B’ s identity IDs as a
response message to A (see Figure 2).

Enc(KaB, IDA|RA||IDB)
A hh B

Figure 2. Response message flow

In the Figure 2, Enc(K, data ) represents a symmetric key algorithm,
by using key K to encrypt/decrypt data.

While A receives the message, A uses KAB to decrypt the received
message Enc(Kag, IDA|Ra[[IDs). A from the ciphertext is to retrieve 1Ds.
Then, A believes that B has shown his own belief to A in the current run
of the protocol. A can make sure that the unilateral authentication of B to
A has been achieved.

In the following, some types of transmission step, are shown and will
used new representation of message flow.

Ordinary transmission step: To transmit data expect challenge and
response data. The arrow represents the destination of transmitted
data.

A B

| 1

Figure 3. Ordinary transmission step

Challenge/Response transmission step: To transmit a par of
Challenge/Response data.
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A

B
I > << I

Figure 4. Challenge/Response transmission step

Parallel transmission step: To transmit a hybrid data including regular
data, Challenge and Response data. The dotted line means that data 1

and data 2 are transmitted at the same transmission step.

A datal B
> <<
data2

Figure 5. Parallel transmission step




Appendix B
A Security Threats And Requirement

In some instances, 3G will need to be equipped with stronger or more
flexible security mechanisms than those which were designed for GSM,
due to new or increased threats. These will be treated in the threat

analysis.

Security threats
The purpose of this clause isto list possible security threats to the 3G
systems, detailing what the threats achieve, how they are carried out and
where in the system they could occur. It is possible to classify security
threats in many different ways. In this clause threats in the following
categories have been consdered. We will introduce some security threats

[30] relative to our thesis.

Unauthorized access to sensitive data (violation of confidentiality)
Eavesdropping: An intruder intercepts messages without detection.
Masquerading: An intruder hoaxes an authorized user into believing that
they are the legitimate system to obtain confidential information from the
user; or an intruder hoaxes a legitimate system into believing that they are
an authorized user to obtain system service or confidentia information.
Trafficanalysis. An intruder observes the time, rate, length, source, and
destination of messages to determine a user’ s location or to learn whether
an important business transaction is taking place.

Browsing: An intruder searches data storage for sensitive information.
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Leakage: An intruder obtains senditive information by exploiting
processes with legitimate access to the data.

Inference: An intruder observes a reaction from a system by sending a
guery or signa to the system. For example, an intruder may actively
initiate communications sessions and then obtain access to information
through observation of the time, rate, length, sources or destinations of

associated messages on the radio interface.

Unauthorized manipulation of sensitive data (Violation of integrity)
Manipulation of messages. Messages may be deliberately modified,
inserted, replayed, or deleted by an intruder.

Disturbing or misusing network services (leading to denial of service
or reduced availability)

Intervention: An intruder may prevent an authorized user from using a
sarvice by jamming the user’ straffic, sgnalling, or control data.
Resour ce exhaustion: An intruder may prevent an authorized user from
using a service by overloading the service.

Misuse of privileges. A user or a sarving network may exploit ther
privileges to obtain unauthorized services or information.

Abuse of services. An intruder may abuse some specia service or
facility to gain an advantage or to cause disruption to the network.

Repudiation: A user or a network denies actions that have taken place.

Unauthorized accessto services

Intruders can access services by masquerading as users or network
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entities. Users or network entities can get unauthorized access to services
by misusing their access rights.

A number of security threats in these categories are subsequently
treated in the remainder of this clause according to the following points of
attack:

-Radio interface.
- Other part of the system.
- Terminas and UICC/USIM.

Note also that Annex A gives some extra information as regards threats
connected to active attacks on the radio interface. The threats treated in

annex A are incorporated in the following lists.

Threats associated with attacks on the radio interface

The radio interface between the terminal equipment and the serving
network represents a significant point of attack in 3G. The threats
associated with attacks on the radio interface are split into the following
categories, which are described in the following subclauses:
- Unauthorized access to data.
- Thresats to integrity.
- Denid of service.

- Unauthorized access to services.

Unauthorized access to data
Tla Eavesdropping user traffic: Intruders may eavesdrop user traffic on
the radio interface.

T1lb Eavesdropping signalling or control data: Intruders may
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eavesdrop signalling data or control data on the radio interface. This
may be used to access security management data or other
information, which may be useful in conducting active attacks on the
system.

T1c Masquerading as a communications participant: Intruders may
masguerade as a network element to intercept user traffic, signaling
data or control data on the radio interface.

T1d Passivetrafficanalysis. Intruders may observe the time, rate, length,
sources or destinations of messages on the radio interface to obtain
access to information.

Tle Active traffic analyss Intruders may actively initiate
communications sessions and then obtain access to information
through observation of the time, rate, length, sources or destinations

of associated messages on the radio interface.

Threatsto integrity

T2a Manipulation of user traffic: Intruders may modify, insert, replay
or delete user traffic on the radio interface. This includes both
accidental or deliberate manipulation.

T2b Manipulation of signalling or control data: Intruders may modify,
insert, replay or delete signaling data or control data on the radio
interface. This includes both accidental or deliberate manipulation.

NOTE: Replayed data, which cannot be decrypted by an intruder, may
still be used to conduct attacks against the integrity of user traffic,

signalling data or control data.
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Denial of service attacks

T3a Physical intervention: Intruders may prevent user traffic, signaling
data and control data from being transmitted on the radio interface
by physical means. An example of physical intervention is jamming.

T3b Protocoal intervention: Intruders may prevent user traffic, signaling
data or control data from being transmitted on the radio interface by
inducing specific protocol failures. These protocol failures may
themsealves be induced by physica means.

T3c Denial of service by masguerading as a communications

participant: Intruders may deny service to a legitimate user by

preventing user traffic, signalling data or control data from being

transmitted on the radio interface by masguerading as a network element

Unauthorized accessto services

T4a Masguerading as another user: An intruder may masguerade as
another user towards the network. The intruder first masquerades as
a base station towards the user, then hijacks his connection after

authentication has been performed.

Threats associated with attacks on other parts of the system
Although attacks on the radio interface between the termina
equipment and the serving network represent a significant threat, attacks
on other parts of the system may also be conducted. These include attacks
on other wireless interfaces, attacks on wired interfaces, and attacks,
which cannot be attributed to a single interface or point of atack. The

threats associated with attacks on other parts of the system are split into
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the following categories, which are described in the following subclauses:
- Unauthorized access to data.

- Thrests to integrity.

- Denid of service.

- Repudiation.

- Unauthorized access to services.

Unauthorized access to data

T5a Eavesdropping user traffic: Intruders may eavesdrop user traffic on
any system interface, whether wired or wireless.

T5b Eavesdropping signalling or control data: Intruders may
eavesdrop signaling data or control data on any system interface,
whether wired or wireless. This may be used to access security
management data which may be useful in conducting other attacks
on the system.

T5¢c Masquerading as an intended recipient of data: Intruders may
masguerade as a network element in order to intercept user traffic,
signaling data or control data on any system interface, whether
wired or wireless.

T5d Passivetrafficanalysis. Intruders may observe the time, rate, length,
sources or destinations of messages on any system interface, whether
wired or wireless, to obtain access to information.

T5e Unauthorized access to data stored by system entities: Intruders
may obtain access to data stored by system entities. Access to
system entities may be obtained either locally or remotely, and may

involve breaching physical or logica controls.
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T5f Compromise of location information: Legitimate user of a 3G
service may receive unintended information about other users
locations through (analysis of) the norma signalling or voice
prompts received at call set up.

Threatsto integrity

T6a Manipulation of user traffic: Intruders may modify, insert, replay
or delete user traffic on any system interface, whether wired or
wireless. Thisincludes both accidental and deliberate manipulation.

T6b Manipulation of signalling or control data: Intruders may modify,
insert, replay or delete signalling or control data on any system
interface, whether wired or wireless. This includes both accidental
and deliberate manipulation.

T6c Manipulation by masquer ading as a communications participant:
Intruders may masquerade as a network element to modify, insert,
replay or delete user traffic, signalling data or control data on any
system interface, whether wired or wireless.

T6d Manipulation of applications and/or data downloaded to the
terminal or USIM: Intruders may modify, insert, replay or delete
applications and/or data, which is downloaded to the termina or
USIM. Thisincludes both accidental and deliberate manipulation.

T6e Manipulation of the terminal or USIM behaviour by
masquerading as the originator of applications and/or data:
Intruders may masquerade as the originator of malicious applications
and/or data downloaded to the terminal or USIM.

Tef Manipulation of data stored by system entities: Intruders may
modify, insert or delete data stored by system entities. Access to
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system entities may be obtained either locally or remotely, and may
involve breaching physical or logica controls.

Denial of service attacks

T7a Physical intervention: Intruders may prevent user or signaing
traffic from being transmitted on any system interface, whether
wired or wireless, by physicak means. An example of physica
intervention on a wired interface is wire cutting. An example of
physica intervention on a wireless interface is jamming. Physica
intervention involving interrupting power supplies to transmission
equipment may be conducted on both wired and wireless interfaces.
Physical intervention may aso be conducted by deaying
transmissions on awired or wireless interface.

T7b Protocol intervention: Intruders may prevent user or signaling
traffic from being transmitted on any system interface, whether
wired or wireless, by inducing protocol failures. These protocol
failures may themselves be induced by physical means.

T7c Denial of service by masguerading as a communications
participant: Intruders may deny service to a legitimate user by
preventing user traffic, signalling data or control data from being
transmitted by masquerading as anetwork element to intercept and
block user traffic, signalling data or control data.

T7d Abuse of emergency services. Intruders may prevent access to
services by other users and cause serious disruption to emergency
services facilities by abusing the ability to make USIM-less calls to
emergency services from 3G terminals. If such USIM-less cdls are

permitted then the provider may have no way of preventing the
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intruder from accessing the service.

Repudiation

T8a Repudiation of charge: A user could deny having incurred charges,
perhaps through denying attempts to access a service or denying that
the service was actually provided.

T8b Repudiation of user traffic origin: A user could deny that he sent
user traffic.

T8c Repudiation of user traffic delivery: A user could deny that he

recelved user traffic.

Unauthorized access to services

T9a Masquerading as a user: Intruders may impersonate a user to
utilize services authorized for that user. The intruder may have
received assistance from other entities such & the serving network,
the home environment or even the user himsaif.

T9b Masquerading as a serving network: Intruders may impersonate a
serving network, or part of an serving network’ s infrastructure,
perhaps with the intention of usng an authorised user' s access
attempts to gain access to services himsalf.

T9c Masguer ading asa home environment: Intruders may impersonate
a home environment perhaps with the intention of obtaining
information, which enables him to masguerade as a user.

T9d Misuse of user privileges: Users may abuse their privileges to gain
unauthorized access to services or to smply intensively use their
subscriptions without any intent to pay.

T9e Misuse of serving network privileges. Serving networks may abuse
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their privileges to gain unauthorized access to services. The serving
network could e.g. misuse authentication data for a user to allow an
accomplice to masquerade as that user or just falsify charging

records to gain extra revenues from the home environment.

Threats associated with attacks on the terminal and UICC/USIM

T10aUse of a stolen terminal and UICC: Intruders may use stolen
terminals and UICCs to gain unauthorized access to services.

T10b Use of a borrowed terminal and UICC: Users who have been
given authorization to use borrowed equipment may misuse their
privileges perhaps by exceeding agreed usage limits.

T10c Use of a stolen terminal: Users may use a vaid USIM with a
stolen terminal to access services.

T10d Manipulation of the identity of the terminal: Users may modify
the IMEI of a termina and use a valid USIM with it to access
Services.

T10e Integrity of data on a terminal: Intruders may modify, insert or
delete applications and/or data stored by the terminal. Access to the
terminal may be obtained either localy or remotedy, and may
Involve breaching physical or logical controls.

T10f Integrity of data on USIM: Intruders may modify, insert or delete
applications and/or data stored by the USIM. Access to the USIM
may be obtained either locally or remotely.

T10g Eavesdropping the UICC-terminal interface: Intruders may
eavesdrop the UICC-termina interface.

T10h Masquerading as an intended recipient of data on the
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UICC-terminal interface: Intruders may masquerade as a USIM or
atermina in order to intercept data on the UICC-termind interface.

T10i Manipulation of data on the UICC-terminal interface: Intruders
may modify, insert, replay or delete user traffic on the ICC-termina
interface.

T10; Confidentiality of certain user data in the terminal or in the
UICC/USIM: Intruders may wish to access personal user data
stored by the user in the terminal or UICC, e.g. telephone books.

T10k Confidentiality of authentication data in the UICC/USIM:
Intruders may wish to access authentication data stored by the service

provider, e.g. authentication key.

Requirementsderived from threat analysis
This subclause gives a complete list of security requirements as derived
from the threat analysis. They have not been ordered according to risk
evauation values. The threat or threats directly leading to the requirement
or connected to the requirement are given in brackets for each entry.
Requirements on security of 3GPP services
Requirements on secur e service access
Rla A vaid USIM shal be required to access any 3G services except for
emergency calls where the network should be allowed to decide
whether or not emergency calls should be permitted without a USIM.
(T7d, T9a,d)
R1b It shall be possible to prevent intruders from obtaining unauthorized
access to 3G sarvices by masquerading as authorized users. (T4a,
T9a,C)
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Rlc It shal be possible for users to be able to verify that serving
networks are authorized to offer 3G services on behaf of the user’ s
home environment at the start of, and during, service delivery.

(T1c,e, T3c, T4a,T9b,c)

Requirements on secure service provision

R2a It shall be possible for service providers to authenticate users at the
start of, and during, service delivery to prevent intruders from
obtaining unauthorized access to 3G services by masguerade or
misuse of priorities. (T4a, T8a, T9a,d)

R2b It shall be possible to detect and prevent the fraudulent use of
services. Alarms will typically need to be raised to aert providers to
security-related events. Audit logs of security related events will also
need to be produced. (T8a,b,c, T9d,e, T10a,b)

R2c It shal be possible to prevent the use of a particular USIM to access
3G sarvices. (T9a,d, T10a)

R2d It shall be possible for a home environment to cause an immediate
termination of al services provided to certain users, aso those
offered by serving networks.(T9a,d, T10a,b)

R2e It shall be possible for the serving network to be able to authenticate
the origin of user traffic, signaling data and control data on radio
interfaces. (T8a,b,c, T9C)

Note: It is assumed that user traffic contains sufficient redundancy such
that a stream cipher provides abasic level of data origin authentication on
the radio interfaces and that, if that is not sufficient and additional

measures are required, the application should be aware and measures
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should be implemented at the application layer.

R2f It shall be possible to prevent intruders from restricting the
availability of services by logica means.

(T3b,c, T7e)

R2g There shall be a secure infrastructure between Network Operators,
designed such that the need for HE trust in the SN for security

functionality is minimized.

Requirements on system integrity

R3a It shall be possible to protect against unauthorized modification of
user traffic. (T2a, T6a,c, T7b,c)

Note: It is assumed that user traffic contains sufficient redundancy such
that a stream cipher provides a basic level of data integrity
protection on the radio interfaces and that, if that is not sufficient
and additiona measures are required, the application should be
aware and measures should be implemented at the application layer.

R3b It shall be possible to protect against unauthorized modification of
certain signalling data and control data, particularly on radio
interfaces. (T2b, T3b,c, T6b,c, T7ab,c)

R3c It shall be possible to protect against unauthorized modification of
user-related data downloaded to or stored in the terminal or in the
USIM. (T6d,e, T6c, T10f,i)

R3d It shall be possible to protect against unauthorized modification of
user-related data, which is stored or processed by a provider. (T6c,f)

R3e It shal be possible to ensure that the origin and integrity of
applications and/or data downloaded to the terminal and/or the
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UICC can be checked. It may also be necessary to ensure the
confidentiality of downloaded applications and/or data. (T6c,d,ef,
T10ef,i)

R3f It shal be possible to ensure the origin, integrity and freshness of
authentication data, particularly of the cipher key on the radio
interface. (T1a,b, T2b, T5c, T6C)

R3g It shall be possible to secure infrastructure between operators.

(T5a,b,c, T6a,b,c, T7a,b,c, T9b,C)

Requirements on protection of personal data
Security of user-related transmitted data

R4a It shall be possible to protect the confidentiality of certain signaling
data and control data, particularly on radio interfaces. (T1b,d,
T5b,c,d)

R4b It shall be possible to protect the confidentiality of user traffic,
particularly on radio interfaces. (T1a, T5a)

R4c It shall be possible to protect the confidentiality of user identity data,
particularly on radio interfaces. (T1b,d, T3b, T5b,c,d,e)

R4d It shal be possible to protect the confidentiality of location data
about users, particularly on radio interfaces. (T1b, T3b, T5b,c,d,e)

R4e It shall be possible to protect againgt the unwanted disclosure of
location data for a user participating in a particular 3G service to
other parties participating in the same 3G service. (T5f)

R4f It shal be possible for the user to check whether or not his user
traffic and his cal related information is confidentiality protected.
This should require minimal user activity. (T1ab)
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Security of user-related stored data

R5a It shall be possible to protect the confidentiality of user-related data
which is stored or processed by a provider. (T5c,e)

R5b It shall be possible to protect the confidentiality of user-related data
stored by the user in the termina or in the USIM. (T10h,))

Requirements on the terminal/USIM

USIM Security

R6a It shall be possible to control accessto a USIM so that it can only be
used to access 3G services by the subscriber to whom it was issued
or by users explicitly authorized by that subscriber. (T10a, g)

R6b It shall be possible to control access to datain a USIM. For instance,
some data may only be accessble by an authorized home
environment. (T10h,j, k) R6c. It
shall not be possible to access datain a USIM that is only intended
to be used within the USIM, e.g. authentication keys and algorithms.
(T10h,k)

Terminal Security

R7alt shall be possble to deter the theft of terminals. (T10a,c,d)

R7Db It shall be possible to bar a particular terminal from accessing 3G
services. (T10a,c,d)

R7c It snall be difficult to change the identity of a terminal to circumvent
measures taken to bar a particular termina from accessing 3G

services. (T10a,c,d)
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Appendix C

General objectivesfor 3G security features

The genera objectives for 3G security features have following entries:

(@ To ensure that information generated by or relating to a user is
adequately protected against misuse or misappropriation.

(b) To ensure that the resources and services provided by serving
networks and home environments are adequately protected against
misuse or misappropriation.

(c) To ensure that the security features standardized are compatible with
world-wide availability (There shal be a least one ciphering
algorithm that can be exported on a world-wide basis (in accordance
with the Wassenaar agreement)).

(d) To ensure that the security features are adequately standardized to
ensure world-wide interoperability and roaming between different
serving networks.

(e) To ensure that the level of protection afforded to users and providers
of services is better than that provided in contemporary fixed and
mobile networks.

(f) To ensure that the implementation of 3G security features and
mechanisms can be extended and enhanced as required by new
threats and services.

Furthermore it has been agreed that the basic security features
employed in 2G systems will be retained, or where needed enhanced.

These include:

- Subscriber authentication.
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- Radio interface encryption.

- Subscriber identity confidentiality.

- Use of removable subscriber module.

- Secure application layer channel between subscriber module and home
network.

- Transparency of security features.

- Minimized need for trust between HE and SN.
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