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MOTIVATIO

Motivations

@ Large enterprises spend a great deal of time and money on data
sharing and integration [3].
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Motivations

Large enterprises spend a great deal of time and money on data
sharing and integration [3].

Semantic web technologies provide a possible solution.

e But it is a very complicated research problem because [11]:
o heterogeneity of the data sources

e relation between the global schema and the data sources

e limitations on the mechanisms for access the data sources
e queries processing expressed on the global schema

We further exploit data protection issue besides data sharing.
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RESEARCH GOALS

Research Goals and Achievements

@ Providing a virtual platform for data sharing and protection in
multiple servers with relational database systems.
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RESEARCH GOALS

Research Goals and Achievements

@ Providing a virtual platform for data sharing and protection in
multiple servers with relational database systems.

@ Representing and enforcing semantics-enabled policies as a
combination of ontology and rule.

@ Using a combination of semantics-enabled policies for data sharing
and protection in multiple servers.

@ Ensuring soundness and completeness of query rewriting services in a
semantic privacy-preserving model.
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A Semantic Privacy Protection Model

J. Hu AND J. J
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A SEMANTIC PRIVACY PROTECTION MODEL

Formal Privacy Protection Policy

@ A formal policy (FP) is a declarative expression executed in a
computer system for a human legal norm without semantic ambiguity.
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A SEMANTIC PRIVACY PROTECTION MODEL

Formal Privacy Protection Policy

@ A formal policy (FP) is a declarative expression executed in a
computer system for a human legal norm without semantic ambiguity.

@ An FP is created from a policy language (PL), and PL is shown as
a combination of ontology and rule languages.

@ An FP is composed of ontologies O and rules R, where ontologies
are created from an ontology language and rules are created from a
rule language.

@ A formal protection policy (FPP) is an FP that aims at representing
and enforcing resource protection principles, where the structure of
resources is modeled as ontologies O but the resources protection is
shown as rules R.
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SEMANTIC PRIVACY PROTECTION MODEL

Semantic Mapping from Local to Global Schema

DEFINITION (SEMANTIC MAPPING: GAV, LAV, AND GLAV)

o Global-As-View(GAV): Each concept in the global schema is
expressed in terms of query over the data sources.
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o Global-As-View(GAV): Each concept in the global schema is
expressed in terms of query over the data sources.

o Local-As-View(LAV): Defining each concept in the data sources as a
view over the global schema [10] [26].
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A SEMANTIC PRIVACY PROTECTION MODEL

Semantic Mapping from Local to Global Schema

DEFINITION (SEMANTIC MAPPING: GAV, LAV, AND GLAV)
o Global-As-View(GAV): Each concept in the global schema is
expressed in terms of query over the data sources.

o Local-As-View(LAV): Defining each concept in the data sources as a
view over the global schema [10] [26].

o Global-Local-As-View(GLAV): Allowing flexible schema definitions
independent of the particular details of the data sources [14] [30].
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A Semantic Privacy-Preserving Model
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A Partial Ontology of FIPs

PROPERTY AND CLASS IN FIPS ONTOLOGY

@ T C V hasOptInPurpose.Data, T C V hasOptInPurpose  .Purpose

@ T C V hasOptInDatauser.Data, T C V hasOptInDatauser .Datauser
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Data Request Services

SWRL RULES FOR DATA REQUEST

@ FIP’s five attributes (?d, ?p, ?du, ?a, 70) for each data request service

@ An initial feasible parameter input set is S = input(?du, ?r, ?p), and output dataset is output(?d, ?0) for

pattern-matching and subject-based data requests

@ hasOptInPurpose.Data(?data) A hasOptInPurpose ~ .Purpose(?purpose)
—> hasOptInPurpose(?data, ?purpose) <— (1)

@ hasOptInDatauser.Data(?data) A hasOptInDatauser  .Datauser(?datauser)

—— hasOptInDatauser(?data, ?datauser) <— (2)

Datauser

hasOptInDatauser

datauserHasAction
datauserHasPurpose

hasOptInPurpose purposeHasObligation
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A ForMmAL PorLicy COMBINATION

Formal Privacy Protection Policy (conti.)

@ A privacy protection policy shown as an FPP is a combination of
ontologies and rules, where DL-based ontologies provide data sharing,
while LP-based rules provide data query and protection.
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A ForMAL PorLicy COMBINATION

Formal Privacy Protection Policy (conti.)

@ A privacy protection policy shown as an FPP is a combination of
ontologies and rules, where DL-based ontologies provide data sharing,
while LP-based rules provide data query and protection.

@ A formal policy combination (FPC) in a global policy schema (GPS)
allows data sharing as an integration of FP from a variety of servers.
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A ForMAL PorLicy COMBINATION

Formal Privacy Protection Policy (conti.)

@ A privacy protection policy shown as an FPP is a combination of
ontologies and rules, where DL-based ontologies provide data sharing,
while LP-based rules provide data query and protection.

@ A formal policy combination (FPC) in a global policy schema (GPS)
allows data sharing as an integration of FP from a variety of servers.

@ a formal protection policy combination (FPPC) allows data sharing
and protection from FPC
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ONTOLOGY MERGING

A Perfect Ontology Alignment

DEFINITION (A PERFECT ONTOLOGY ALIGNMENT)

o A perfect ontology alignment between 7; in O; and 7} in O; via a
mapping (uid, e;, e, n, p) and merging satisfied the following:
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ONTOLOGY MERGING

A Perfect Ontology Alignment

DEFINITION (A PERFECT ONTOLOGY ALIGNMENT)

o A perfect ontology alignment between 7; in O; and 7} in O; via a
mapping (uid, e;, e, n, p) and merging satisfied the following:
o ¢ € 7; and g € 7; entity names are either for describing the root class
or for property which corresponding to the privacy protection concepts
and relations.
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o ¢ € 7; and g € 7; entity names are either for describing the root class
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A Perfect Ontology Alignment

DEFINITION (A PERFECT ONTOLOGY ALIGNMENT)

o A perfect ontology alignment between 7; in O; and 7} in O; via a
mapping (uid, e;, e, n, p) and merging satisfied the following:

o ¢ € 7; and g € 7; entity names are either for describing the root class
or for property which corresponding to the privacy protection concepts
and relations.

e A numeric confidence measure n is always equal 1.

o p is either equivalence (=) or subsumption (C) between entity names
of 7i and 7 schemas.
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ONTOLOGY MERGING

A Perfect Ontology Alignment

DEFINITION (A PERFECT ONTOLOGY ALIGNMENT)

o A perfect ontology alignment between 7; in O; and 7; in O; via a
mapping (uid, e;, e, n, p) and merging satisfied the following:

o ¢ € 7; and g € 7; entity names are either for describing the root class
or for property which corresponding to the privacy protection concepts
and relations.

e A numeric confidence measure n is always equal 1.

o p is either equivalence (=) or subsumption (C) between entity names
of 7i and 7 schemas.

e A mapping language ML semantically links a global policy schema
GPS to multiple local policy schemas LPSs.
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Class Alignment for Ontology Merging
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A Perfect Rule Integration

DEFINITION (A PERFECT RULE INTEGRATION)

o A datalog rule is a CQ of the form:
v;  conji(X;) [9].
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RULE INTEGRATION

A Perfect Rule Integration

DEFINITION (A PERFECT RULE INTEGRATION)

o A datalog rule is a CQ of the form:
vi + conji(¥;) [9].
o A datalog rule r; in the R; of FP; is:

H «— B1 ABaA, -+, ABp, where H, the query results (or views).
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A Perfect Rule Integration

DEFINITION (A PERFECT RULE INTEGRATION)
o A datalog rule is a CQ of the form:
vi + conji(¥;) [9].
o A datalog rule r; in the R; of FP; is:
H «— B1 ABaA, -+, ABp, where H, the query results (or views).
o A perfect datalog rules integration is:

Jr; € RS; in FP;, for data sharing and protection without causing
rules conflict with 3r’; € OR;, \; € ©0O;.
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A Perfect Rule Integration

DEFINITION (A PERFECT RULE INTEGRATION)
o A datalog rule is a CQ of the form:
vi + conji(¥;) [9].
o A datalog rule r; in the R; of FP; is:

H «— B1 ABaA, -+, ABp, where H, the query results (or views).

o A perfect datalog rules integration is:

Jr; € RS; in FP;, for data sharing and protection without causing

rules conflict with 3r’; € OR;, \; € ©0O;.
I I

e Avoid conditions as: (/ncomplete)3r; = A\; = Ir’; ¥ \; and

(Unsound)3r; ¥ X\; = 3r’; = A

V.
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AN EHRS SHARING AND PROTECTION SCENARIO

An EHRs Sharing and Protection Scenario

EXAMPLE (SCENARIO DESCRIPTION)

Under the data protection law, two hospitals, A and B, have allowed to share their
patients’ Electronic Health Records (EHRs) after patients give their consents for the
medication purpose. A patient was hospitalized in the hospital A for a surgery. After
that, this patient went to the hospital B for an outpatient medication. A physician in the

hospital B was authorized to query this patient’s sharable EHR at the VP collected from

hospital A and hospital B's RDB data sources.
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An EHRs Sharing and Protection Scenario(conti.)
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AN EHRS SHARING AND PROTECTION SCENARIO

An EHRs Sharing and Protection Scenario(conti.)

THE HOSPITAL A’S LOCAL ONTOLOGY SCHEMA

@ Class: Clinic and HealthData with subClass SurgeryData and
HospitalizationData

@ Property: create with domain Hospital and range HealthData
@ T C V create.Hospital

@ T C V create .HealthData
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AN EHRS SHARING AND PROTECTION SCENARIO

An EHRs Sharing and Protection Scenario(conti.)

THE HOSPITAL A’S LOCAL ONTOLOGY SCHEMA

@ Class: Clinic and HealthData with subClass SurgeryData and
HospitalizationData

@ Property: create with domain Hospital and range HealthData
@ T C V create.Hospital

@ T LC V create .HealthData

THE HOSPITAL B’S LOCAL ONTOLOGY SCHEMA
@ Class: Person, HealthCenter, and PatientData with subClass OutPatientData
@ Property: own, beMedicared with domain and range:
@ T CV own.Person, T CV own™ .PatientData.
@ T C V beMedicated.Person,

@ T C V beMedicated™ .HealthCenter.
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AN EHRS SHARING AND PROTECTION SCENARIO

An EHRs Sharing and Protection Scenario(conti.)

THE VP’S GLOBAL ONTOLOGY SCHEMA:
@ Class: Patient, Hospital, Surgery, and HealthRecord
@ Property: beCured, hasHealthRecord, generate:
@ T C V beCured.Patient, T C V beCured™ .Hospital
@ T C V hasHealthRecord.Patient, T C V hasHealthRecord .HealthRecord

T C V generate.Hospital, T C V generate™ .HealthRecord
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AN EHRS SHARING AND PROTECTION SCENARIO

An EHRs Sharing and Protection Scenario(conti.)

VIEWS AT THE VP FROM HOSPITAL A’S LOCAL SCHEMA:
@ def(Viciinic) = Hospital

def (V2gea1thnata) = HealthRecord

def (V3suregerypata)=HealthRecord A VhasMedType.Surgery

def (V4nospitalizationdata)=HealthRecord A V hasMedType.Hospitalization

def(V5create) = generate
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AN EHRS SHARING AND PROTECTION SCENARIO

An EHRs Sharing and Protection Scenario(conti.)

VIEWS AT THE VP FROM HOSPITAL A’S LOCAL SCHEMA:
@ def(Vlciinic) = Hospital

def (V2gea1thnata) = HealthRecord

def (V3suregerypata)=HealthRecord A VhasMedType.Surgery

def (V4nospitalizationdata)=HealthRecord A V hasMedType.Hospitalization

def(V5create) = generate

VIEWS AT THE VP FROM HOSPITAL B’S LOCAL SCHEMA:
@ def(V6person) = Patient

def (VTxearthcenter) = Hospital

def(V8patientpata) = HealthRecord

def(Vgutpatientpata)=HealthRecord A V hasMedType.OutPatient

def(V10senedicatea) = beCured

def(V11l.m) = hasHealthRecrod
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AN EHRS SHARING AND PROTECTION SCENARIO

An EHRs Sharing and Protection Scenario(conti.)

A DATALOG QUERY g AT THE VP:

Patient(?x) A beCured(?x,?y) A hasHealthRecrod(?x, ?r)
A HealthRecord(?r) A hasMedType(?r, Surgery) A generate(?y, ?r)

— squrl : select(?x, 7r)
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AN EHRS SHARING AND PROTECTION SCENARIO

An EHRs Sharing and Protection Scenario(conti.)

Qva USES VIEWS DEFINED AT THE VP

V6Person A VlobeMedicated A V1 1own A V90utPatientData A V5create
— sqwrl : select(?x,?r) <— (Qva)
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AN EHRS SHARING AND PROTECTION SCENARIO

An EHRs Sharing and Protection Scenario(conti.)

Qva USES VIEWS DEFINED AT THE VP

V6Person A VlobeMedicated A V1 1own A V90utPatientData A V5create
— sqwrl : select(?x,?r) <— (Qva)

Qva IS REWRITTEN AS A QUERY:

B : Person(?p) A B : beMedicated(?p, ?c) A B : own(?p, ?d)
A B : OutPatientData(?od) A A : create(?h, ?hd)

— squrl : select(?p, ?0d)
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AN EHRS SHARING AND PROTECTION SCENARIO

An EHRs Sharing and Protection Scenario(conti.)

gvb USES VIEWS DEFINED AT THE VP

V6Person A VlobeMedicated A V1 1own A VSSuregeryData A V5create
— sqwrl : select(?x,?r) <+— (qw)
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AN EHRS SHARING AND PROTECTION SCENARIO

An EHRs Sharing and Protection Scenario(conti.)

gvb USES VIEWS DEFINED AT THE VP

V6Person A VlobeMedicated A V1 1own A V3SuregeryData A V5create
— sqwrl : select(?x,?r) <+— (qw)

Qvb IS REWRITTEN AS A QUERY:
B : Person(?p) A B : beMedicated(?p,?c) A B : own(?p, ?d)
A A : SuregeryData(?sd) A A : create(?h, ?hd) — sqwrl : select(?p, ?sd)
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r'i € C;)R,- E \j for the same FS;, where \j is a protective data set in O;.
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After a perfect ontology alignment and a perfect rule integration with FPPC,
JGPS = (<>(’),, @R ) at the VP, Under a particular feasible parameter input set FS;, if
AN €Ois protected by a FPP; at each server;, Vi, i.e., Vi, ri € Ri ¥ \j, then

r'i € (;)R,- E \j for the same FS;, where \j is a protective data set in O;.

ProOF.
(Sketch) If q(x) is a query over ?O,- at the VP and qyi (%) is a query over O; in a server;, then we need to prove the statement
Vx  q(x) — Llqyi(x). This statement is equivalent to the original argument: If r; € R; ¥ A;, then ;€ OR; ¥ Xj. The
i I
CQ q(x)isa qu’ery containment of datalog rule r’; and the CQ qui (%) is a query containment of datalog rule r; € R;. The
statement Vx  g(x) — |qy;(x) is true because the local as view (LAV) schema mapping only allow the protected concept \;
i

in each server; to be connected to the global schema. After using a perfect ontology alignment and a perfect rule integration

with a perfect mapping language ML, we avoid the condition: 3r; ¥ A; = Ir’; E Aj- D
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THEOREM (COMPLETENESS OF QUERY REWRITING)

After a perfect ontology alignment and a perfect rule integration with FPPC,

IGPS = (¢Oi, OR;) at the VP, Under a particular feasible parameter input set FS;, if
AN €Ois Ishare:ab/e by a FPP; at each server;,Yi, i.e., Vi,ri € Ri = \;j, then

r'i € @R, = Aj for the same FS;, where ); is a shareable data set in O;.

Proor.
(Sketch) If g(x) is a query over ©O; at the VP and qy; (x) is a query over O; in a server;, then we need to prove the statement
i
Vx q(x) «— qui(x). This statement is equivalent to the original argument: If r; € R; |= A;, then ;€ ?R,’ = Aj. The
1
CQ q(x) is a query containment of datalog rule r’; and the CQ qui (%) is a query containment of datalog rule r; € R;. The
statement Vx q(x) <— |_]qgy;i(x) is true because the local as view (LAV) schema mapping only allows all of the shareable
i

concepts A; in each server; to be exported to the global schema. After using a perfect ontology alignment method and a perfect

rule integration method with a perfect mapping language M L, we avoid the condition: Jr; = Aj = Er’,- E A D
v
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CONCLUSION

Conclusion

CONCLUSION

@ A semantic privacy-preserving model provides authorized view-based
query over a widespread of autonomous multiple servers.
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© Semantics-enabled privacy protection policies empower the data
sharing and access control at the virtual platform.
@ The policy combination is shown as ontology mapping/merging and
rule integration.
e The ontology mapping and merging algorithm creates a global ontology

schema at the virtual platform by integrating multiple local ontology
schemas for data sharing.

e The perfect datalog rule integration enforces the data query and
protection services.

A
Csncea O

Y. J. Hu anD J. J. YANG (N WIMS’11 MAY-25-2011 31/ 34



CONCLUSION

Conclusion

CONCLUSION

@ A semantic privacy-preserving model provides authorized view-based
query over a widespread of autonomous multiple servers.

© Semantics-enabled privacy protection policies empower the data
sharing and access control at the virtual platform.

@ The policy combination is shown as ontology mapping/merging and
rule integration.

e The ontology mapping and merging algorithm creates a global ontology
schema at the virtual platform by integrating multiple local ontology
schemas for data sharing.

e The perfect datalog rule integration enforces the data query and
protection services.
@ The soundness and completeness of data sharing and protection
criteria are ensured to support the validity of policy combination.
A
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FUuTURE WORK
@ Modularize and reuse of ontologies for data sharing and protection
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Future Work

FUTURE WORK
@ Modularize and reuse of ontologies for data sharing and protection

@ Semantics-enabled policies and framework to enforce information
sharing and protection in the cloud: national security vs. privacy

protection
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A Semantics-enabled Policy Framework in the Cloud
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