2013/12/05




2013/12/05




[4
1%

Infrastructure

CIIFIE BB

el = |

I/

COHIAHEH 4 7

£}

TR ER

ANE

:'LEI:%

A 22 BE g & s e w2 ( Critical Information

Protection, CIIP) FEHAY &a] ©
28 g Ao s i Critical Infrastructure

G

e *F’Zﬂﬁ? *’kmﬁﬁcffm@;(c [1P) T{FHY
FE BT  BELTEIFNE S

BIH R AL -




=
=]

2

\

4

H

R

e
=

AN

=2
1J

AY

4
=4

2013/12/05




EE FF R E AR ( Critical Information
Infrastructure Protection, CIIP ) ZEf5 FEEHBVE 2K
B H i H e EE UK ATt e
(Critical Infrastructure Protection, CIP) » #1/K& 5 -
BEJR ~ 304 ~ POREUR ~ SR EE - BIE - gt - &
AR E TR HYPREE ©




[

FEEEERIRE (CIP ) ZEBTRR

2013/12/05



CIIPIRECIFh T Z S&E =R TS

2013/12/05




=1E

CIEHARBRER

C I ] 1H 2Bl

HYEEHB

Repair Crew __ Fuels, Lubricants
Fuel  toSites System System o o
Resupply Status  Control Shipping
\ \ / Operation and Fuel for Generators, Power for
Transport to Repair Crew ; Signaling,
' Switch
Operations = Road  SCADA/EMS Communication g 6 &ES .
Center / e S e \
’ Power for Pumpi o€ B X
Telecom =— E-Commerce ; {74 N Siatow, sorige; G SN
Aerial Component ecom PMamnms tal fe, .. Control Systems } \
eria e rocurement 181 1285 i, o~ Power or 3
Inspection Al 3 128 PowerforPump al)
, Banking and Financial R Systems o
Component/A" Finance Services T 881 |
Shipping e ige Fuetfof g2
1 for T g nE) !
. / Ngtural _...--GFueI f?r ;%; = % %Z‘;?g,;s . geneT "5l
i e 1 Emissi ‘ i/
Fugl / F!gggf as nerators i“’t. ! T fuction_r~ \ i
L 1 kY
Resupply = Water Cgmgoir:]ent % 4 (,ﬁ,‘,‘
Component : Ping N\, S
Shippin \ , . 7 )
ppINg AN Cooling <9/
Fuel for Fuelfor ~ Emissions .
Maintenance Generators  Control

2013/12/05




T AN SRR ﬁﬂfﬁ'flﬁ‘ﬁ_ ( Cloud Computing)£iE

= =H(Big Data) - i’ =8 15 BT S AE BRI
B BB ERT T 436 o

IEI/\

%‘—ﬁﬁ”ﬁbil%l%,ﬁ? B RS I ER R A » AERFETEE
( Zero-Day Attack)Ed#:fEFraE =72 ( Advanced

Persistent Attack ) jif/z 4= E el &Gl T B HIRY PRER

foti A & MLt 248 - BB E A o & AR
R FR T ARG B O B RE I BN [T ~FRE /] » FHiE— D I
ﬁCI 1Y E‘ﬁﬂf

B EBxEE T T B IA&%UE%EH%E%,LE/ AT
E%?%g% %%Kaﬁwfﬁ;%ﬁ%ﬁ DAHERE 2% 2 B IR S AL O
HEE ] Y A1




T PR B 2R el S R AR B e it [T s 2R e Il 73 A

HE e rReE gy
%ﬁﬁﬂabfq~%¥ﬂ;g§&,o

BRey A= e > A E A e e

E“H\ﬁ&m

= =4

/%E

FEELE TIRHE G e UES

B

%7

AR E RS R 5%

e A S H 5 B 20 1 B 27 2

03
PRe& Y HEZEAI -

—

=[5yl B {E 2R BT I [R5 2 {E A\ EDRHE A B AL




HAERBAETIT AR

\J

2013/12/05



a1 =GR TE SR - 7S~ TR [E]E
FimZr el s\ (Security Operation Center, SOC)
BERSa R B fESE L (Computer Emergency Response
Team, CERT )

el E 55850 (Information Sharing and Analysis
Center, ISAC)




IREERIERE DT R
/.
- _Eééi.ai__: }53 J;%Zi RN ;7t] j%§§:l\‘
BN EsFHAMEERS—F L
%8 %] B A8 i #4 A /X E A
FTHRBARBTELTESETHR NISCT
B % H il 2 A § ARG IRFS P oo ICST
BT R EMSF RO TS G-ISAC .
AT 40 TR P GSN-CERT/CC ALY
fTEciAl | B XK EMFHERE PO TWNCERT
BEREFEAZSEE P NCERT
BEENEGEEZEdEmaBEE P NCC-CERT SRR A o
BEEARTNRNGTFAFIITF O SEC-ISAC e
A2 %20 E F B A5 F S0 B MARAS Fou EC-CERT '
& 8 F T AR RIE P TACERT
HEFMRE | MFRHENSERGH PO A-ISAC #HFH B0
HEMPHEREZESEEP S A-SOC
BB EAGEMEEN PO TWNIC % i@ B
EAMAE | e TREBAKRREERA PO TWCERT/CC
MR B ERE—F o APNOW
¥ 3 EAE(AR)F R 2 35) Hinet SOC ERL S o
B EH | €2 88EMBRIEEGR)A BT So-NET Taiwan i fE A
BAREAZ (IR A 2> 3) U-SOC WiR &

2013/12/05



He ©

LB

%/A\ﬁﬂi?@ﬁ
R — 4R BT 22
E:]
gt
OB

LI5S

TS

Jf%ﬁiJ’**Q%WP‘ZT 17
X TAR % 5 /LD (
SRR (T2
) _I%&EEH?EWEK

(!
BB B B E R T E R Mo E R = E

» 175 48 SOC & 27N s =] LAsie e s B FZE i 155

o

g
B’Zﬁlitjlt_p
TE

f ﬁf\“ﬁ%

G-ISAC}~1014
MapReduce -

TEGE R EEZE

= AT Amazon EC2 /5\

EHQ éﬁﬁ Llﬁif)_%"”“

G <F AR

éié"/ﬂ Syt

FEEARE TL (BktuL) > 2013 (B E R o 2R A ER L o A BEL(BHERES )



B S EBPIEE+ S AAFE

Bl iRl

HoneyBEAR

‘Itiﬂlllillll

2013/12/05




G-ISACEZIE#HR 7= ( 101/06/01-102/04/30)

"‘%Z%Eﬂ%#%‘(gﬁ

=23 =
e [Epages =)
120000 -
95 ]
10000 - e o / o S
4.84%
40000 -
40000 -
40000 -
20000 -
0l
1933 §1
0 — 1 4 1] - 1 1 227 1
FRRARE  TABNE  RRABNE  AMRBNE  mRMM &

2013/12/05



G-ISACEZIE#HR 7= ( 101/06/01-102/04/30)

G-ISACH R R T G-ISACH BB E I
i385 b5k

AISAC  \g c ECCert ACER  ICST w\MIB
0.39%- 0.17%. 0.06% 015% _TRADEVAN
CHT 0.02%
CIB 0.02%.
0.30% X o
0.02%
= 0.16%
A
o/ /4
A
A /o
A
AL
L
222
y / A e
j74 L
[ 44 i’ LLLLLLLLLLL L,
244 i’ LLLLLLLLLLLLLLL,
£ e LALARLRALLLL LA
| #4 ’ LA LLLLLALLLLA
KL AL LLLLLLLLL L)
LLLLLL L LL R LLLLLLLLLL L,
XL LR LLLLLLLLLL LLLLLL,
PEL888888044 XL BELLLLLLLL L L,
L XL L,
LLLLLLLL ALLLLLLLLLLLL L L,
AL LA AL LLLLLLLLLL LA
AL LA AL
LA LA LLLLLLL LA
NLLLLLL L LA LLLLLLLLLL LA
YLLLL LLLLLLLLLL L L L
\22444 ZARLRRLRRRAARRLLLLLLLLA
AL ALLLLLLLLLLLLL L, /)
XL AL LLLLLL L, (/
KL AL LLLLLLLLL L /
XL """"""Illlllllllllll' q
s LA
/e 111111111111111 /4
X< LLLLLLLLLLLL L,
LLLLLLLLLLLLLL Y
N AL L
& LALLLLLLLLALL
LLLLLLLLLLL,
AAARRRLLLLL,
LA AAARLAALLL
LT
NCC
95.38%




SN

IXATHRE T MRS W) Rs
3F -4 B B A ISMS AF 22 ) & M
SOCH &Kz

s EUTMM - 18 BRI RN
L R B0

(Information Sharing and Analysis
Center, ISAC) & 57 W &= W ¥
AR ER BT RA02-
105)32 #] ¥ R

#% ¥ O(Opportunities)

*  MSSP ¥ & 3t SO 8 W) ARy

* WRIGIMIRNT X ) PUE R

o 4B A TR 38 0k WA ST 3 A BOR
MW AR MATHIREZ TR

o 0 2 B R AS 6 A Bh A B A
Z FOIWE M R

= 22 [HFESWOT SR E 724

]

55 %W (Weaknesses)

HCAT M ) 303838 W IR T A
#. (Information Security
Management System, ISMS)5& 18 -
1245 & Fo 3R AL R
WRHEME KT — > BHAKEWD
Mk mMAREK

T AN ERRTES
WAMERERVIF A ZEN

B W T(Threats)
S0 T RS R IR R TR E X
B A7y Ak A%
9 20 38 W SLAT B RRAE B R M6 W
4 B I H
B PR SRR o M K PR S R
4 IR 1%
W) S T SRLIK o IR A€ do BR A R

2013/12/05




A AR @RI R4

\qm}
3>
\
/

2013/12/05



H &RV SRR R REC B RSE - BAE A GRS
(Personally Identifiable Information, PIl) ~ “&~EL{& A G5k B4 o
(B A a3 n Y & w5 s B oA a] DL 8 [ Kt (Firewall) B
MMRAEM 2473 (Intrusion Detection System, IDS) - DL & fE4d
P i S B A1Switch, RouterZ -

ARAEH Z48 (IDS)E] DLk =& 81 (Cardenas, et al., 2013) :
55— CIDSTEH S i [RIGHY 242515
o _TARIDSRIEE 2 B BRI 2 B2 Fa 5 B A 28 [ 2R AV
=241 (Security Information and Event Management, SIEM)
F=RIDSHIZ B EEF} (Big Data) /i Arisifln /=48 mHy & =8
SIEM .45 -

Source: Cardenas, A. A, et al.. 2013. Big Data Analytics for Security Intelligence. Cloud Security Alliance.
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HOW APTs WORK

APTs are unigue and attack processes are custom-

tailored to the target. The technigues depicted here

are similar to those used in Operation Aurora against 4. Privilege escalation

private sector corporations. Artackers elevate
privileges through

addittonal spear phishing
2. Spearphishing or by decrypling adminis-
trative cradentials.

¥id s i Attackers send spoofed e-mails
1. {dentifying “the mark
enfifiing SO0 with malicious links or

attachments io infect specific,
High-value employeas’
machines.

— &

Attackers pinpoint
6. D-day
Attackers activitle

individuals with the access

privileges they need.

cormand-and-control

infrastrictire o steal,

encrypl, compress and

5. Stealth fighters transmit information.
Attackers install malware to

hijock systems, creating
backdoors and establishing
“bacl conneot” funcionality
to communicaie with

3 Organization mapping
Once inside, attaclers map
the organization’s IT environ-

command and control
SEFVEFS.

ment to identifir strategic

assets, privileged nodes and .

amplovees with more usefil

privileges.
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Google’s global infrastructure ittt 0 g et

network is intercepting data on Americans

Cloud companies, such as Google and Yahoo, store multiple copies of user data across by el el am it i i sl :;;:‘;ﬁ:;‘:f:;jf;:;f:;?’ el
geographically distributed data centers in order to improve reliability and performance. « @ < Dataflow I Point of data intercept
Google and Yahoo generally connect their data centers over privately owned or leased fiber-optic — s CATA CENTER 2 Veev on GOOaLE
cables, which do not share traffic with other Internat users and companies, to enable the fastest e
connections and keep information secure. Until recently, these internal data networks were not s A, Y - ? —o
encrypted. Google announced in September, however, that it is moving quickly to encrypt those %Ef:rxfgzg«gﬁgz:: @_ o
connections. Yahoo's data center links are not encrypted. donins e | i ; o et WO 9
Some of Google's data- e sa S
center locations '_y,./"“'ﬂm‘““m.u;*“'ﬁ“ ‘\ —— : e

;,-""'_' ’ 1 Google owns and oper- Cable landing station

0 ates major internet
/ u s s = —— connections, including
‘r‘ - = - / some undersea cables,

The point at which an undersea
cable makes landfall and its links
are routed to land-based networks.

IR D]

making thermn a primary

.c'“ y Intemet provider. @—-ﬂ—-ﬁ—&—ﬁ—.——---.— - — 4 -e The NSA's British
[ \_‘ o T countarpart, the
\ \ \ '] GCHQ, may have
‘5‘ q‘. nduced or compelled
\\ SCENARIO 3 0 athird party — such
X Google also leases & Interner exelange as the operator
- private links from global " A device that channels i ncoming of acable landing
| Internet providers that data snd directs data toward fts station, a major Inter-
manage the network and - intended destination. net exchange or a
its equipment, such as fata center that
United States \ an internet exchange. @ MR e R S S Google shares with
\_ other companies —

10 Install surveillance
equipment on Goo-

o Council Blufls, lowa )\

. Dm.lglas Cﬁunh‘. Ga, ” SCENARIO 4 SHARED gle’s private cables.
i | Other times, Google's DATA

" l-enm f Nc- l servers are housed in CENTER

* Mayes County, Okla. g winothercomanies.

* The Dalles, Ore. Note: This diagram depicts ® 4

* Berkeley County, S.C. data flow, not actual fiber links. T B e e o0 B P e e i g, o1

SOURCE: Stafl reporns; Gobgle,
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*Nov. 2319 | 2013FE#HE &) EISAERRE A HE A

# 23 november 2013, 0240 DE NSA-DOSSIERS ’ TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL
Rutte: reagerea op berichten over NSA doet

: ek s e e Driver 1: Worldwide SIGINT/Defense Cryptologic
EVSA Infected 50,000 computer networks . Poliek v e g Pasterk Platform

.

vith malicious software

berichtgeving NRC over NSA ¥
Nauwe banden NSA en Nederlandse drensten
dankei Uruzgan
Document Snowden: Nederland al sinds
1046 doehwit van NSA»

 Blog hoofdredactear: NRC put uit
documenten van Soowden

Lies bier de digtale edite van NRC
Weekend)

MEEST GELEZEN OP NRCAL
NS4 infected 50,000 compater networks
with malicious software »
Afgewezen, want ‘cen donker gekleurde
(neger)' >

De krant voor Neerlanders in bet buitenland
M ) madndee wocr ¢ 4

* weimC e CNE )

The American intelligence service - NS4 - Workd-» ¢
infected more than 50,000 computernetworks b7 Floor Boon, Steven Derixand ) LARGE CABLE

workdwide with malicious softvare desigoed to Huuh Modderkolk
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Data
collection focus
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Plausible futures

QAT &
= -~ b -
Repositories Options
Discovery tools Models Collaborative,
multiagency,
policy environment

Collaborative, multiagency,
analytical environment
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[EFAEE & (Privacy Appliance) & (R 1E A FEFA R &

» Contains associative memory index (AMI)
* Update in real time

Privacy
appliance

Crosg-source Privacy X
privacy appliance
appliance source

Privacy Data

source

Independently appliance
~ operated

¢ Authentication ¢ Selective revelation

¢ Authorization ¢ Data transformation
* Anonymization * Policy is embedded

¢ I[mmutable audit trail ¢ Create AMI

¢ Inference checking

2013/12/05




B9

x (F M) B SRR e it 22 2 [758 BUR SIS THYZR L (FHERAH.
2009 ; FhgasH > 2011 5 [FHL¥F > 2012 5 FARHC » 2013) -

—‘F) AW

HE\Z £

B A4 KR IRSA(EMC), Symantec, McAfee,

VerizonfrEeRIhiiZes s (Baker, et al, 2010; Curry, et al., 2011;
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Security (ICCWS), Journal of Information Warfare (Abouzakhar,

2013; Hutchins, et al., 2011) -
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